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Abstract— As Small to Medium-sized Enterprises (SMEs)
adopt digital marketing strategies to drive market growth, they
face heightened exposure to cybersecurity threats. Through a
qualitative methodology involving semi-structured interviews
with SMEs in Scotland, the study identifies key themes
including digital maturity, cybersecurity awareness, user trust,
industry-specific challenges, and implementation barriers.
Findings reveal a significant gap between cybersecurity
awareness and practical implementation. The study proposes a
model to guide SMEs in embedding cybersecurity into their
marketing, thereby enhancing their resilience.
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L INTRODUCTION

This paper presents an exploration of the relationship
between cybersecurity readiness and digital marketing
effectiveness among Small and Medium-sized Enterprises
(SMEs). These two variables are increasingly essential to
the resilience of SMEs with [1] defining organisational
resilience as “an organisation’s capability for turning
adverse conditions into an organisational opportunity,
positive attitude of ‘bouncing back’ and a relatively agile
deportment”. This investigation covers challenges, identifies
common vulnerabilities, and evaluates cybersecurity
adoption from the perspective of the Technology
Acceptance Model (TAM) illustrating the factors that build
perceptions of ease of use and usefulness of cybersecurity
protocols for SME digital marketing objectives. Studies
have demonstrated the power of digital marketing tools
(e.g., social media) by SMEs to improve brand visibility,
customer acquisition, and operational efficiencies [2].
However, this increasing reliance on digital platforms
exposes SMEs to a more sophisticated range of
cybersecurity threats. There is the need for SMEs to have
readiness strategies that align marketing innovation with
cybersecurity resilience, which is the focus of this study.
These strategies are important to build resilience into the
SMEs themselves and the wider society as it protects
against financial, reputational, social, and broader harms as
identified by [3] and [4]. This paper will explore the
literature review in Section II, the methodology in Section
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III, findings and analysis in Sections IV and V, discussion in
Section VI, and conclusion and future work in Section VII.

II.  LITERATURE REVIEW

A. The Adoption of Digital Marketing by SMEs

Extant research acknowledges the power of digital
marketing as an enabler of customer acquisition but also of
long-term relationship management [5] by fostering
innovation and agility in business models, particularly in
resource-constrained environments [6]. Fear of the security
of digital marketing tools can limit the adoption of e-
commerce and digital marketing [7]. According to the
research, the fear of data breaches, phishing attacks and the
intimidation posed by data protection regulations like
General Data Protection Regulation - GDPR (2018) and
Data Protection Act (2018) [8]. Loo et al. [7] note that some
SMESs will perceive digital platforms as a risk due to their
limited capacity to mitigate against cybersecurity threats.
This limits their ability to benefit from the full range of
digital marketing tools such as marketing automation,
customer relationship management systems, and online
advertising platforms. This aligns with Technology
Acceptance Model (TAM) [9] by showing their attitude
towards adopting cybersecurity protocols. The Perceived
Usefulness (PU) and Perceived Ease of Use (PEOU) reflect
a user’s attitude towards using a system which then
influences their behavioural intention to use and then their
ultimate use of technology [10].

B.  Cybersecurity Challenges for SMEs

Larger enterprises often have dedicated Information
Technology (IT) security teams or the ability to outsource
expertise, formal risk management protocols, and the
resources to invest in advanced cybersecurity infrastructure,
which may not be available to SMEs [11]. This leaves
SMEs targets for bad actors who commit phishing, malware,
data breaches, account takeovers, and other cyber-attacks
[12], [13]. While SMEs face a heightened risk due to their
limited cybersecurity adoption and over-reliance on third-
party digital platforms [12], Jahankhani et al. [15]
emphasise the role that digital tools have in wider market
reach which complicates the security risks for SMEs. These
challenges are amplified by SME underestimation of cyber
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risk [14] and a lack of compliance with industry and
regulatory standards such as GDPR or ISO/IEC 27001 [12],
[15]. Research needs to consider the systemic harm caused
by the human factor, which represents a critical weakness
[16], [17], [18] to organisational resilience. This danger
exists at various levels from management lack of
cybersecurity readiness and strategy to employee lack of
literacy [14] and buy-in, posing a risk to the resilience of
organisations by exploiting the trust and routine business
process to cause harms to the SMEs and their stakeholders
[17]1,[19].

SMEs frequently lack formal cybersecurity policies or
governance structures [20]. The absence of internal
frameworks and policies as well as industry-wide or
governmental policies and infrastructure is critical to the
level of unpreparedness identified in SMES [21], [22]. The
challenges include insider threat being one of the more
dangerous [23], [24]. This threat comes from employees,
contractors or partners who have access to internal systems
and data [25]. These threats can be malicious or
unintentional [26], highlighting the crucial need for training,
awareness, and monitoring of threats from the SME [25].
SME:s are particularly vulnerable to insider threat [27], 28],
due to their high trust and low oversight operations which
gives employees broad access to sensitive systems and little
role-based access controls [29].

C. Integrated Cybersecurity Readiness and Digital
Marketing Effectiveness Model for SME resilience

SMEs, which are adopting digital tools for their
operational success [30], now need to embed cybersecurity
into their marketing strategies. Cybersecurity strategies that
work to secure customer data, ensure platform integrity and
train marketing teams on cyber hygiene practices [12], hold
immense potential to build trust between the company and
its stakeholders. Consumer trust is a strategic asset [31],
[32] where data privacy and integrity are paramount [33].
Research identifies several instruments by which
cybersecurity builds trust. Firstly, [29] posits that trust is
nurtured by transparency and systematic communication of
security policies and data handling practices and breach
response protocols. Secondly, authentication and access
control protocols are signals to customers that their data is
safeguarded [34], as they are strong identity and access
management systems. Consequently, privacy protection and
encryption are important for consumer trust especially in
industries that manage sensitive data [35], [36]. Further,
[37] notes the importance of detecting and mitigating threats
early, which demonstrates a proactive approach to
cybersecurity and reassures customers in the ability of the
organisation in protecting their interests. Research like that
discussed in [38]’s systematic review showed that
compliance with international standards and participation in
cybersecurity information sharing networks build trust by
demonstrating accountability and collaboration. Considering
all these identified links between cybersecurity, trust, and

digital marketing [39], [40], it is imperative that

cybersecurity is treated as a strategic business tool.

D. Research Gaps

There are robust cybersecurity frameworks such as
ISO/IEC 27001, GDPR and advice provided by the National
Institute of Standards and Technology (NIST), however,
SMEs face significant barriers to implementation [19]. For
instance, SMEs are prioritising business growth and
customer acquisition over investing in cybersecurity, which
is seen as a cost [41], [42], [43]. In so doing, they miss the
relationship between cybersecurity and their business goals
of growth, profitability, and customer acquisition. The
research in [44] argues that SMEs are failing to match their
digital marketing ambitions to the technical and regulatory
demands of the noted cybersecurity frameworks.
Frameworks might mandate responsible practices like
ethical data handling [45] and small firms either may be
unaware of their responsibilities or lack the cybersecurity
tools to operationalise them effectively [15]. This, therefore,
creates a gap between intent and actual practice of
cybersecure digital marketing, which undermines consumer
trust, exposes businesses to reputational and legal risks,
threatening their resilience and long-term viability. To
address this gap, there are calls for simplified, SME-specific
adaptations of frameworks based on usability, affordability,
and ethical alignment. This study explores the relationship
between cybersecurity and effective digital marketing
practices in the context of SME resilience in Scotland.

E. Technology Acceptance Model (TAM)

TAM has been widely applied across diverse
disciplinary domains, [46], [47], [48], [49]. TAM was
originated by [9], building on the Theory of Reasoned
Action [50] and was designed to explain user acceptance of
email technologies. Within TAM, the perceptions of users:
Perceived Usefulness (PU) - the belief that a technology
enhances performance [9], [51] - and Perceived Ease of Use
(PEOU) - the belief that the technology requires minimal
effort, shape their attitudes, which in turn influence
behavioural intention and actual system use [52]. Although
TAM is often praised for its simplicity [53], it has evolved
to address its limitations. TAM2 [54] introduced social
influence and cognitive instrumental processes, while the
Unified Theory of Acceptance and Use of Technology [55]
integrated multiple models to include performance
expectancy, effort expectancy, social influence, and
facilitating conditions. TAM3 [56] further incorporated
perceived enjoyment and self-efficacy. Despite its
widespread use, TAM has faced criticism. Scholars such as
[57] and [58] argue that it overlooks contextual, cultural,
and longitudinal factors. Others highlight its overreliance on
self-reported data [59] and its individualistic orientation
[60]. Additionally, [61] notes the model’s neglect of
variables like trust, perceived risk, and social norms.
Nonetheless, TAM remains a foundational framework in
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technology adoption research. This study builds on TAM by
adapting it to explore the relationship between cybersecurity
readiness and digital marketing effectiveness - addressing a
key gap by incorporating contextual variables.

III. METHODOLOGY

To address the research gaps, identified in the literature
review, this paper discusses the qualitative research
undertaken for the project. We completed ten semi-
structured interviews with key decision-makers from SMEs
in various industries, including marketing executives, 1T
representatives, and owners. The sample was recruited
through chambers of commerce members, SME
organisations, and social media. The interviews were
analysed using thematic analysis, developed by [62].

IVv.

The qualitative research interviews identified themes
around digital marketing practices, cybersecurity awareness
and industry-specific challenges faced by SMEs.

FINDINGS AND ANALYSIS

A. Theme 1: Digital Marketing Practices

The organisations vary in their adoption of digital
marketing, from basic social media use to advanced search
engine optmisation and analytics. This displays varying
levels of digital maturity around SMEs, with some further
progressing in digital adoption than others. However, their
success is measured based on the purpose of SMEs in using
digital marketing. These measures include engagement,
awareness, increased sales, and subscription in addition to
financial return on investment. The respondents identify a
shared growing intent to align public relations,
communications, and digital strategies. With this shared
intention, the need for rigorous industry-specific
cybersecurity protocols for SMEs is growing.

B.  Theme 2: Cybersecurity Awareness and Practices

The participants demonstrate awareness of cybersecurity
protocols that range from basic understanding to more
structured practices. They more consistently use external IT
support with some internal training. However, formal
cybersecurity policies at an institutional level were lacking
amongst the respondents. Many are only now beginning to
take cybersecurity seriously as they perceived themselves as
low-risk targets. They also mostly did not consider
themselves targets, even in the face of digital marketing use,
not previously making the link between the two variables.

C. Theme 3: User Trust and perception

The respondents display a strong link between trust in
digital platforms and customer engagement. Trust is a signal
to the audience that websites are secure, and the branding is
consistent, which is crucial for user engagement. The SMEs
owners are aware of this link as their users are increasingly
cautious about data sharing and cookies, especially on
unfamiliar platforms. Trust is important beyond engagement

but also allows users to share financial details and donate
money to causes supported by the SME. This trust can be
essential even in the aftermath of an attack to allow users to
perceive that the company took all the precautionary steps to
prevent the attack and will take accountability in the case of
a successful threat.

D. Theme 4: Industry-Specific Challenges

The respondents demonstrate several industry-specific
challenges to adopting both digital marketing and
cybersecurity protocols. Firstly, most of the organisations
interviewed operate with limited financial and human
resources that can be dedicated to improving either their
digital outreach or cybersecurity. Participant B agreed that
their SME is a soft target, but they do not have a large
budget for cybersecurity. This implies that relying on
external IT support creates gaps in responsibility,
accountability, and awareness, creating the industry-specific
gap in awareness and implementation. Despite these limited
resources, some of the SMEs are handling extremely
sensitive data, such as personal information of vulnerable
individuals.

E.  Theme 5: Barriers and Gaps

The responses show a lack of formal training and
industry-wide communication regarding formal cyber
security protocols. Even with external IT support, this does
not extend to internal training, capacity-building, or
awareness. The human factor creates a weak link in the
SMEs cybersecurity. This is related to a lack of clear roles
about who is responsible for what within the cybersecurity,
meaning SMEs are under the impression that it is being
handled at some point, resulting in gaps in implementation.
Even with awareness of resources, such as National Cyber
Security Centre (NCSC) guidance or Charity Excellence
Framework, these often go underutilised by the respondents,
reflecting a gap between available support and the practical
application of recommendations within these resources.
Another barrier is that some SMEs did not see cybersecurity
as a pressing concern, especially if they do not see
themselves as targets or if they have not had any
cybersecurity incidents. The lack of industry-wide dialogue
or collaboration on cybersecurity is also a barrier. Without
shared standards or peer learning threatening SMEs on an
individual and industry-wide basis do not have the ability to
plan and recover from cyberattacks, therefore, posing a real
risk to their organisational resilience.

V. SUMMARY OF KEY FINDINGS

SMEs measure digital marketing success through
purpose-built metrics such as engagement and sales. There
is a growing intention to integrate PR, communications, and
digital strategies with robust cybersecurity protocols. SMEs
show increasing awareness of cybersecurity but often lack
formal policies and underestimate their vulnerability, which
contributes to complacency and inconsistency in
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implementation of cybersecurity protocols. SMEs recognise
that secure, consistent branding and transparency are vital to
managing user confidence and loyalty. Unique challenges
such as limited financial and human resources restrict
SMESs’ adoption of cybersecurity measures as they make use
of the digital platforms to manage their customer
relationships. The lack of formal training, internal capacity
and industry-wide collaboration are further unique barriers
to effective cybersecurity in SMEs.

VL

Theme 1 revealed varying levels of digital maturity
among SMEs. This aligns with TAM’s construct of
Perceived Usefulness (PU), where technology is adopted
based on its potential to enhance performance [9], [51].
Theme 2 highlighted a gap between cybersecurity awareness
and implementation. This implementation gap is critical, as
cybersecurity readiness influences digital marketing
effectiveness and overall resilience. This readiness and
implementation gap is linked to the resource challenges
identified by authors like [12] and [15]. The assumption that
external IT support covers all cybersecurity needs reflects a
lack of internal ownership, which undermines the
organisation’s ability to respond to disruptions. Venkatesh
and Davis [54] expanded TAM to include social influence
and job relevance, suggesting that organisational context
shapes technology adoption—a factor often ignored in
relation to SMEs. Theme 3 underscored the importance of
user trust in digital platforms, linking it to engagement and
other positive outcomes including resilience, diverging from
arguments made by [61] that TAM neglects variables such
as trust and perceived risk. Regarding resilience, trust is a
strategic asset that empowers SMEs to recover from cyber-
attacks while maintaining stakeholder confidence.

Theme 4 revealed that SMEs are faced with unique
challenges due to their limited resources and the high data
sensitivity of the services they provide. Despite handling
vulnerable user data, many organisations lacked industry-
specific cybersecurity frameworks. Authors of works like
[57] and [58] critique TAM for failing to address contextual
and cultural factors, a gap that this study addresses by
adapting TAM to the specific case of resource-constrained
industries. This study suggests that organisational resilience
in these contexts would be improved with tailored guidance
and shared standards. Theme 5’s findings revealed barriers
such as informal training, accountability gaps, and poor
utilisation of available resources for improving
cybersecurity implementation. This finding supports
arguments that there are gaps in TAM’s model, where it
fails to predict sustained use and organisational integration
[59] [60]. The lack of industry wide dialogue further isolates
SMEs, affecting their resilience. This places the insight
from industry wide dialogue as a crucial resource for SMEs
that is useful for building capacity and safeguarding digital
marketing operations.

DISCUSSION

VIL

This study has explored the critical intersection between
cybersecurity readiness and digital marketing effectiveness
within SMEs, highlighting the importance of integrating
these domains to enhance organisational resilience. Through
qualitative interviews and thematic analysis, the research
identified key challenges including limited resources, low
internal cybersecurity capacity, and a disconnect between
awareness and implementation. The findings underscore the
strategic value of cybersecurity not only as a protective
measure but also as a trust-building tool that supports digital
engagement and long-term viability.

By adapting the Technology Acceptance Model (TAM),
the study offers an evaluation of the context of SME
adoption of cybersecurity protocols within their digital
marketing strategies. This adaptation addresses gaps in
traditional TAM applications by incorporating variables
such as trust, perceived risk, and organisational context—
factors that are particularly relevant to SMEs operating in
resource-constrained environments.

Future research should focus on developing simplified
cybersecurity frameworks tailored to SMESs, aligning
security practices with marketing goals and ethical data
handling. Quantitative validation of the adapted TAM
model across sectors would enhance its applicability, while
longitudinal studies could assess the long-term impact of
integrated cybersecurity-marketing strategies on resilience.
Additionally, exploring industry-wide collaboration and
policy support could foster a culture of cybersecurity, and
targeted training initiatives may help address internal
capacity gaps and reduce human-factor vulnerabilities. By
bridging the gap between cybersecurity and digital
marketing, this research contributes to a more holistic
understanding of SME resilience and offers a foundation for
future innovation, policy development, and academic

inquiry.

CONCLUSION AND FUTURE WORK
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