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Abstract— This paper discusses the development of a ship
Honeynet. The criticality and fragility of the Global Maritime
Transportation System (GMTS) has been clearly demonstrated
during the COVID-19 Pandemic. At the same time, fleets are
aging and their technology is aging with them and thus they
are more vulnerable to cyber-attacks. This paper will describe
a project aiming to gather information on current cyber-
attacks on vessels using a Honeynet to gather data. Honeypots
are Internet systems deployed for the sole purpose of being
compromised to observe adversaries. Networks of Honeypots
are termed Honeynets and, like network telescopes, are
typically deployed on an otherwise unused address space.
While Honeypot/Honeynets are not new, simulating all the
different systems of a ship to research cyber attackers
targeting them is a new concept. A ship in real life consists of
multiple  digital systems including for navigation,
communication, safety, propulsion, cargo management and
numerous other purposes. This paper will explain the concept
of Honeynets and a ship Honeynet in particular, as well as
their design considerations and benefits. This paper will also
discuss the challenge of making the Honeynet digitally realistic
and attractive for cyber attackers to interact with and drop
targeted malware and other interesting artefacts.

Keywords — Cybersecurity; Maritime Security; Cyber-Physical
Security; Vessel; Honeynet; Honeypot; Cyber Deception.

I. INTRODUCTION

This paper will discuss the concept, development and use
of a ship Honeynet to gather information on current cyber-
attacks on vessels. This will be achieved by luring cyber
attackers to interact with the ship Honeynet and capturing
that interaction for later analysis. The criticality and fragility
of our supply chains have been demonstrated during the
COVID-19 Pandemic. This is particularly evident within the
GMTS. The GMTS is a system of systems and includes not
just vessels but also waterways, ports, and land-side
connections, moving people and goods to and from the
water. The role of GMTS in the global economy is
significant with over 80% of the world’s cargo transported
by ship [2] and representing 70% of global trade by value
[3]. At the same time, fleets are aging, and their technology
is aging with them and thus they are more vulnerable to
cyber-attacks. 38% of oil tankers and 59% of general cargo
ships are more than twenty years old [4]. Supply chains
themselves are increasingly vulnerable to cyber-attacks.
This is particularly stark in recent years, “...European
sources estimated a 400% growth in supply chain
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cyberattacks in 2021 compared to 2020” [5]. GMTS is
clearly a key part of global supply chains and will be
increasingly targeted by cyber threat actors. Since 2018,
state sponsored threat actors from China (amongst others)
have specifically targeted the maritime industry [6].

Honeypots are Internet systems deployed for the sole
purpose of being compromised in order to observe
adversaries. Networks of Honeypots are termed Honeynets
and, like network telescopes, are typically deployed on an
otherwise  unused  address  space  [1].  While
Honeypot/Honeynets are not new, simulating all the different
systems of a ship to research cyber attackers targeting them
is a new concept. A ship in real life consists of multiple
digital systems including for navigation, communication,
safety, propulsion, cargo management and numerous other
purposes. The Honeynet needs to simulate this.

Part of the process is to make the Honeynet to appear
realistic to potential attackers and the paper identifies a
number of features that would make the Honeynet more
realistic and thus more likely to attract and engage attackers.
The ship Honeynet is going to use a technique proposed by
Luo et al. [7] called intelligent interaction. The paper also
discusses methods to capture all interactions with those
attackers including connection details, commands executed,
files dropped, and other relevant activity.

The Honeynet data and any discovered attacker Tactics,
Techniques and Practices (TTPs), will be used for a number
of important purposes. To build industry awareness of this
rising threat. To create research reports/publications. To
report any identified vulnerabilities to vendors. Lastly to
create realistic maritime cyber incident simulations for
industry education and research into human factors.

The structure of this paper is firstly a description of the
background of Honeynets, etc., followed by a description of
the cyber threats to the maritime sector, then the project plan
and design considerations for a ship Honeynet and, finally,
the conclusions and future research.

Il. BACKGROUND OF DECEPTION, HONEYPOTS AND
HONEYNETS

Honeypots and the use of deception against cyber
attackers date back to the 1980s. Astronomer Clifford Stoll
in his seminal hacking tale, The Cuckoo’s Egg, described
when working as a part time system administrator at
Lawrence Berkeley National Lab in the USA his efforts to
uncover hackers who had penetrated his system [8]. This
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early Honeypot was born of his scientific approach to
observe his attackers and get them to reveal more of
themselves, “Do research...OK, I’ll watch the guy and call it
science” [9]. In 1999, the Honeynet Project was formed with
30 members from the, at that stage, small cyber security
community. Amongst that group of 30 was Lance Spitzner
and he described a Honeypot as:

“A ... security resource whose value lies in being probed,
attacked, or compromised... It does not matter what the
resource is (a router, scripts running emulated services, a jail,
an actual production system). What does matter is that the
resource's value lies in its being attacked” [10].

Common deployment strategies for Honeypots were
described by Scottberg et al. [11]. They include: “Sacrificial
Lamb”, an isolated system that has no entry point to
production systems; a “Hacker Zoo”, an entire subnet of
Honeypots with varied platforms, services, vulnerabilities,
and configurations, which are isolated from production
systems; a “Minefield”, a number of Honeypots placed in
forefront to serve as first attack targets; a “Proximity
Decoy”, a Honeypots deployed in close proximity to
production systems; a “Redirection Shield External”, that
appear on production systems through port redirection and,
lastly, a “Deception Port”, simulating services (e.g., SMTP,
DNS, FTP) on production systems.

1. CRITICAL CYBER THREAT TO MARITIME

As stated in the introduction the criticality and fragility of
our supply chains is particularly evident within the Global
Maritime Transportation System (GMTS).

In a 2019 report ‘Shen attack: Cyber risk in Asia Pacific
ports’ — produced by the University of Cambridge Centre for
Risk Studies, researchers described a hypothetical cyber-
attack across the Asia Pacific against 15 ports using malware
that jumped from ships to ports. They projected the loss
could go as high as USD$110 Billion with the vast majority
of that amount not being covered by any insurance [12].
Such a cyber-attack on this scale has not as yet been seen in
the maritime sector, but we have seen numerous ports and
ships impacted by attacks using ransomware, destructive
malware, and the even hacking of Operational Technology
(OT). These attacks have been initiated by both criminal
groups and nation-state hackers. The well-known case of
Maersk which lost over USD$200 million in 2017 in the
NotPetya malware attack is a significant example [13].

In a non-cyber case in March 2020, the MV Evergiven
blocked the Suez Canal and caused major disruption to the
GMTS. While the incident was caused by human error rather
than a cyber-attack it demonstrates the fragility of the GMTS
costing some USD$9 Billion per day [14]. Such an incident
could easily be deliberately caused by a cyber-attack. The
threat actor could achieve this by compromising the
navigation or propulsion systems of a ship or in a number of
other ways. The aim of such an attack might be a part of a
great power conflict (i.e., USA/China), a regional conflict
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(i.e., Israel/lran), or by cybercriminals demanding ransom or
shorting the stock market.

IV. PROJECT PLAN AND DESIGN CONSIDERATIONS FOR SHIP
HONEYNET

A Project Plan

The initial phase of the project to develop the ship Honey
ship is as follows:

Design of the ship Honeynet.

Initial deployment in a test environment.

Internal testing of the ship Honeynet.

Penetration test by EC Council Certified Ethical

Hacking (CEH) students.

Initial deployment on the Internet.

Examination of result of initial deployment and data

gathered on cyber attacker activity.

e Analysis of cyber attacker information and artefacts
gathered.

e  Subsequent deployments with improvements.

B. Architecture

Ships are a complex network with a wide range of
information and communication technologies onboard. Ships
also have networked Operational Technology (OT) often
directly connected to their IT networks.

Due to this significant complexity for the first version of
the maritime Honeynet it was decided to just simulate the
Integrated Bridge System (IBS) of a ship. This was to
simplify the task for this initial version and also because of
the critical nature of the IBS. The IBS acts as the main
command and control of a vessel as it interconnects various
digital devices used for navigation in open seas and is also
connected to other on-board systems of a vessel, e.g.,
navigation and control, propulsion and machinery
management system, cargo management system and safety
management system, core infra structure systems,
administrative and crew welfare systems, etc. [15].
Additionally, it also provides a gateway to the Internet.

The International Maritime Organisation (IMO) defines
an IBS as combination of systems which are interconnected
in order to allow centralized access to sensor information or
command/control from workstations, with the aim of
increasing safe and efficient ship’s management by suitably
qualified personnel [16].

The main components that are part of the IBS are
Automatic Identification System (AIS), Electronic Chart
Display Information System (ECDIS), radar, conning
display, Bridge and Watch Alarm System (BNWAS) /
Bridge Alert Management System (BAMS), Voyage Data
Recorder (VDR), and autopilot. Sensors like compass, speed
log, and echo sounder are also providing information to the
system in the IBS [17]. In most cases there is Satellite
terminal connected to provide the access through to the
Internet.
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The diagram in Figure 1 represents an architectural
drawing of the ship Honeynet consisting of the following
components  ECDIS, Satcom, AIS, Long-Range
Identification and Tracking (LRIT), VHF communications
and VDR. These are the identified minimum components to
run a realistic ship Honeynet. While not all the potential
components of an IBS are represented the key systems are
present.

VirtualShip
Bridge

Figure 1. Minimal architectural drawing of the ship Honeynet. [18]

Figure 1 also describes the components that will each be
hosted in so called docker containers. A docker container
image is a lightweight, standalone, executable package of
software that includes everything needed to run that
application: code, runtime, system tools, system libraries and
settings [19]. In practice, a container is easy to deploy and
maintain. Utilising docker containers also provides security
to prevent cyber attackers jumping from the ship Honeynet
to the host system.

C. Making the ship Honeynet an attractive target

Considerations also needs to be made to make the ship
Honeynet attractive and believable to potential cyber
attackers.

To make the IBS attractive to cyber attackers as possible
the following considerations will be taken into account [18]:

e Logical server location.

Logical sailing route with realistic AIS data.
Network speeds when using satellite should be slow.
Network signs of life with traffic between systems.
Logical entry point for cyber attackers i.e., Satcom,
remote access portal etc.
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e System architecture appropriate to type and size of
ship.

The ship Honeynet is also going to use a technique
proposed by Luo et al. [7] called intelligent interaction. The
goal of intelligent-interaction is to learn the ‘correct’
behaviours to interact with clients from zero-knowledge
about the maritime Honeynet.

D. Entry point for ship Honeynet

The entry point for a cyber attacker into the IBS is the
satellite terminal for the first version of the ship Honeynet.
Different  vulnerability reports have revealed the
misconfiguration of these types of remote management
terminals are common. Leaving them open allows entry and
also access to the network that sits behind it. So, when a
cyber attacker is scanning the IBS they will find for example
an open SSH port of the satellite terminal to attack and
enumerate.

A specific example of a possible attack vector for the
cyber attacker and a way of gaining access to the IBS can be
done by emulating a Cobham SeaTel terminal. This type of
terminal is being used as a gateway to the Internet. The
Cobham SeaTel terminal has vulnerability regarding
injection of malicious JavaScript using the devices TELNET
built-in commands [20]. This way the attacker can gain
access to the IBS directly from the Internet then move
around the connected ship Honeynet in a realistic fashion.

E. Broader scenario development for ship Honeynet

The research team have gathered information on 152
maritime cyber incidents dating from 2001 to 2022. This is
currently being formatted and will be published in December
2022. Analysis of those different cyber-attacks will inform
scenario development for the Honeynet. For example, there
was a malware attack targeting a deep draft Vessel travelling
to the Port of New York in 2019 [21]. The malware in this
example was transferred via USB drive. We would alter this
ship cyber incident so the transfer could occur through the
Internet gateway of the ship Honeynet since the introduction
of malware via a USB is difficult to simulate within a ship
Honeynet.

F. Capturing the cyber attacker interaction

An essential part of the maritime Honeynet is capturing
the activity of the cyber attackers and storing it for later
analysis. One basic but important element is capturing the
source of the attack. The source refers to the origin of the
attack and it includes the country and location. While source
information such as IP addresses used by cyber attackers are
often proxied to hide their origin or use anonymizing
networks such as Tor they still may allow for attribution.
Research on attribution has shown numerous methods of
identifying the source of cyber-attacks [22]-[24]. This also
includes examining the characteristics of the attack tools
utilised.
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Retaining the actual network traffic in the form of a
packet captures is a preferred option for the project, but can
cause storage issues if not managed carefully. Other network
parameters and connection information will also be captured.
Naturally all cyber attacker keystrokes and files will be
captured.

G. Testing the ship Honeynet

NHL Stenden University of Applied Sciences teach the
EU Council Certified Ethical Hacking program. Researchers
working with students of that program will thoroughly
penetration test the ship Honeynet for its functionality,
realism and security. This will be an iterative process as hew
versions are created. Students involved will complete
detailed surveys to identify weaknesses and areas for
potential development in the ship Honeynet. Researchers
will also evaluate the monitoring and data capture to ensure
it is capturing all activity of the cyber attacker.

H. Secrecy and deception of the ship Honeynet

While it may appear an unusual approach to talk about
the ship Honeynet if the aim is to trick cyber attackers it
believing it is real. However, the nature of deception means
that even if a cyber attacker reads this research they will not
know when scanning the Internet and they find something
that looks like a ship whether in fact it is a Honeynet or the
real thing and may conclude that it is a Honeynet when in
fact it is the real digital footprint of a ship. Research on
cyber deception has shown it may significantly slow down
their progress and negatively influence the decision making
of a cyber attacker [25], [26].

V. CONCLUSIONS

While the design, development, and operation of a ship
Honeynet is a quite complex project the benefit of
intelligence that it would provide on current cyber attacker
activity including modus operandi, motive and origin make it
a worthwhile effort. The project itself will involve a series
of ship Honeynets to build capability and to explore different
aspects of the maritime sector.

A. Future Research

One area of further research is to focus is going to be on
developing a more mature model that also represents both
Information Technology and Operational Technology
networks in ship environments.

This is a challenge because the maritime industry has a
lot of standards for interconnecting components. The most
relevant protocols are NMEA 2000, NMEA 0183, TCP/IPv6,
and the latest one NMEA OneNet [27].

Other options include exploring simulating various types
of ship environments such as container ships, cruise ships,
tugboats, and executive yachts.

While a ship Honeynet in this case is used to study cyber
attackers, it can also be a method to delay, frustrate and
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confuse them. This is an area studied under cyber deception
but also an opportunity for further research in this area.

B. Benefits of the ship Honeynet

As stated, the ultimate purpose of a Honeynet is to be
“probed, attacked, or compromised” by cyber attackers and
by this process we learn more of the nature of those attacks,
the threat they pose, the modus operandi of those attackers
including their Tactics, Techniques and Practices (TTPs),
their motives and other relevant features of their activity.
This intelligence will be used for industry awareness,
research reports/publications, reporting any identified
vulnerabilities to vendors, and creating realistic maritime
cyber incident simulations.
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