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Abstract—Security issues mainly evolve from attacking the weak-
est link within the chain of the ecosystem. One of such weakest
links with poor security posture is the smart devices used within
a smart space and as Bring Your Own Device (BOYD) for the
corporate sector. The main focus of this paper is to briefly
highlight the issues and present a roadmap that will facilitate
better cyber security footings for smart spaces ecosystemsaBed
on our findings, we have also proposed a Cyber Security Device
nutrition Label (CyberSDnL) conceptual framework as a contri-
bution to the knowledge within this field. Our contributions are
threefold: 1) inform the user of the risk associated with their
device; this is also a crucial requirement for organization in
reference to the development of the new General Data Protectio
Regulation (GDPR) 2) try to influence manufacturers to change
their attitudes towards producing unsecured devices and3)
use this as a platform to create early warning systems to the
ecosystem that will be able to stop already infected/insecure
devices from proliferating vulnerabilities or risking the entire
network/ecosystem from an attack.

Keywords—smart device security; privacy; cyber security; security
labels; moving target defense.

I. INTRODUCTION

critical infrastructure. While we have knowledge of some of
the possible vulnerabilities, that are normally only assed

with traditional infrastructures, there has been littlse@rch
and into the individual privacy matters as a result of an
interconnected system where devices, with various level of
complexity and security, exchange information via a wissle
connection to the Internet. Interconnected smart spaces ar
acting as agent for crowd-sensing. An example of this mgrgin
is the control and monitoring of smart grid infrastructuves

the use of mobile phones powered either using Android or
iOS. Developments within the interconnected ecosystem and
demand or seamless and wireless smart grid, coupled with the
defencelessness of the smart connected home, will undigida
lead to consequences in the event of a hacking attack, nelwar
infection or Distributed Denial of Service (DDoS), whileeth
assortment of interconnected systems will likely convenub

for criminal events, privacy breaches, and other cybecksta
developing in a life-threatening security hallucinatian @isers

[2]. None of these devices used within such environments are
developed and deployed with the capability or considematio
of being shielded from hacking. Meanwhile, most |oT devices
are designed to operate autonomously without consideimg |

Communications technologies, devices, and services afgeriods security protection.
becoming more interconnected; hence an enabled future In-

ternet of Things (IoT) connected home. Even though this

The pace at which they have been spreading is growing

development offers extensive assistance to home useispit a €xponentially: multiple studies suggest that more than 20
gives rise to new security threats as this device act as asneafillion smart devices will be circulating by 2020 [9]. Such a
of data crowd-sensing agents. The development of ubigaitolCOMPIex interconnection and exchange of information meui
computing: 10T to be more specific, has empowered thdhe development of sophisticated technologies that wiival

concept of a connected home ecosystem. This notion is arourtfers: organizations, and the devices themselves, toiableg|

content anywhere, crowd-sensing and information shatiisg.

of 10T devices within connected home ecosystems spawns

cumulative volume of data, habitually lacking the asserthef
user, or the user being absolutely cognisant of the insionst

secure and efficient: the main purpose of a smart object is to
r%ake the life of the user easier [26]. The growing presence
of these devices in our households also points to a level of
trust that the consumer has in them. This reliance also led to

of partaking their personal data. This paper provides a mev a duéstion the quality, the security of the whole infrastwet
easy to use security framework for home devices, with the ainf/hilé pointing to the issue of privacy: where is personal

of minimizing the security and privacy threats identified.

Arguably the Internet is one of the utmost human su
cesses in terms of inter-connectivity of things and gene

telecommunication. However, the development of connecte

information stored? Are they secured? Can we make sure that
what we want to keep quiet, will remain private? These and

;?dditional guestions were at the start of the development of
J1e paper that this paper will explore.

home ecosystems as a result of ubiquitous computing and Information security is can essentially be considered a
loT, promises to make things even more challenging in termsocietal problem rather than scientific issues. loT prawvide

of security and offers more possibilities for improving our avenues for people to generate snowballing volume of data,
way of lives. As a result, users are demanding for seamlessften lacking users knowledge, permissions and knowing its

inter-connectivity of things to offer countless capakskt to

consequences. Whereby, this information is either adneirgdt

users within their homes and offices. This development is &y the service provider cloud service or other third parfids
welcome development, nonetheless, it needs to be noted thdévelopment and inter-connectivity of smart devices withi
it opens up more security and privacy issues for users and connected ecosystem will be a vulnerability threat to an
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individual user or a cumulative community of users. It is It has been shown that displaying uncertain data visually
only now that society is starting to understand the securityenables users to understand better. This has been estalaish
implications and costs of privacy, in both its legal and ethi food nutrition labels [24]. Supermarkets and food manuwfiact
senses [1]. Oberheide and Jahanian [29] have explored whams have helped users decide between products by using traffi
and why it is more difficult to secure mobile devices in light color-coded labels. Color-coded nutritional infation,
comparison to non-mobile equivalents. They derive a set oés shown in Figure 1, gives users at-a-glance informatign. B
principles for mobile security. the glance, users can quickly see if the food has high (red),

A major issue that will be addressed is the freedom ofmedium (orange) or low (green) amounts of fats, saturates,
information currently being presented on the devices that wSugars and salt [18].
use every day. At the present, this information is being show

or heard without any regard to whom that information is bach giflled burger ) contaln

related too. The paper will address this issue by attempting Energy Fat 8 Sugars
to identify insecure apps and devices that not only hide 22k [H13G 0.8g
or reveal information while been installed hence providing BT 10 | 3

context-based security solutions, in the other words it wil < W

of an adult’s rﬂfrence intake
Typical values (as sald) per 1000 energy 966k)230kal

build a system which is privacy aware of its surroundings.
Preliminary research found out that the concept of privacy
is understood in a different way than the one used in this
paper. The literature Xu [25] and Brauchi [6] addressesagyiv Figure 1. Food Nutrition Label [28]

concerns in a parallel to way to security concern, so privacy

of information means that they are not shared outside the

household or refers in general to the possible unwantednghar 1. PROPOSED CONCEPTUAL FRAMEWORK

of personal information as an issue of confidentiality [F&jr Based upon our research findings, the paper provides a
the aim of the paper, when talking about privacy, it will ioglie  o34.map and a visual proposal has been designed for both
the personal users privacy, and his ability to decide whethesers and manufacturers which identifies the key issues and
he wants to share his own information with other users, withi |, ,inerabilities in Smart Devices. This design provides la-so
the household, or not. tion to the key problems of this research which is to extend
Consequently, we will look at the main cyber security awareness for both stakeholders. Many users are unaware of
challenges of living in a Smart Home, along with the securitywhat potential threats, vulnerabilities, and issues tlaeeeand
and privacy threats that are presented in Smart Home Devicégw many of those Smart Devices contain. By displaying each
today. The outcome of the research will be used to outlingecurity component in a red, orange and green color code,
fundamental requirements needed to provide secure and coonsers will visually be able to see what risks the device hals an
fidential operations in Smart Homes, by providing the usefwhether it is safe to have in their home. Whilst this proposal
the security rating label for each device used within theirwill be beneficial for users purchasing Smart Devices, if wil

ecosystems. also help guide manufacturers to make better decisions when
The rest of the paper is structured as follow, in section Il wedesigning the product.
highlight the key state of the art and related work. Sectibn | Following the food nutritional label, the security nutitial

provides a description of our proposed conceptual framlewor label key and colors are presented in Figure 2. The traffit lig
with more details on the use of traffic light systems as keycolor system is well known to users around the world and
to device security nutrition labeling. The proof of concept has been utilized by other industries. Applying the system t
the framework is been presented and discussed in section I'dur proposal, users can effectively understand what ealch co
with key findings. Sections V concludes the paper with futurerepresents. In this approach, we are targeting a labelrayste
research directions in terms of creating a moving targedrtled  that educates the stakeholder on a safe use of the smaredevic
for zero trust security in a connected home ecosystem thiat wiand the potential risk that such devices can be to other users
further enhance out early results using machine learning. in the smart ecosystems as a whole.

. RELATED WORK Information on the label for Smart Devices includes:
A major issue that will be addressed with the paper is
the freedom of information currently being presented on the
devices that we use every day. At the present, this infoonati
is being shown or heard without any regard to whom that . :
information is related too. A number of studies have been ;gcgw wuhseetrsezoth:r:gnarg ;jh(aefauallgg\?vsés;\évosrt?; ar?tdag/vzo,
conducted in reference to the effectiveness of warninglsabe g 9 ] p. 9 y
on cigarettes and food products [13][15], , etc. Purmehdi ® Operating System (OS): This will state the OS of the

e \Vulnerability: This will show users an overall estima-
tion of how vulnerable the device is. It will take into
consideration the security and privacy aspects and the
possible attacks the device is vulnerable to. It will also

[20], has indicated that label effectiveness is contingemt device and how vulnerable it is to attacks. It will show
the type of expected behavioral outcome. In response t@ thes if the device updates are automatic or whether users
problems, Kelley et al [14], proposed a solution for cregém have to update them their selves. A recommended
information design that improves the visual presentatiod a timescale is given to show how often to look.
comprehensibility of privacy police viewed online. Theii-p e Privacy: This will show how much confidential per-
vacy label was inspired by a nutrition label which summatize sonal data is being collected and used by the manu-
website privacy policies. factures and third-parties
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e Threats: This will display the possible threats the
device is vulnerable to.

IV. PROOF OFCONCEPT

As a proof of concept for our proposed road-map and

conceptual module, we have developed an Android app that
is able to dynamically analysis the contents of the devibas t

CHOOSE CAREFULLY
40%- 59%

UNSECURE
60%- 100%

SECURE
1%- 39%

[ )
Figure 2. Key and for security food label °

This design provides benefits for both users and manufac-
turers. At first glance, users can automatically see that thi
device is vulnerable and insecure due to the colors predente o
The label informs the users briefly about what threats and
privacy issues the device is susceptible to.

CyberDSnL -Device Verification— Zero
Trust

Risk rating characteristics (]
| Device 05

| OS Varsion

Sacurity Paich
Manufacturerof device

Size (scraen size, mohblle v tablet)
Srd party apps (Installed)
Isthe device sooted

Device security Nutrition score °

activities. [

. || timi Block | Multi-factor
Allow nm‘umgqian@ Block: Sithentication

! Risk based authentication i

Figure 3. Conceptual Model °

Manufacturers will benefit from the use of these labels
as it will make them more aware of the designing process.
The nutritional label currently seen on food and drink makes
users instantly aware as to how sugary it is or how much
fat is contained from the colors presented on the label. This
type of label on Smart Devices will aid in manufacturer sales
whilst boosting user awareness. As manufacturers conisiyo
improve their devices, the awareness will continuouslygro
until every user is fully aware of the current risks. Conesuie
will no longer be a priority for an average user. It is impaita
to note that this design is a short-term solution for Smart De
vices in homes, as smart technology is continuously evglvin
over time. Our proposed road-map is based on the conceptual
model depicted in Figure 3 which is based on the principles
of (VAR) corresponds to VISIBILITY, AWARENESS, and
RESPONSE to facilitate a proactive device security natmiti
labeling approve. Where we identified some vital contextual
factors which have the influence to security risk rating of
various devices based on the device features and instaited 3
part applications within the device as well as the context on
which the device is been used.
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Contextual Factors below:
Activity/task type Connectivity
Device Typa Frequancy of axpesure 'Y
Location Other contextualfactors

are installed on and is able to inform the user the risk rating
security nutrition label of the device. Where the app is able t
dynamically deactivate the access to certain activitiethiwi

the device and the ecosystem based on the overall security
score/rating of the device. To achieve this we have consitler
the following key context and characteristics:

Device OS,

OS version,

API,

Security patch last updated,
Days since the last update,
Make Model,

Screen size,

is the device rooted?

This will then give a device security score. Device score
is as follows, and has been worked out using metrics specified

1 -3 (Green / low-security risk)
4-5 (Amber/medium security risk)
6-10 (Red / high-security risk)

All devices start out with a score of 1 by default and the score
is added to if risks are identified, such as;

If the device is rooted - score = 6 (automatically high
risk)

If the device hasn’t had a security patch in 120 days
or more - score = 4

If the device security patch is over a month old, but
not yet 3 months old - score = 3

If the device OS is out of date (i.e. less than 8) - score
=4

If the device OS is up to date, but not the latest API
(i.e. if it is 8.0, not 8.1) - score = 3

Device Details

SUBMIT DATA

Figure 4. Device Score and a Warning message

The app also looks at the 3rd party apps installed on the
phone and their permissions and how many h&# or more
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requested permissions than actual permissions as shown liomes. Sooner rather than later, every home will evolve into
Figure 5 (B). a Smart Home due to the numerous benefits they provide.

The app allows the user to launch other activities, whic
they set themselves (for proof of concept only) based on th
following scores, score breakdown and permitted actwitiee
presented in Figure 5

_ However, whilst the benefits of Smart Homes may outweigh
If 4 or more 3rd party apps have - score =4 _ the problems for users it is important to address the seeurit

If less than 4 3rd party apps have - score = 3 (stilljg|ated challenges and concerns within this domain. We have
Green) provided a brief description and analysis of the issues @frsm

If none (which would be impossible | feel) then device, and the main contribution of our paper is in term of

change to the score (still 1). providing a conceptual framework and road-map to a more

pSecure devices security ecosystems based on lessonsdlearne
gom nutrition labels in both food and tobacco industrieke T
next step of this paper is to provide a proof of concept that
will demonstrate the effectiveness of this framework aratlro
map to the cyber security ecosystems of smart spaces while
Payroll allow only when green and bigger screen sizehighlighting the benefits of the road-map to the three-fold
(Tablet, so 6” or greater) contribution/aims of the paper. This will further be enheshc
Social media amber or green by providing a proof of concept and more intelligent zenastr

Finance only green framework for CyberSDnL.
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