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Abstract - Across Europe police organisations aresing
numerous systems, both computerised and manual¢apture
information about firearm crimes. The Odyssey plati
intends to address this issue by providing policgganisations
with the ability to access ballistics data from ethEuropean
law enforcement agencies. The Odyssey platform gatotype
system that has been developed to identify stanslefat the
development of a European wide ballistics informati system.
In this paper, we outline the investigation toolsund within
the platform and discuss how these were develop&be
prototype has been demonstrated to law enforcement
communities across Europe and is in its final stageof
development.

Keywords — ballistics; sharing; law enforcement; tda
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l. INTRODUCTION

Police organisations across Europe deploy man

different systems, both computerised and manualed¢ord
information about crimes which involve the useiofdrms.
Ballistics crime is relatively rare — just 0.2%aif crimes in
the UK involve firearms, but justifiably this isken very

seriously by Law Enforcement Agencies. The disgarat

systems used today are well suited to resolvingesiwhen

they are committed locally, but problems arise whe

crossing jurisdictions. Although individual offes®x are
unlikely to cross borders, guns and bullets are edov
between European Countries [4]. Exchanging infolonat
so that, for example, guns can be tracked or pettef
usage followed has always been difficult. Inforroatiis
often exchanged via the telephone, email or onent-
meetings. Before information can be shared, ingasirs
need to have some indication that the ballistimits linked
to another offence.

The Odyssey project addresses this problem
providing users with access to a plethora of infation
from investigations across Europe. Incidents arauated
to find ones which aresimilar to the one under
investigation. Detectives are then alerted to thasdlar
incidents. The Odyssey platform provides policersiséth
access to information such as expert and withessmsents,
images and videos, as well as details of bullestridge-
cases and firearms. All of this information is me®d
through directed graphs or a historical timelinewiof an
investigation. Odyssey improves crime resolutiones by
facilitating communication between experts.
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In this paper we will describe the data structwsbsch
underpin Odyssey. We will provide an overview ofngoof
the most recent developments in police information
management systems followed by a description of the
Odyssey platform prototype. The paper concludes \ait
discussion about the standards that were identtfiealigh
the development of the prototype.

1. BEYOND STATE OF THE ART

Internationally, there are a number of crime dasaba
systems in use by different law enforcement agen8eme
of these systems include: COPLINK, NABIS (National
Ballistics Intelligence Service), HOLMES (Home @#i
Large Major Enquiry System) 2 and 1-24/7.

COPLINK is an information and knowledge
management system aimed at capturing, accessing,

nalysing, visualising and sharing information besw

nited States (US) law enforcement agencies. CORLIN
comprises of two components COPLINK Connect (CQ@) an
COPLINK Detect (CD).

CC is designed to integrate disparate heterogodates
sources, including legacy systems, to facilitaterimation
sharing between police departments. CC providegeol
officers with access to one central data repositadyich
allows them to carry out four types of independsedrches
(person, vehicle, incidents or locations). In additto this,
police officers can carry out partial and phoneti@sed
searching, access previous searches and uploa@snaangl
documents.

CD expands the functionality of CC to automatically
find associations within police databases. It imed at
supporting detectives and crime analysts in finding
associations between people, vehicles, incidents an

bfcations. At present the system is able to fingbamtions

etween individual entities, but is unable to miagm onto
a geographical map. The strength of an associaton
determined through the use of co-occurrence arsabysd
clustering. The system is able to search for meguin
terms in both structured (database tables) anduatsted
(witness statements) data [1].

UK police forces have access to a number
independent database systems. These databasesedréou
record, monitor and manage offences in such arseasea
offences, gun crimes and major incident management.

of
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NABIS provides ballistic examination services, for
twenty UK based police forces, through three hwldsich
are based in London, Birmingham and Manchester [7].

The database is fundamental to the service thatISAB
provides. The NABIS database supports the recoaedy
analysis of ballistic items. Associations betwedas ballistic
information, people, objects and events are fortoecteate
tactical intelligence. Security is implemented opea-user
basis so that users are only able to access infamidat is
relevant to their role [6].

HOLMES?2 is an information management system which

assists police forces in the investigation of sesigrimes,
such as serial murders, large scale fraud and rdajasters.
HOLMES? lets police forces share information anghitify

links between independent incidents. HOLMES2 is an

Oracle based database that resides on a UNIX sy8fem

Across Europe, Interpol has implemented the [-24/7

r . prailf Z 2 A
Figure 1. Ballistic systems in place across Europe

global police communications system that allows 188 1his isin contrast to the United States of America

member countries to share information about criteiaad
criminal activities. 1-24/7 provides member couasriwith
24 hour access to a vast array of police infornmatiBuch
information is related to suspected terrorists, tedn
persons, fingerprints, DNA profiles and stolen wigs. In
addition to this, the 1-24/7 system provides eacbnier
country with access to other member's national ltetas
[4].
When ballistics crimes are investigated, recovéiets
such as guns, bullets or cartridge-cases can bparech by
forensic specialists. Test-fired bullets are exedifor a
range of marks made as they pass down the bartieé@fun
[2]. By comparing the marks on different bulletgrained
examiner can determine if two bullets come from shene
weapon. The process of examining bullets under
microscope is time-consuming and difficult. A nusniof
systems such as IBIS, Papillon and EVOFINDER haenb
built to automate the evaluation process; howetlegse
systems do not inter-operate [11]. A bullet scaonfrone
manufacturer's system cannot be used on anothers.

The Odyssey project is helping to define standéods
sharing ballistics data between systems across pEuro
Figure 1 provides some indication of the differeatlistic
matching systems in place across Europe.
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(USA), where IBIS has first mover advantage and has
developed a centralised IBIS system. Furthermodys€ey

is different to NABIS and the 1-24/7 database cuoilgein
place in the UK and across Europe, as the NABI8luiete

is specifically designed to manage the examinatidén
ballistic items. The 1-24/7 database has a Europeda
database which largely retains information relatecthe
individual. The 1-24/7 system doesn’t integratead&iom
ballistic systems due to the heterogeneous natiicata.
Odyssey is different to other US and European polic
systems, as Odyssey seamlessly combines relational
querying and data mining results from multiple eliéint
domains.

a 1.

Odyssey retains data within two main database®ca
database and a central database called CEON. Tda lo
database is maintained by the individual policeaniggation,
whilst CEON holds ballistics data uploaded by pmelic
organisations across Europe. The data within thmallo
database is replicated within CEON through an XML
transfer structure, which is updated on a dailyishahe
central database is interrogated, using superviaed
unsupervised data mining techniques, to find astiocis
with other ballistic incidents that have been cottexi
across Europe. It is anticipated that the centdlthse will
handle at least six hundred thousand new ballisticlents
per year. This is based on the average numberredrin
offences committed in the UK between 1999 and 2009,
multiplied by the number of member states [3]. Epolice
organisation with a related ballistic incident isrted to the
fact that an association has been found. An aeagenerated
when a potential match is identified in the centtalabase.
An automated message is then sent back to the taser
inform them that a potential match has been fourtds
message is delivered to an e-mail type inbox withenGUI
(Graphical User Interface). In addition to thise tplatform

INTELLIGENT SEARCHING
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allows individual police organisations to restraxtcess at
the individual ballistic incident level to their tda

Extracting intelligence using the GUI is achievedwo
stages. First, the usetefines the search iterthen they

browse the resultsihich can then lead to further searches.

Figure 2, below, shows a search that has beenedaotit
through the Odyssey GUI.
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Figure 2. Odyssey GUI

First, the user selects laasic or ballistic tactical item
and refines their search in tisearch propertiesThe user
then has the option to add further tactical itemd &nk
them to the results of the previous search. Searehe
refined, in the platform, through the search propemwhich
converts the query into OSL (Odyssey Semantic Laggy
Querying with OSL allows the user to access infdioma
directly from the database and combines it witlelligence
from the data mining backend. Below is an examgla o
simple OSL query generated through the GUI.

able to identify any updates that have occurredthes
investigation has progressed, which includes
identification of additional ballistic incidents @rchanges
made to the underlying information.

The intelligent searching services found within
Odyssey’s arsenal are vital to facilitating theolagon of
ballistic incidents committed across Europe.
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Figure 3. Architecture of the Odyssey Platform
The Odyssey platform is pragmatic software thatrceinon
any standard off the shelf system. It was develahealgh
the integration and repurposing of open sourcecantmon
off the shelf software applications. These includia,
NetBeans, PostgreSQL, Antlr and SAS. Whilst thefoien

QUERY person WHERE weapon HAS VALUE Sig Sauer o rently utilities SAS for the integration and finig of data

P238 AND country HAS VALUE France

Expanding the query to determine similar balligticidents
by using the data mining backend and within a d@rfte
limit is expressed as follows:

the software could quite easily be replaced witrerop

sourced software such as Python and WEKA. Figure 3

above provides an overview of the architecture loé t
Odyssey platform.

External data, from European police organisatidss,
extracted and transformed using SAS IntegrationdiStu

QUERY person WHERE weapon HAS VALUE Sig SauerThis data is then loaded into the local authoriayathase,

P238 AND country HAS VALUE France WITH
CONFIDENCE > 0.7

Having identified the high level information, thigtuthe
GUI, the user is able to drill down into it. Thiatd is
contained within the Odyssey Evidence RepositorizRD
The OER provides access to some of the physicelaats
collected through the investigation process, inicigd
images, videos and expert and witness statements.

In addition to this, Odyssey also provides his@ridata
views of related incidents. These views are presetu the
user as a timeline. This promotes transparenchieasser is
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which is a replication of the central database. s€he
databases were developed using PostgreSQL andaseel b
on the database structures currently in place aBISA
Europol and CiFEx (Centre for Information on Firaarand
Explosives) — CiFEx are ballistic experts in the .Ukhis
helped to focus the development of the databaseards
ballistic incidents. This allows the user to man#gsr own
data and helps to insure the smooth transfer aedriation
of data between the local and central databaseseTdre
over fifty tables in the database that are linkeohg Object
Identifiers (OIDs). An OID is automatically genezdtwhen
data is uploaded into the database, which is unagess

10
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the entire instance of the database. Referentiggiity

update has occurred the users receive an aleraskatthem

between items is not maintained by the databask& T to re-run their query.

causes scalability problems as associations betviets
items have to be made outside of the database.iShis is
further compounded by the predicted size of theluke,
given the number of ballistic incidents per yeadded, as
the platform stores images, videos and statemehts,
anticipated size of the database is expected w grtw the
terabytes. A binary items table was therefore immeleted
within the database which works as a file systeat points
to the stored images, videos and statements.

Data is uploaded into the local component throtigh
GUI. This is achieved through a number of autonadic
generated SQL insert statements, which is thendggeep
through the use of OIDs. It is at this point whtre user is
able to specify the initial sharing permissionsisTis done
through the GUI, by selecting th_LOW or DENY option
followed by theuser specified optionsThe user specified

The shared data is based on the options spetifiede
user, which is retained in the permissions tabléiwithe
authorisation database. The shared data is sekttbabe
local component through the XML structure whereisit
serialised within the platform. It is presentedhe user as a
related result within the GUI. Figure 5 below shothe
results of an Odyssey search.

options allow the user to grant or restrict access at five

levels: country, region, police organisation, dépant and
user. These options are then changed into humerizids
that are later translated, along with the inseateshents,

into OSL. These codes are then retained within th

permissions table of the authorisation databasda D&
loaded into the local database through the GUI,FKgere
4,

GUI Local Component

F
— L

Figure 4. Odyssey XML Transfer Structure
The GUI translates the OSL into SQL which is useg@dss
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Figure 5. Search Result
This shows the related crimes committed by Edwards,

Cooper and Bailey.

Querying the database is carried out through usieg
GUI, or by creating OSL with the built in assisfedctions.
Querying with the GUI, the user drags a tacticatnitfrom
the tool bar and specifies the search options énsimarch
properties. The user specified options are tranmsfdrinto

data to the local database as XML. The data is theRSL using the backend semantic engine. OSL is @

transferred to CEON using the same XML structureerg
it is interrogated for associations. Through the aé SAS
integration studio, we have demonstrated that giassible
to extract, transform and load data from ballisind
incident systems into a relational database stractu

When a match is identified an alert is then triggeand
sent back to the local component. If permissiogramted to
view the data, the related data is also sent batke local
users through the XML structure. Following on tretadis

that was developed in Antlr, which translates tharsh into
SQL and is specifically designed to hide the undegl
structure of the database from the user. The sémant
language was created through understanding howcepoli
investigators communicate and think during invegtans
and by capturing domain specific knowledge abow th
meaning of police language. Below is an exampl®©8L
and its translation into SQL:

then retained in the cache of the local compondmreit is
serialised within the platform. The platform aldtoas the
user to modify their data, which is done througte th

QUERY ballistic incident WHERE weapon_manufactur
HAS VALUE Sig Sauer AND victim_gender HAS VALU
female

translation of SQL update or delete statements @81

The process of uploading and returning a resuért(and
data) is completed in twenty four hours. The user
restricted from directly changing the data in thentcal
database due to batch data mining and user pragessi
change to the central database would occur withienty

four hours of a user modifying the local datab&¥ben the

SELECT *

i FROM odyssey.ballistic_incident
LEFT JOIN ballistic_incident_has_recovered_firea@M
(ballistic_incident_has_recovered_firearm.recoveriear
m_oid = ballistic_incident.oid)
LEFT JOIN ballistic_incident_has_recovered_firea@h
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(ballistic_incident_has_recovered_firearm.recovericar Historical data are presented to the user as gitinof
m_oid = recovered_firearm.oid) events, which shows any updates to the incidentsaeny
LEFT JOIN ballistic_incident_has_case ON associated incidents that the user has the authoritiew.
(ballistic_incident_has_case.ballistic_incident_easid = An update is defined as the user deleting, updating
ballistic_incident.oid) inserting data into an existing ballistic incidehhe timeline
LEFT JOIN ballistic_incident_has_case ON of historical events is created through using asoth
(ballistic_incident_has_case.ballistic_incident_easid = PostgreSQL database, which stores the delta alathgtire
case.oid) author and date/time of the change. The updated ige
WHERE case.gender_of_victim = “female” AND identified in the historical database by the OIDth initial
recovered_firearm.manufacturer = “Sig Sauer”; item, combined with an SQL timestamp. The approach

adopted by the platform is quite unique as othstohical
If the user specifics a confidence limit then Cays databases that use OIDs with timestamps have eetalhe
will return the results ranked in descending oradr historical data in the same database. The maimaguto

confidence. The confidence is calculated on a deilis, by ~SUPPOrt this is that consistency and speed of wti@val is
applying prebuilt algorithms to a merged copy af tentral maintained when t.he historical datg is stored g;hme
database tables the Odyssey data mining mart (DMK,  database [10]. Whilst speed of retrieval and coesay of
data is merged using SAS Data Integration Studis ian data items is important to the platform, the initiém is to
scored using prebuilt algorithms that were create@AS ~ 'éturn the latest view of the ballistic incident ttee user.
Enterprise Miner. The score is returned to the istadl The speed in which historical data is returnech® user is
incident table by matching the OID from the DMM ihe ~ however improved, through the use of the OID and
OID in the ballistic incidents table. The ballisficidents ~ timestamp, as the requested data is easily rartkedigh
table is then sorted in descending order of scditee SOrting these values in ascending order.

following is an example of an OSL query with an eegsed

. - S ! V. TOWARDS COMPLETION
confidence limit, which is translated into SQL.:

Further development of the platform will focus dret

QUERY ballistic incident WHERE weapon_manufactur automatic identification of key words in expert aniiness

HAS VALUE Sig Sauer AND victim_gender HAS VALUE Statements — the Odyssey Statement Miner (OSM} Whii
female WITH CONFIDENCE > 0.7 present the user with a list of key words, rankedrder of

m &

occurrence, from the associated statements. Wectexpeat

. this will help the police experts to assess thdulisess of
Eggllzwcgdyssey ballistic_incident the documentation.

e : The OSM will be developed using SAS Text Miner in
LbE'I:I'T ‘?OI.N t_)glllstltﬁl_lnmdent_haz_;_ecovered_ﬂreargg conjunction with a bespoke java programme, which
(ballistic_incident_has_recovered_firearm.recoverigar removes any conjunctive adverbs from the statem&ns

m_oid = ballistic_incident.oid) ; : . .
= = . Text Miner will be used to identify any words thatcur
LEFT JOIN ballistic_incident_has_recovered_firea@ more than three times within a statement. From this

(ballistic_incident_has_recovered_firearm.recoveriéear dictionary of words, along with the frequency otomence

LmE_Igde .]:Orlilcg\a/lﬁirset?c_fiiLi?c;renr;?i?\)as case ON will be created. This will then be presented to tiser as a
S = SlEs =t — list of words in descending order of frequencyisithoped
E)t;zlillilzit::c_irl]rlti:glir:tgirgj?s_case.balllstlc_lnmdent_egmd - that this will help the user to decide whether ot to view
= S the statement.
LbE'I:I'T ‘?OI.N t_)gll|st|(;1_|nC|dent_t)hzi1|§_pa§e %N id = It is noticeable and disappointing that no EU-wide
= |st|_(é_|n0| i lRE _ceselozl Bl lneien el 5 standards exist for secure police data systemssgagyhas
case.oid) been able to demonstrate that widely available open

WHEREga?e.gender_off_victim :_"Ig’.“aée" A'\,I,D software can be repurposed easily to build suclesys
(OOUEIEE BRI TR G s Sl S lle The project will be recommending a list of such

ballistic_incident.score > 0.7; technologies.

Documents are stored in a separate PostgreSQL VI. CONCLUSION

database as blobs. Using local compatible softwanbce This paper provides an overview of some of the most
experts are able to share information across tgopin. It crrent crime information management systems icepla
helps to facilitate communication between expeatsthey iha USA, UK and across Europe. It highlights thetre is a
are able to access documents from other law enf®@oe need for a platform which combines data from tHéecknt
agencies, along with their contact details. Suchyyjistic systems currently in place across Europe.

co_mmunication is believed_ to be \_/ital_in helpingrésolve  ,yerview of the functions found within the protogy@re
crimes that have been carried out in differenttioos [8]. also discussed, which focuses upon accessing, nigadi
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sharing and querying of data. The development & th[5]
investigation tools within the platform are alsopkined

and future work in relation to the completion ofeth [6]
prototype is outlined. The paper concludes with reefb
discussion regarding the standards that will begy
recommended at the end of the project.
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