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Abstract - In Wireless Sensor Networks (WSNSs), the sensor hierarchy of collaboration is proposed. Then, anitén
nodes are typically resource limited. This fact fores nodesto  of session and its classification is proposed. iGect
collaborate in order to implement their tasks. In tis paper, describes the WISE-MANager tool and its implemeaorat

we propose and implement a model that represents ¢h  Section 5 provides some conclusions and some
various types of collaboration relationships that an be  perspectives of future work.

established in a WSN. This involves identifying and
analyzing the different types of collaboration thatmay occur
in any WSN. As a result, we propose a hierarchy coposed Il RELATED WORK

by different types and levels of collaboration, andwe We have observed that the great majority of works o
propose a collaborative session management tool, llea WSNs’ modeling focus on modeling connectivity or
WISE-MANageI’. This tool allows bringing these COI’]CG’(S moblhty problemS, or even both problems Neveﬂbej
into practice, more precisely to the establishmentof we have identified other modeling concerns, such as
collaborative sessions. WISE-MANager optimizes th&/SN communication, interference, data aggregation, remes
operation and increases the user control on the nebrk and signal proéessing. On tﬁe contrary, the CWSNGMO
monitoring. intends to model a whole WSN, i.e., it tries to sider the
most complete set possible of entities that casteari a

K dss  Wire Sen Networks, Modeling; : A .
yworas reess = WOrKS odeling WSN, and their respective attributes.

Collaboration Hierarch; CSCW; ZigBee.
Regarding the works focusing collaboration in WSNs,
l. INTRODUCTION the great majority of them covers a specific type o

In WSNSs, sensor nodes are resource restricted; i_ecollaborauon, which IS associated with the

they have limited memory and processing capalsfiie accomplishment of a certain task, such as: signal
sho)?t transmission rangye (thups, node% cgn lonI rocessing [4], sensing [5], computing [6], routifig,
communicate with local neighbors [1]. As a resotides r?calyza}t|on (8], ﬁgcur'ty [9], task sche”d_uhng [10
need to collaborate to be able to accomplish tteeiks: euristics [11], calibration [12], resource alldoat [13],

sensing. computing, routng, localzaton, ec. e, 17 SOChrozalon [L6] tanemisson 15, etnd aoo
WSNs are, inherently, collaborative networks [2]. g

nodes and other kind of devices (heterogeneoupgiane
In this paper, we provide an enhancement of theollaboration) [16] to support some specific apgtiions
CWSN model by proposing a hierarchy of collaboratio (for example, collaboration between sensor nodet an
for WSNs. Another contribution is bringing the main PDAs, in a fire fighting scenario).
CSCW (Computer Supported Cooperative Work) concepts . . .
into the( areap of WSIEJIQ, which inri:ludes identif)yingda P Acc:)rd|ng tg tlhfe I|ter|:|;1th1)re at\_/a|lablel,(t_he onmﬂnst
describing the different types and levels of cailaion, E;esset})g;ag?gpgse%r g; Eiuoﬁ.“ﬁéﬁvolrt ilsn tsheen SNng\?V
as well as the collaborators that can exist withiWSN (Sensor Networks Supported Cooperative Work) maalel,
By collaboration we refer to any interactions thaty  hierarchical model that essentially divides coofienain
be established between two components of a WSNseThesensor networks in two layers; the first one ralate
interactions can simply refer to: i) data transiissor ii)  cooperation between humans and sensor nodes;dbedse
collaboration between sensor nodes to carry opeaific ~ one relates to cooperation between the sensor nddes
task, or iii) the transmission of control infornmti and  model was designed for sensor networks.
commands necessary for essential procedures, ssich a
configuration/reconfiguration of nodes, clusters, the
network itself.

However, the SNSCW model only allows the modeling
of collaboration itself. On the contrary, the CW&Mddel,
which has been presented in [3], is a formal mdukwas
Aiming to bring these concepts into practice, weeha created specifically to describe WSNs. However, the
implemented a tool that allows creating and mamifngy CWSN model allows not only the modeling of
collaborative sessions in a real WSN. collaborative work (based in CSCW concepts), bsd #he
modeling, formalization and graphical representataf

This paper is organized as follows. Section 2 lyrief the entities that can constitute a WSN (differgmtes of
describes the_ related W.0rk' In section 3, the ¢ﬁEtypes nodes, clusters, relationships, sessions (obste&ﬂe$ as
of collaboration are identified and described, aad ' ' ' ’ ’
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well as its attributes. Moreover, it allows the negentation
of the WSN’s hierarchy and the network evolution.

Ill.  COLLABORATION HIERARCHY IN WSNs

In this paper, we present a new approach that ring®

some of the fundamental CSCW concepts into thednattl

B. Sessions

In this work, we propose a definition of sessiorttes
essential unit of a collaborative activity in WSNSs.
Basically, this means that each time the user hasva
bjective (new type of phenomenon to monitor, new
geographical area to monitor, new monitoring pergid.)

WSNs. The CWSN model is, then, improved in order td1€ Can create a new session

represent not only the entities that can compo¥&SiN
and its attributes, but also to represent collafmran a

In the context of WSNs and considering CSCW
definitions, sessions are composed by participattis,

WSN. So, on one hand, we enrich the CWSN model witfgollaboration relationships and data flows establis

the most important CSCW concepts, such as: paatitip
relationships, roles, tasks, sessions and groupsth®
other hand, we identify several levels of collatiorg
going beyond the two levels defined by the SNSCVdeho
[17]. Thus, we extend the CWSN model with a
hierarchical collaboration representation. As aulteshe
CWSN model evolves into a hierarchical model of
collaboration.

By collaboration we denote any interactions thay ma
be established between any two entities of a WEhhaly
refer to collaboration involved in transmission déta

between any two entities of the network, or to the

collaboration required so that nodes can perform th
majority of their tasks, which is a consequencethafir
severe resource limitations. However, the types o
collaboration are determined by the types of natties
exist in a WSN, since each type of node has itgipe
tasks. Consequently, the different types of colfabon
that exist in a WSN are a natural result of itseirmt
hierarchy. For example, only the sink node can siatd

to the user; consequently, all the other nodes have
forward data towards the sink node; therefore, dimé
node is naturally on the higher levels of the WSN
hierarchy.

In a WSN, each participant in collaboration plaigs i
own role. We define the possible roles that th¢igipants
can play in a WSN, as: user, sensor node, anchie, no
cluster head, or sink node. A sensor node, for pl@nsan
simply play the role of a sensor node, or it cayphe role
of an anchor node or of a cluster head.

A. Tasks of the Participants

The tasks of each participant depend on its typs,is
to say that it strongly depends on its role, arsh @in the
characteristics of the intended application. Thomst
tasks are application-specific. However, in a W$$ks
of the participants can be generally classified two
categories:

e Supporting tasks: these are tasks usually related t

among them, and the tasks of each participantsksaion,
different types of collaboration relationships canrist;
therefore, several different collaborative groums de
established inside a session.

Concerning the state of the nodes that constitute a
session (regardless them being organized into graup
not), a session can be classified in one of fatest

* Created — The session has been created but not
initiated; that is, the session is not in the optete
yet. This is the first state of a session.

Open — While the objective of the session is not
fulfilled and some nodes are active, the session

¢ maintains its activity.

» Close — A session can become inactive due to one
of two possible motives: 1) when all the nodes go
into sleep mode; or 2) when all nodes are damaged
or fail (for example, due to battery depletion); or
3) when there is a temporary interruption in the
session (i.e., the session stops for a certain time
interval that is settled by the user).

 End - A session ends due to one of three possible
causes: 1) when the objective of the session is
fulfilled; 2) when the predefined lifetime of a
session comes to an end; or 3) when the session is
aborted by the user (through the transmission of
some command).

» Deleted — This state occurs when the user deletes
the session and its respective data.

These session states and session evolution are
represented in Fig. 1.

Depending on the WSN specific application, sessions
can be classified according to their temporal
characteristics: sessions can take place in phmlen
sequence; and they can be synchronous or asynel:ono

Parallel sessions — Sessions that occur at the same
time.

e Sequential sessions — A particular session starts
only after the end of another session.

management, communication and maintenance
functions (typically associated with the protocols
in use).

« Information processing tasks: Data collected by e

Synchronous sessions — The occurrence of these

sensor nodes can be processed depending on the
application (data may have to be compressed,
correlated, ciphered, etc.) and/or depending on the
tasks of each node in the collaboration
relationships established.
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sessions is planned by the network manager.
Parallel and sequential sessions can also be
classified as synchronous sessions.

Asynchronous sessions — The occurrence of these
sessions is not planned by the network manager.
Rather, they can be started by some action (user
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initiated or node initiated), by the detection of a

unexpected change in a particular phenomenon,

etc.

Thus, in a certain moment, there may be several

collaborative sessions in a WSN.

Defining a collaborative session with all its pbési

» Collaboration between sensor nodes and other type
of wireless devices.

» Collaboration between other type of wireless
devices and the sink node.

In relation to collaboration between sensor nodut a
anchor nodést only makes sense in the case of an ad-hoc

states, and different temporal relationships betweedeployment, since in a manual deployment the Ipattin

collaborative sessions is important to allow usersl
managers to manipulate and control the operatiom of

of sensor nodes is known a priori. Since the apfito
scenario that will be presented in section 4 ingslv

WSN, in an optimized manner. These concepts cam alsmanual deployment, this type of collaboration witit be
help researchers to develop management tools thgbvered in detail in this paper. The other types of

optimize the network management and that can miake
more flexible, as will be demonstrated in sectign |

C. Typesof Collaboration

Analyzing collaboration in WSNs from the point of
view of relationships and interactions establisl@tbng
collaborators (or participants), we can identifgertially
two main types of collaboration [17]: 1) collabdoat

between the user and the WSN, and 2) collaboration

among nodes.

1) Collaboration between the user and the WSN: The
user is the entity that interacts with the WSNjmaf the
application, querying the network, visualizing data
customizing the work of the sensor nodes, etc. Hewe
depending on the application, nodes can also fieitia
collaboration. For instance, after analyzing sotnanges
on the environment, nodes can notify and alertuber,
and actively query the user about his needs.

So, this type of collaboration can be either inginby
the user or by the sensor nodes. From the uset pbin
view, this collaboration can be carried out through
computer, a PDA, etc. From the WSN point of vieke t
collaboration is established via the sink node.

The sink node is the only node that can send dattzet
user; so, it controls the data transmission tow#rdsuser.

tollaboration will be described in detail further.o

In the case of heterogeneous WSNSs, i.e., WSNsatkat
composed not only by sensor nodes, anchor nodestecl!
heads and sink nodes, but also by other types refless
devices, like Bluetooth devices, Wi-Fi devices, RDAtc.,
more types of collaboration can occur:

* Collaboration between sensor nodes and other
wireless devices.

* Collaboration between other wireless devices and
the cluster heads.

e Collaboration between other wireless devices and
the sink node.

In this case, wireless devices usually make ushese
types of collaboration to ensure data transmission.

Fig. 2 proposes a collaboration hierarchy for WSNs
that considers different collaboration levels aegresents
the different types of collaboration just describ&the
bidirectional arrows (horizontal and vertical) repent
collaboration among the different participants that
compose the WSN. This hierarchy can representrdiffe
types of collaboration; however, a type of collamn
that clearly verifies this hierarchy is data trarssion,
since it respects the hierarchy usually inherentthe
participants of a WSN.

Therefore, we can conclude that this collaboration

established between the sink node and the usdiegethie
flow control property: it controls the flow of datd@his

Analyzing this figure, it is rather intuitive to eolude
that WSNs present a hierarchy of collaboration

CSCW property states that only one of the elementelationships. This hierarchy can be composed figrent

involved in a collaboration process can transmiada

ED = (SK,prod ’ Da’U%r

cons )

Where Da is the set of data that is shared by e
the data producer, and the user, which is the econesof
data.

2) Collaboration among nodes: We consider that
collaboration among nodes can be classified inte@rsé
different subtypes:

levels of collaboration, as represented in Figth2: node
level; the cluster level; the session level; thevoek level,
and the user level. Besides, according to the tygfes
collaboration presented above, collaboration canoutoc
either within a certain level (horizontal collabtoa) or
between each two consecutive levels (vertical
collaboration). However, this collaboration hiefarc
intends to describe collaboration in a generic way.
Therefore, this hierarchy needs to be modified ashapted

in order to describe the collaboration relationshtpat

+  Collaboration among the same type of nodes (i.e 2ccur in a WSN in particular.
among sensor nodes, among anchor nodes, among

cluster heads, etc.);

¢ Collaboration between sensor nodes and anchor

nodes;

* Collaboration between sensor nodes and the sink

node.
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LIf localization of sensor nodes is unknown, it may necessary to
deploy some special nodes (anchor nodes) thatweliti the other nodes
in the process of determining their own localizatio
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Create session (start_date, start_hour, type_session, nodes)

( Start session (start_date, start_hour, type_session, nodes) \
or user starts session WSN monitoring and
Created Open save session data
—
until start_date o
and start_hour time_interval ends or

user press start button

Stop session (end_date, end_hour)

until time_interval or Stop temporarily (time_interval) or Maintain session

) : data in database ()
user press start Stop temporarily (until_user_press_stop) 4@
Closed End @79@

Stop session (end_date, end_hour) l l Delete session

Y data () y

Figure 1. State transition diagram of a session.

For example, there might be the case of a WSN with ) Collaboration between sensor nodes and the sink

heterogeneous devices, where these other wiretessed  oge: All sensor nodes have to send collected data to the
cannot communicate, and consequently, cannot @&  gink node. The sink node, in turn, can send quesies

with ordinary sensor nodes; they might be forced tq,mmands to the sensor nodes. Therefore, thetevdys

ﬁ(c))l(ljaeb?;attr?isogi};r:]vglg ttr;]?s %ltuhséfrtyg(eeagfsw(i)rregg;cz‘seli(s collaboration between the sensor nodes and thensidg,
represented in the node level (they may even daflata unless a clustering algorithm has been implemented.

like sensor nodes), but the horizontal arrows teptesent c) Collaboration between sensor nodes and the
collaboration between sensor nodes and these wérelecluster head: If clustering is applied, one of the members

devices will not exist; since they do not represeslity. ~ Of each cluster becomes the cluster head; theeclbsad

Only the vertical collaboration arrows will be repented. ~ may be elected by the sensors in a cluster, oait atso
. . .be one of the nodes of the cluster that is ricler i

As mentioned before, the execution of most tasks Nesources, or even pre-assigned by the networlgniesi

WSNs involves  collaboration. Having a Conab.orat'onThereafter, all nodes in the cluster have to seliected
hierarchy as a framework that describes all thesiptes
data to the cluster head.

collaboration relationships that may occur in a WiSh So. this tvpe of collaboration involves:
major advantage to researchers since they can née a ' yp :
adapt this framework to describe the collaboration « The sensor nodes send data to the cluster head.

activities of their own WSN. ) _
* The cluster head receives queries and commands

a) Collaboration among the same type of nodes. As that the user poses to the WSN, and forwards them
to cooperation among the same type of nodes, their to the sensor nodes.
relationships are uncertain, depending on the WSN'’s
application. Nevertheless, it is possible to idgnthree
fundamental collaboration subtypes:

* Peer collaboration [17] - The collaborators have
the same roles and functions in collaboration. Peer
collaboration can occur between nodes that are
neighbors (so, it depends on the location of ngdes) ¢  Sensor nodes and cluster heads have to exchange

 The cluster heads can analyze received data to
evaluate some parameters and take actions
accordingly, sending commands to the sensor
nodes; in this case, the cluster head acts aska sin
node.

between a group of nodes in the active state, or information so that the cluster head is able to
between a group of nodes that is monitoring a update which nodes belong to the cluster (nodes
common phenomenon. For example, this is the can run out of battery, or be damaged, mobile
case of collaboration among ordinary wireless nodes can move to other clusters, etc.).

sensor nodes or among cluster heads. The cluster head also verifies the flow controlgany,

« Master-slave collaboration [17] - In the process ofsince it is the only node that can transmit thecdedata
collaboration, the “master” node mainly produced by all nodes that belong to the clustematds
coordinates the work of the “slave” nodes, andthe sink node. In this case, this property candsedlly
maintains some sharing information relative to thedescribed as:
collaboration. The slave nodes are responsible for _
executing specific operations. In the case of B, =(CH prod+ D&, Sk cons)
clustering being applied, master-slave
collaboration is established between the cluster where P@ is the set of data that is shared by the CH
head and the sensor nodes that belong to thend the §(or other cluster head), which are the producer
cluster. and the consumer of data, respectively.
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d) Collaboration between the cluster head and the The WISE-MANager tool was implemented in Java
sink node: If clustering is applied, the cluster head isand it is ZigBee-compliant. It is composed of twaim
responsible for aggregating data collected byhaliriodes modules: (i) Collaborative Sessions’ Management; (@i
in the cluster and sending it to the sink node. $imk  WSN Management.
node, in turn, can send user queries or commandseto The first module, collaborative sessions’ managemen
cluster heads, or it can analyze received datvatuate  ajlows creating and managing collaborative sessitside
some parameters and take actions accordingly, sgndi g WSN. Users can configure the session’s paraméters
commands to the cluster heads. description, etc.), the sensor nodes that will mpée of

3) Collaboration between sessions: Collaboration that session, the monitoring period, and the phemanto
between sessions occurs when some informationohlas t  be monitored (Fig. 3).
passed between sessions; it can happen, for example
the case of sequential sessions, since in thigcpkt case
one session starts only after another session dnddype
of collaboration can also take place if, for exaenph
session is programmed to be initiated in the casertain
phenomenon is detected in another session, oricdbe
an unexpected change in a particular phenomenanscc

After creating the session, the user can visuatine
change the session’s parameters. Moreover, he lsan a
start and stop the session’s monitoring at any nmbme
monitor the sessions that are in an “open” statd,delete
them. Thus, sessions can be opened manually bysére
or automatically according to the session’s moimtpr
schedule.

) Moreover, the user can export the session’s dataNH
) V. WISE MAN'_AGER Word document, choosing the session and the margtor

In order to implement and validate the CWSN modeltime interval. The document will contain the sesSio
we have implemented a collaborative sessionsparameters as well as the data received duringetsgion.
management tool, called WISE-MANager (WIreless
SEnsor networks MANager for collaborative sessions) In the second module, named WSN Management, the
The WISE-MANager tool allows creating, monitoringda ~ USer can choose a serial port where the WSN's auataf
managing collaborative sessions. The purpose afgusi IS connected. Using this module, the user canrsegVSN
collaborative sessions is to provide a better auitpn ~ information, like the PAN ID, the network channehd the
between the user and the WSN, since the user cdiftwork components (routers, end devices, coomfinat
customize the type of monitoring to be carried @ensor ~ €tc.) and its parameters. Moreover, the user catifynthe
node, phenomenon, or time interval of monitoringpgd ~ device’s identifier (Fig. 4).
query the network and its components. This way, the
WISE-MANager tool increases the flexibility of tiéSN. ~ A.  Case Sudy

It is important to note that the proposed tool was M order to validate the WISE-MANager tool, we have
developed in the context of the WISE-MUSE projad][ applied it to a heterogeneous network, which is mosead

The nodes used in this project implement the ZigBeé)f sensor nodes and other wireless devices thattdtte
protocol: therefore, the WISE-MANager was testeihgis State Of the emergency doors at the Whale Museum
these nodes. Nevertheless, the WISE-MANager is nottuated in Madeira Island, Portugal.

ZigBee-oriented; this tool can be used to manage Several experiments were carried out to validate th
collaborative sessions in WSNs composed by nodets thproposed tool. One experiment conducted at the unuse
use any other communication protocol. was made to test the emergency door device inside t

Also note that the ZigBee protocol defines thregety WSN. Thus, we created two sessions inside the WIBN:

of devices: end devices, routers and coordinatbrsd
devices correspond to sensor
capabilities, routers are sensor nodes can alsee sgata
but they are essentially responsible for routingada
collected by the end devices in the their WPAN Hhe t
coordinator, and, finally, the coordinator corrasp® to
the sink node.

User
Level

nodes with sensin

session 3 composed of node 3; and (ii) sessionmpased

f node 2 and node 6. Fig. 5 illustrates physicehtion of

e WSN inside the museum. In this figure, the whol
WSN is represented using the CWSN model.

Network
Level

X
e

Session
Level

Session 1

Session 2

Session n
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N3

Cluster
1

Cluster
n

Cluster
2

Cluster (...)

Cluster
Level 1
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Cluster

Cluster
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Cluster Cluster
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Figure 2.
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Multi-level collaboration hierarchy within a WSN.
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COLATBORATIVIE SHSSION

9 @

urc. humidity and light in eotagoans room in
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Figure 3. Creating collaborative sessions using the WISE-

MANager tool.

V. CONCLUSIONS ANDFUTURE WORK

In this paper, we have proposed a hierarchical inofde
collaboration that brings the CSCW concepts anggmnties
to WSNs. We have described the roles and taskhef t
collaboration participants in a WSN.

Another main contribution of this paper is the prsgl of
the concept of session as the main unit of a colktlve
activity in a WSN. A classification of sessions aetjng
their timing characteristics was also presented.eddeer, we
described the main requirements for creating cofiztion
groups in WSNs, as well as its advantages. Thushave
enhanced the CWSN model [3] by proposing a hiesaoth
collaboration that identifies the different typesddevels of
collaboration that might exist within a WSN.

This work allowed us to conclude that the collakiora

In this experiment, both sessions were executed iRierarchy, which is composed by distinct collabiorat

parallel, monitoring two different exhibition roomSession
3 monitored temperature and humidity, while sessfon
monitored temperature, humidity, light, and the egeacy
door state changes (emergency, open or close) riade 6,
which was installed inside the emergency door'sckeo.
Data collected in this experiment is depicted ig. BL

levels, is a result of the distinct roles that tthéferent
entities play in a WSN. A major advantage of the
hierarchical modelling of collaboration is thatan be used

by other researchers as a framework to describe the
collaboration relationships established in any W8bkpite

its particular application.

To evaluate the performance of the tool, a test was Finally, we presented the WISE-MANager tool, which

performed during 9 hours in order to check if thel twas
receiving the correct packets for each sessiors st was
also used to analyze packet loss. It was verified &ll data
sent by the sessions was collected by the toolowttlany
packet loss. After these experiments, we verifieat tthe
WISE-MANager tool was able to create, start, clesel and
delete sessions.

B. Advantages and disadvantages

Analyzing Table 1, we can verify that in terms of
querying the WSN, most of the tools are able t@.don the
other hand, none of these tools can create or

MANager tool allows customizing the monitoring adi
and defining the session’s parameters.

Moreover, the WISE-MANager tool, allows the user to
control the network and inquire the WSN, getting
information like communication channel, network IBAN
ID, etc. It is also possible to detect the netwsidevices and
change their identifiers.

Through collaborative sessions, the WISE-MANaget to
enhances collaboration between the user and theoriet
Thus, the network is more flexible since the usan c
customize the collaboration, choosing different esdo
monitor different phenomena, and the monitoring etim
interval. Therefore, the network topology can baaiyic,
since nodes can be active or inactive, accordinghto
collaborative session’s state. Additionally, treature allows
the energy saving of the network nodes.

Copyright (c) IARIA, 2011.  ISBN: 978-1-61208-143-4

use
collaborative sessions to manage the WSN. The WISE-

was created to manage collaborative sessions. fblaiks
allows increasing collaboration between the uset tre
WSN. The user gains more flexibility in customizing
manipulating, and controlling the WSN. As for fidunork,
we intend to implement an interface that facilisaténe
programming of the nodes and of the network froenuker
point of view.

S UM i

NETWORK DEVICES

Figure 4.

Detecting WSN devices.

Session 3
——

ﬂi’
MNode 3

Router - Node §

Session 4

Figure 5. WSN devices for the second experiment conducted

in the Madeira Whale Museum
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Table 1.

o Ejwe

15 Monitorng Resut fo sesson: Sesond

MONITORING RESULTS FOR SESSION: SESSION 4

Node Temperatwre Humidty  Light Slog
2 mne 671387 N4
2 18732 % 134277 N4

Batery

va
18720 TGS 201416 N4
A WA A
1477 N4

A clase

2 47.0

01047 13 122970

259102

254030

Figure 6. Data collected by Session 4.

COMPARING WISE-MANAGER WITH RELATED SOLUTIONS

Tools

WSN Create View
Managemen SessionS Session
t S

Monitor
Sessions

Query
WSN

Tiny DB
[19]

No No No No No

MonSense
[20]

Yes Yes No No No

Mote-View
[21]

Yes Yes No No No

MANNA
[22]

Yes Yes No No No

BOSS [23]

Yes Yes No No No

WI SE-
MANager

Yes Yes Yes Yes Yes

(1]

(2]

(3]

(4

(5]

(6]

(7]

(8]
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