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Abstract - In Wireless Sensor Networks (WSNs), the sensor 
nodes are typically resource limited. This fact forces nodes to 
collaborate in order to implement their tasks. In this paper, 
we propose and implement a model that represents the 
various types of collaboration relationships that can be 
established in a WSN. This involves identifying and 
analyzing the different types of collaboration that may occur 
in any WSN. As a result, we propose a hierarchy composed 
by different types and levels of collaboration, and we 
propose a collaborative session management tool, called 
WISE-MANager. This tool allows bringing these concepts 
into practice, more precisely to the establishment of 
collaborative sessions. WISE-MANager optimizes the WSN 
operation and increases the user control on the network 
monitoring. 

Keywords: Wireless Sensor Networks; Modeling; 
Collaboration Hierarch; CSCW; ZigBee. 

I.  INTRODUCTION 

In WSNs, sensor nodes are resource restricted; i.e., 
they have limited memory and processing capabilities, 
short transmission range (thus, nodes can only 
communicate with local neighbors [1]. As a result, nodes 
need to collaborate to be able to accomplish their tasks: 
sensing, computing, routing, localization, etc. Therefore, 
WSNs are, inherently, collaborative networks [2]. 

In this paper, we provide an enhancement of the 
CWSN model by proposing a hierarchy of collaboration 
for WSNs. Another contribution is bringing the main 
CSCW (Computer Supported Cooperative Work) concepts 
into the area of WSNs, which includes identifying and 
describing the different types and levels of collaboration, 
as well as the collaborators that can exist within a WSN  

By collaboration we refer to any interactions that may 
be established between two components of a WSN. These 
interactions can simply refer to: i) data transmission, or ii) 
collaboration between sensor nodes to carry out a specific 
task, or iii) the transmission of control information and 
commands necessary for essential procedures, such as 
configuration/reconfiguration of nodes, clusters, or the 
network itself.  

Aiming to bring these concepts into practice, we have 
implemented a tool that allows creating and manipulating 
collaborative sessions in a real WSN. 

This paper is organized as follows. Section 2 briefly 
describes the related work. In section 3, the different types 
of collaboration are identified and described, and a 

hierarchy of collaboration is proposed. Then, a definition 
of session and its classification is proposed. Section 4 
describes the WISE-MANager tool and its implementation. 
Section 5 provides some conclusions and some 
perspectives of future work. 

II. RELATED WORK 

We have observed that the great majority of works on 
WSNs’ modeling focus on modeling connectivity or 
mobility problems, or even both problems. Nevertheless, 
we have identified other modeling concerns, such as: 
communication, interference, data aggregation, coverage, 
and signal processing. On the contrary, the CWSN model 
intends to model a whole WSN, i.e., it tries to consider the 
most complete set possible of entities that can exist in a 
WSN, and their respective attributes. 

Regarding the works focusing collaboration in WSNs, 
the great majority of them covers a specific type of 
collaboration, which is associated with the 
accomplishment of a certain task, such as: signal 
processing [4], sensing [5], computing [6], routing [7], 
localization [8], security [9], task scheduling [10], 
heuristics [11], calibration [12], resource allocation [13], 
time synchronization [14], transmission [15], etc., and also 
works concerning collaboration between wireless sensor 
nodes and other kind of devices (heterogeneous groupware 
collaboration) [16] to support some specific applications 
(for example, collaboration between sensor nodes and 
PDAs, in a fire fighting scenario).  

According to the literature available, the only work that 
presents a model for collaborative work in sensor networks 
has been proposed by Liu et al. [18]. It is the SNSCW 
(Sensor Networks Supported Cooperative Work) model, a 
hierarchical model that essentially divides cooperation in 
sensor networks in two layers; the first one relates to 
cooperation between humans and sensor nodes; the second 
one relates to cooperation between the sensor nodes. This 
model was designed for sensor networks.  

However, the SNSCW model only allows the modeling 
of collaboration itself. On the contrary, the CWSN model, 
which has been presented in [3], is a formal model that was 
created specifically to describe WSNs. However, the 
CWSN model allows not only the modeling of 
collaborative work (based in CSCW concepts), but also the 
modeling, formalization and graphical representation of 
the entities that can constitute a WSN (different types of 
nodes, clusters, relationships, sessions, obstacles, etc.), as 
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well as its attributes. Moreover, it allows the representation 
of the WSN’s hierarchy and the network evolution. 

III.  COLLABORATION HIERARCHY IN WSNS  

In this paper, we present a new approach that brings 
some of the fundamental CSCW concepts into the world of 
WSNs. The CWSN model is, then, improved in order to 
represent not only the entities that can compose a WSN 
and its attributes, but also to represent collaboration in a 
WSN. So, on one hand, we enrich the CWSN model with 
the most important CSCW concepts, such as: participants, 
relationships, roles, tasks, sessions and groups. On the 
other hand, we identify several levels of collaboration, 
going beyond the two levels defined by the SNSCW model 
[17]. Thus, we extend the CWSN model with a 
hierarchical collaboration representation. As a result, the 
CWSN model evolves into a hierarchical model of 
collaboration.  

By collaboration we denote any interactions that may 
be established between any two entities of a WSN. It may 
refer to collaboration involved in transmission of data 
between any two entities of the network, or to the 
collaboration required so that nodes can perform the 
majority of their tasks, which is a consequence of their 
severe resource limitations. However, the types of 
collaboration are determined by the types of nodes that 
exist in a WSN, since each type of node has its specific 
tasks. Consequently, the different types of collaboration 
that exist in a WSN are a natural result of its inherent 
hierarchy. For example, only the sink node can send data 
to the user; consequently, all the other nodes have to 
forward data towards the sink node; therefore, the sink 
node is naturally on the higher levels of the WSN 
hierarchy. 

In a WSN, each participant in collaboration plays its 
own role. We define the possible roles that the participants 
can play in a WSN, as: user, sensor node, anchor node, 
cluster head, or sink node. A sensor node, for example, can 
simply play the role of a sensor node, or it can play the role 
of an anchor node or of a cluster head. 

A. Tasks of the Participants 

The tasks of each participant depend on its type, that is 
to say that it strongly depends on its role, and also on the 
characteristics of the intended application. Thus, most 
tasks are application-specific. However, in a WSN, tasks 
of the participants can be generally classified in two 
categories: 

• Supporting tasks: these are tasks usually related to 
management, communication and maintenance 
functions (typically associated with the protocols 
in use). 

• Information processing tasks: Data collected by 
sensor nodes can be processed depending on the 
application (data may have to be compressed, 
correlated, ciphered, etc.) and/or depending on the 
tasks of each node in the collaboration 
relationships established. 

B. Sessions 

In this work, we propose a definition of session as the 
essential unit of a collaborative activity in WSNs. 
Basically, this means that each time the user has a new 
objective (new type of phenomenon to monitor, new 
geographical area to monitor, new monitoring period, etc.) 
he can create a new session   

In the context of WSNs and considering CSCW 
definitions, sessions are composed by participants, the 
collaboration relationships and data flows established 
among them, and the tasks of each participant. In a session, 
different types of collaboration relationships can exist; 
therefore, several different collaborative groups can be 
established inside a session.  

Concerning the state of the nodes that constitute a 
session (regardless them being organized into groups or 
not), a session can be classified in one of four states:  

• Created – The session has been created but not 
initiated; that is, the session is not in the open state 
yet. This is the first state of a session. 

• Open – While the objective of the session is not 
fulfilled and some nodes are active, the session 
maintains its activity. 

• Close – A session can become inactive due to one 
of two possible motives: 1) when all the nodes go 
into sleep mode; or 2) when all nodes are damaged 
or fail (for example, due to battery depletion); or 
3) when there is a temporary interruption in the 
session (i.e., the session stops for a certain time 
interval that is settled by the user). 

• End - A session ends due to one of three possible 
causes: 1) when the objective of the session is 
fulfilled; 2) when the predefined lifetime of a 
session comes to an end; or 3) when the session is 
aborted by the user (through the transmission of 
some command). 

• Deleted – This state occurs when the user deletes 
the session and its respective data.  

These session states and session evolution are 
represented in Fig. 1.  

Depending on the WSN specific application, sessions 
can be classified according to their temporal 
characteristics: sessions can take place in parallel or in 
sequence; and they can be synchronous or asynchronous. 

• Parallel sessions – Sessions that occur at the same 
time. 

• Sequential sessions – A particular session starts 
only after the end of another session. 

• Synchronous sessions – The occurrence of these 
sessions is planned by the network manager. 
Parallel and sequential sessions can also be 
classified as synchronous sessions. 

• Asynchronous sessions – The occurrence of these 
sessions is not planned by the network manager. 
Rather, they can be started by some action (user 
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initiated or node initiated), by the detection of an 
unexpected change in a particular phenomenon, 
etc. 

Thus, in a certain moment, there may be several 
collaborative sessions in a WSN.  

Defining a collaborative session with all its possible 
states, and different temporal relationships between 
collaborative sessions is important to allow users and 
managers to manipulate and control the operation of a 
WSN, in an optimized manner. These concepts can also 
help researchers to develop management tools that 
optimize the network management and that can make it 
more flexible, as will be demonstrated in section IV. 

C. Types of Collaboration 

Analyzing collaboration in WSNs from the point of 
view of relationships and interactions established among 
collaborators (or participants), we can identify essentially 
two main types of collaboration [17]: 1) collaboration 
between the user and the WSN, and 2) collaboration 
among nodes. 

1) Collaboration between the user and the WSN: The 
user is the entity that interacts with the WSN, defining the 
application, querying the network, visualizing data, 
customizing the work of the sensor nodes, etc. However, 
depending on the application, nodes can also initiate 
collaboration. For instance, after analyzing some changes 
on the environment, nodes can notify and alert the user, 
and actively query the user about his needs. 

So, this type of collaboration can be either initiated by 
the user or by the sensor nodes. From the user point of 
view, this collaboration can be carried out through a 
computer, a PDA, etc. From the WSN point of view, the 
collaboration is established via the sink node. 

The sink node is the only node that can send data to the 
user; so, it controls the data transmission towards the user. 
Therefore, we can conclude that this collaboration 
established between the sink node and the user verifies the 
flow control property: it controls the flow of data. This 
CSCW property states that only one of the elements 
involved in a collaboration process can transmit data. 

,( , , )D k prod consE S Da User=  

Where Da  is the set of data that is shared by the Sk , 
the data producer, and the user, which is the consumer of 
data. 

2) Collaboration among nodes: We consider that 
collaboration among nodes can be classified into several 
different subtypes: 

• Collaboration among the same type of nodes (i.e., 
among sensor nodes, among anchor nodes, among 
cluster heads, etc.); 

• Collaboration between sensor nodes and anchor 
nodes; 

• Collaboration between sensor nodes and the sink 
node. 

• Collaboration between sensor nodes and other type 
of wireless devices. 

• Collaboration between other type of wireless 
devices and the sink node. 

In relation to collaboration between sensor nodes and 
anchor nodes1 it only makes sense in the case of an ad-hoc 
deployment, since in a manual deployment the localization 
of sensor nodes is known a priori. Since the application 
scenario that will be presented in section 4 involves 
manual deployment, this type of collaboration will not be 
covered in detail in this paper. The other types of 
collaboration will be described in detail further on. 

In the case of heterogeneous WSNs, i.e., WSNs that are 
composed not only by sensor nodes, anchor nodes, cluster 
heads and sink nodes, but also by other types of wireless 
devices, like Bluetooth devices, Wi-Fi devices, PDAs, etc., 
more types of collaboration can occur: 

• Collaboration between sensor nodes and other 
wireless devices. 

• Collaboration between other wireless devices and 
the cluster heads. 

• Collaboration between other wireless devices and 
the sink node. 

In this case, wireless devices usually make use of these 
types of collaboration to ensure data transmission. 

Fig. 2 proposes a collaboration hierarchy for WSNs 
that considers different collaboration levels and represents 
the different types of collaboration just described. The 
bidirectional arrows (horizontal and vertical) represent 
collaboration among the different participants that 
compose the WSN. This hierarchy can represent different 
types of collaboration; however, a type of collaboration 
that clearly verifies this hierarchy is data transmission, 
since it respects the hierarchy usually inherent to the 
participants of a WSN.  

Analyzing this figure, it is rather intuitive to conclude 
that WSNs present a hierarchy of collaboration 
relationships. This hierarchy can be composed by different 
levels of collaboration, as represented in Fig. 2: the node 
level; the cluster level; the session level; the network level; 
and the user level. Besides, according to the types of 
collaboration presented above, collaboration can occur 
either within a certain level (horizontal collaboration) or 
between each two consecutive levels (vertical 
collaboration). However, this collaboration hierarchy 
intends to describe collaboration in a generic way. 
Therefore, this hierarchy needs to be modified and adapted 
in order to describe the collaboration relationships that 
occur in a WSN in particular. 

                                                           
1 If localization of sensor nodes is unknown, it may be necessary to 
deploy some special nodes (anchor nodes) that will help the other nodes 
in the process of determining their own localization. 
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Created Open

End Deleted

Create session (start_date, start_hour,  type_session, nodes)

Start session (start_date, start_hour, type_session, nodes)
or user starts session WSN monitoring and

save session data

Stop temporarily (time_interval)  or

time_interval ends or
user press start button

Stop session (end_date, end_hour)

Maintain session
data in database ()

Delete session
data ()

Stop session (end_date, end_hour)

until start_date
and start_hour

until time_interval or
user press start Stop temporarily (until_user_press_stop)

Closed

 

Figure 1.  State transition diagram of a session. 

For example, there might be the case of a WSN with 
heterogeneous devices, where these other wireless devices 
cannot communicate, and consequently, cannot collaborate 
with ordinary sensor nodes; they might be forced to 
collaborate only with the cluster heads or with the sink 
node. In this example, this other type of wireless devices is 
represented in the node level (they may even collect data 
like sensor nodes), but the horizontal arrows that represent 
collaboration between sensor nodes and these wireless 
devices will not exist; since they do not represent reality. 
Only the vertical collaboration arrows will be represented. 

As mentioned before, the execution of most tasks in 
WSNs involves collaboration. Having a collaboration 
hierarchy as a framework that describes all the possible 
collaboration relationships that may occur in a WSN is a 
major advantage to researchers since they can use and 
adapt this framework to describe the collaboration 
activities of their own WSN.  

a)  Collaboration among the same type of nodes: As 
to cooperation among the same type of nodes, their 
relationships are uncertain, depending on the WSN’s 
application. Nevertheless, it is possible to identify three 
fundamental collaboration subtypes:  

• Peer collaboration [17] - The collaborators have 
the same roles and functions in collaboration. Peer 
collaboration can occur between nodes that are 
neighbors (so, it depends on the location of nodes), 
between a group of nodes in the active state, or 
between a group of nodes that is monitoring a 
common phenomenon. For example, this is the 
case of collaboration among ordinary wireless 
sensor nodes or among cluster heads.  

• Master-slave collaboration [17] - In the process of 
collaboration, the “master” node mainly 
coordinates the work of the “slave” nodes, and 
maintains some sharing information relative to the 
collaboration. The slave nodes are responsible for 
executing specific operations. In the case of 
clustering being applied, master-slave 
collaboration is established between the cluster 
head and the sensor nodes that belong to the 
cluster.  

b) Collaboration between sensor nodes and the sink 
node: All sensor nodes have to send collected data to the 
sink node. The sink node, in turn, can send queries or 
commands to the sensor nodes. Therefore, there is always 
collaboration between the sensor nodes and the sink node, 
unless a clustering algorithm has been implemented. 

c)  Collaboration between sensor nodes and the 
cluster head: If clustering is applied, one of the members 
of each cluster becomes the cluster head; the cluster head 
may be elected by the sensors in a cluster, or it may also 
be one of the nodes of the cluster that is richer is 
resources, or even pre-assigned by the network designer. 
Thereafter, all nodes in the cluster have to send collected 
data to the cluster head.  

So, this type of collaboration involves:  

• The sensor nodes send data to the cluster head. 

• The cluster head receives queries and commands 
that the user poses to the WSN, and forwards them 
to the sensor nodes. 

• The cluster heads can analyze received data to 
evaluate some parameters and take actions 
accordingly, sending commands to the sensor 
nodes; in this case, the cluster head acts as a sink 
node. 

• Sensor nodes and cluster heads have to exchange 
information so that the cluster head is able to 
update which nodes belong to the cluster (nodes 
can run out of battery, or be damaged, mobile 
nodes can move to other clusters, etc.). 

The cluster head also verifies the flow control property, 
since it is the only node that can transmit the set of data 
produced by all nodes that belong to the cluster towards 
the sink node. In this case, this property can be formally 
described as: 

,( , , )D prod k consE CH Da S=
,  

where Da  is the set of data that is shared by the CH 
and the Sk (or other cluster head), which are the producer 
and the consumer of data, respectively. 
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d)  Collaboration between the cluster head and the 
sink node: If clustering is applied, the cluster head is 
responsible for aggregating data collected by all the nodes 
in the cluster and sending it to the sink node. The sink 
node, in turn, can send user queries or commands to the 
cluster heads, or it can analyze received data to evaluate 
some parameters and take actions accordingly, sending 
commands to the cluster heads. 

3) Collaboration between sessions: Collaboration 
between sessions occurs when some information has to be 
passed between sessions; it can happen, for example, in 
the case of sequential sessions, since in this particular case 
one session starts only after another session ends; this type 
of collaboration can also take place if, for example, a 
session is programmed to be initiated in the case a certain 
phenomenon is detected in another session, or in the case 
an unexpected change in a particular phenomenon occurs. 

IV.  WISE-MANAGER 

In order to implement and validate the CWSN model, 
we have implemented a collaborative sessions’ 
management tool, called WISE-MANager (WIreless 
SEnsor networks MANager for collaborative sessions). 
The WISE-MANager tool allows creating, monitoring and 
managing collaborative sessions. The purpose of using 
collaborative sessions is to provide a better interaction 
between the user and the WSN, since the user can 
customize the type of monitoring to be carried out (sensor 
node, phenomenon, or time interval of monitoring), and 
query the network and its components. This way, the 
WISE-MANager tool increases the flexibility of the WSN.  

It is important to note that the proposed tool was 
developed in the context of the WISE-MUSE project [18]. 
The nodes used in this project implement the ZigBee 
protocol; therefore, the WISE-MANager was tested using 
these nodes. Nevertheless, the WISE-MANager is not 
ZigBee-oriented; this tool can be used to manage 
collaborative sessions in WSNs composed by nodes that 
use any other communication protocol. 

Also note that the ZigBee protocol defines three types 
of devices: end devices, routers and coordinators. End 
devices correspond to sensor nodes with sensing 
capabilities, routers are sensor nodes can also sense data 
but they are essentially responsible for routing data 
collected by the end devices in the their WPAN to the 
coordinator, and, finally, the coordinator corresponds to 
the sink node. 

The WISE-MANager tool was implemented in Java 
and it is ZigBee-compliant. It is composed of two main 
modules: (i) Collaborative Sessions’ Management; and (ii) 
WSN Management.  

The first module, collaborative sessions’ management, 
allows creating and managing collaborative sessions inside 
a WSN. Users can configure the session’s parameters (id, 
description, etc.), the sensor nodes that will make part of 
that session, the monitoring period, and the phenomena to 
be monitored (Fig. 3). 

After creating the session, the user can visualize and 
change the session’s parameters. Moreover, he can also 
start and stop the session’s monitoring at any moment, 
monitor the sessions that are in an “open” state, and delete 
them. Thus, sessions can be opened manually by the user 
or automatically according to the session’s monitoring 
schedule. 

Moreover, the user can export the session’s data to a MS 
Word document, choosing the session and the monitoring 
time interval. The document will contain the session’s 
parameters as well as the data received during the session.  

In the second module, named WSN Management, the 
user can choose a serial port where the WSN’s coordinator 
is connected. Using this module, the user can see the WSN 
information, like the PAN ID, the network channel, and the 
network components (routers, end devices, coordinator, 
etc.) and its parameters. Moreover, the user can modify the 
device’s identifier (Fig. 4). 

A. Case Study 

In order to validate the WISE-MANager tool, we have 
applied it to a heterogeneous network, which is composed 
of sensor nodes and other wireless devices that detect the 
state of the emergency doors at the Whale Museum 
situated in Madeira Island, Portugal.  

Several experiments were carried out to validate the 
proposed tool. One experiment conducted at the museum 
was made to test the emergency door device inside the 
WSN. Thus, we created two sessions inside the WSN: (i) 
session 3 composed of node 3; and (ii) session 4 composed 
of node 2 and node 6. Fig. 5 illustrates physical location of 
the WSN inside the museum. In this figure, the whole 
WSN is represented using the CWSN model. 

 

Figure 2.  Multi-level collaboration hierarchy within a WSN. 
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Figure 3.  Creating collaborative sessions using the WISE-
MANager tool. 

In this experiment, both sessions were executed in 
parallel, monitoring two different exhibition rooms. Session 
3 monitored temperature and humidity, while session 4 
monitored temperature, humidity, light, and the emergency 
door state changes (emergency, open or close) from node 6, 
which was installed inside the emergency door’s blocker. 
Data collected in this experiment is depicted in Fig. 6.  

To evaluate the performance of the tool, a test was 
performed during 9 hours in order to check if the tool was 
receiving the correct packets for each session. This test was 
also used to analyze packet loss. It was verified that all data 
sent by the sessions was collected by the tool without any 
packet loss. After these experiments, we verified that the 
WISE-MANager tool was able to create, start, close, end and 
delete sessions.  

B. Advantages and disadvantages 

Analyzing Table 1, we can verify that in terms of 
querying the WSN, most of the tools are able to do it. On the 
other hand, none of these tools can create or use 
collaborative sessions to manage the WSN. The WISE-
MANager tool allows customizing the monitoring activity 
and defining the session’s parameters.  

Moreover, the WISE-MANager tool, allows the user to 
control the network and inquire the WSN, getting 
information like communication channel, network ID, PAN 
ID, etc. It is also possible to detect the network’s devices and 
change their identifiers. 

Through collaborative sessions, the WISE-MANager tool 
enhances collaboration between the user and the network. 
Thus, the network is more flexible since the user can 
customize the collaboration, choosing different nodes to 
monitor different phenomena, and the monitoring time 
interval. Therefore, the network topology can be dynamic, 
since nodes can be active or inactive, according to the 
collaborative session’s state. Additionally, this feature allows 
the energy saving of the network nodes. 

V. CONCLUSIONS AND FUTURE WORK 

In this paper, we have proposed a hierarchical model of 
collaboration that brings the CSCW concepts and properties 
to WSNs. We have described the roles and tasks of the 
collaboration participants in a WSN. 

Another main contribution of this paper is the proposal of 
the concept of session as the main unit of a collaborative 
activity in a WSN. A classification of sessions regarding 
their timing characteristics was also presented. Moreover, we 
described the main requirements for creating collaboration 
groups in WSNs, as well as its advantages. Thus, we have 
enhanced the CWSN model [3] by proposing a hierarchy of 
collaboration that identifies the different types and levels of 
collaboration that might exist within a WSN.  

This work allowed us to conclude that the collaboration 
hierarchy, which is composed by distinct collaboration 
levels, is a result of the distinct roles that the different 
entities play in a WSN. A major advantage of the 
hierarchical modelling of collaboration is that it can be used 
by other researchers as a framework to describe the 
collaboration relationships established in any WSN, despite 
its particular application.  

Finally, we presented the WISE-MANager tool, which 
was created to manage collaborative sessions. This tool 
allows increasing collaboration between the user and the 
WSN. The user gains more flexibility in customizing, 
manipulating, and controlling the WSN. As for future work, 
we intend to implement an interface that facilitates the 
programming of the nodes and of the network from the user 
point of view.  

 
Figure 4.  Detecting WSN devices. 

 

Figure 5.  WSN devices for the second experiment conducted 
in the Madeira Whale Museum  
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Figure 6.  Data collected by Session 4. 

Table 1.  COMPARING WISE-MANAGER WITH RELATED SOLUTIONS 

 
Query 
WSN 

WSN 
Managemen

t 

Create 
Sessions 

View 
Session

s 

Monitor 
Sessions 

Tiny DB 
[19] No No No No No 

MonSense 
[20] Yes Yes No No No 

Mote-View 
[21] Yes Yes No No No 

MANNA 
[22] Yes Yes No No No 

BOSS [23] Yes Yes No No No 

WISE-
MANager Yes Yes Yes Yes Yes 
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