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Abstract—Kubernetes is a popular container orchestration tool
which makes managing numerous containers simple through
various abstractions. Pods are the abstraction for containers, and
Kubernetes allows for pod inter-networking through the Con-
tainer Network Interface (CNI) specification. Overlay networking
is a technique which utilizes network tunneling across hosts to
allow pods to communicate with each other using their private
IP addresses. Previous work shows that overlay networking
results in significant network performance degradation due to the
packet encapsulation and decapsulation processing steps required
for network tunneling, largely because all packet processing is
usually performed on a single CPU core by default. Optimizations
in the Linux kernel exist, such as Receive Packet Steering
(RPS) and Receive Flow Steering (RFS), in order to parallelize
packet processing per flow. The current literature does not
thoroughly evaluate RFS, nor does it evaluate RPS when enabled
at the container level in overlay networks. In this paper, we
conduct a thorough measurement study and a performance
analysis of these optimizations. Our results demonstrate the
greatest improvements in average bitrate and CPU core load
distribution when RFS is enabled at the host and container levels,
although improvements are seen in other scenarios as well. This
important work outlines actionable methods for overlay network
performance gains that are applicable to public cloud systems.

Keywords-Kubernetes; Calico; Overlay Networks; Receive Flow
Steering; Receive Packet Steering.

I. INTRODUCTION

Virtual containers have seen increased popularity in recent
years. Unlike Virtual Machines (VMs), containers virtualize
the host kernel rather than the hardware. This allows containers
to be smaller and have a faster creation/termination time than
their VM counterparts, leading to increased portability and
flexibility. Multiple technologies have been developed around
containers, namely container orchestration tools, such as Ku-
bernetes [1] and OpenShift [2], allowing for the simplified
management of multiple containers in a centralized environ-
ment. A standardized specification for container networking
called the Container Network Interface (CNI) [3] was created
as a project by the Cloud Native Computing Foundation
(CNCF) [4] in an attempt to have a standardized container
networking interface. Furthermore, a wide variety of solutions
were introduced to enable inter-container communication such
as Calico [5], Cilium [6], and Flannel [7]. These efforts
have led to the wide adoption of container orchestration tools
throughout production workloads [8].

Howeyver, container orchestration tools introduce some com-
plexity in scheduling, service routing, and communication [9],
[10]. A common implementation of container networking
uses a strategy called overlay networking, which relies on
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network funneling, allowing the use of private IP addresses to
communicate over a public network. Network tunneling encap-
sulates/decapsulates packets to preserve private IP addresses
when transmitted over a public network. Overlay networks in-
cur a longer data path due to this encapsulation/decapsulation
necessity [9]. The elongated data path is the main contributor
to the increased latencies seen in overlay networks [10].
Another problem with the longer data path is that packets are
normally only processed serially on a single core, leading to
a bottleneck in network throughput.

Certain technologies exist to mitigate the impact of serial
packet processing. Receive Side Scaling (RSS) [11] is a
hardware optimization that uses multiple receiving queues on
a single NIC to accelerate packet processing. Receive Packet
Steering (RPS) [12] is a software implementation of RSS
that aims to distribute packet processing across many cores.
Receive Flow Steering (RFS) [13] is a software extension to
RPS that tries to improve RPS by processing packets on the
core of the destination application buffer in order to benefit
from cache locality. Both software options are supported by
the Linux kernel [14] and need to be explicitly enabled on
applicable network devices.

However, current research efforts do not evaluate the ef-
ficacy of RFS in a container overlay network, nor do they
evaluate the efficacy of RPS and RFS when enabled at the
container level [15]. Additionally, current efforts are not clear
on the configurations used for RPS [15]. Overall, the benefits
of these existing optimizations are inadequately studied. In this
paper, we fill this gap by evaluating the benefits of introducing
the RPS and the RFS optimizations in various configurations
on a VXLAN-based Calico overlay network [5] using Kuber-
netes for container orchestration. Our work provides insights
into scenarios where RPS and RFS perform the best and the
inherent incompatibilities of these optimizations in overlay
networks, allowing future researchers to obtain a clear idea
of the current state of overlay network optimizations.

The remainder of this paper is organized as follows. In
Section II, we survey related work. In Section III, we introduce
basic terminology regarding Kubernetes, network tunneling,
and overlay networking. In Section IV, we provide necessary
background about our chosen overlay network, RPS, and RFS.
In Section V, we evaluate the performance of the RPS and RFS
optimizations. We finally conclude in Section VL.
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II. RELATED WORK

Many technologies exist to support communication between
hosts including Network Address Translation (NAT), host
networking, routing via BGP, and overlay networks [10].
Among these, overlay networks are very common especially
in container orchestration environments due to their flexibility
and straightforward deployment.

Studies were conducted to compare the performance of
these technologies [10] [16]. In [10], Suo et al. analyzed
various methods for intra and inter-host networking among
containers under various protocols and network conditions.
Among the overlay networks analyzed were Calico [5], Weave
[17], Flannel [7], and Docker Overlay [18]. Compared to
other networking options, overlay networks performed worse
in terms of throughput, latency, and network launch time.
However, comparing overlay network performance to tech-
nologies, such as NAT or host mode networking is an unfair
comparison as they are built for different purposes. Overlay
networking provides an easy-to-use networking setup among
containers, which is easier to manage in changing network
topologies. In [9], Suo et al. studied the reasons for the
network overhead in overlay networks. They observed high
amounts of scheduled hardware and software interrupts in
overlay networks compared to regular host networking. This
increase coupled with the fact that multicore systems are
unable to effectively parallelize the excessive software inter-
rupts without specialized hardware or protocols leads to an
imbalance of compute power in such systems. This is largely
attributed to the longer data path of a packet due to the added
overhead from encapsulation/decapsulation and the container
bridge network. In [19], Lei et al. highlighted that RPS
and RFS are both flow-level parallelization methodologies,
and suggested that packet-level parallelization would increase
performance for single-flow situations. The authors also found
that multiple container flows do not saturate a particular
network link, indicating that overlay networks do not scale
well, likely due to the large amount of context switches. This
phenomenon is further exacerbated with small packet sizes.

Various efforts were aimed at optimizing overlay network
performance, whether offering software solutions or hardware
solutions. On the software solutions front, in [20], Lin et
al. propose SlimFast, which uses a host machine’s socket
directly from the container to eliminate encapsulation overhead
while preserving the ability to utilize a container’s private IP
address without knowledge of the underlying host IP. However,
SlimFast intercepts system calls related to socket communica-
tion, which requires explicit kernel support. In [15], Lei et
al. propose mFlow, a technology implementing packet-level
parallelism [19] for stateless steps in the networking stack.
These include steps where in-order processing is unnecessary.
For steps that require in-order processing (such as TCP or L7
protocols), the packets are reassembled in order before that
step is processed to preserve order. Instead of processing an
entire flow in parallel to other flows, mFlow breaks up a single
flow into subflows and processes the subflows in parallel.

Naturally, the subflows retain their ordering. mFlow improves
TCP and UDP throughput when compared to a regular overlay
networks. Performance increases are also consistently seen
when compared to an RPS enabled overlay network. Proposed
solutions do not evaluate the efficacy of RFS and all include
technologies that need explicit kernel support. RPS and RFS
are already supported by the Linux kernel [14], so they can
readily be used in public cloud environments - an effort which
we undertake in this paper.

On the hardware solutions front, hardware-acceleration
is an option. In [21], Ma et al. propose a SmartNIC-based
software-hardware design to enhance the performance in a
cloud environment. The main idea is to offload the encap-
sulation/decapsulation operations typically done by the kernel
to the SmartNIC. While this proved to reduce CPU overhead
while lowering latency and increasing throughput [21], the
results show that throughput does not scale as well when
the core count becomes high (greater than around 4-6 cores).
This is attributed to the fact that SmartNIC does not distribute
packets effectively to the different cores. Note that hardware
offloading for container networks, as opposed to software
solutions, leads to security concerns due to multi-tenancy.
Finally, the adoption of SmartNIC hardware in a public cloud
environment is challenging. Software solutions are readily
supported by the Linux kernel, so any potential benefits can
be readily adopted.

Overall, the issue of overlay network optimization has many
solutions being researched. However, the existing optimiza-
tions available in the Linux kernel have not been exhaustively
and adequately studied in this context. In this work, we
systematically study RPS and RFS in various configurations
to cover the gaps in previous work.

III. TERMINOLOGY

In the following subsections, we introduce necessary termi-
nology for understanding Kubernetes and overlay networking
concepts.

A. Kubernetes

Kubernetes is a container orchestration framework that
simplifies many management tasks of multi-container envi-
ronments [1]. Kubernetes has many abstractions and various
terms we use throughout this paper. These are defined as
follows. A Cluster is a logically isolated Kubernetes envi-
ronment, consisting of one or more host machines; a.k.a.
nodes. Nodes are able to communicate with each other to
match the desired state of the cluster. Nodes are typically
implemented as Virtual Machines. A Pod is the smallest
Kubernetes abstraction, typically used to represent a single
container. A pod can also contain multiple containers, but this
is mainly common for monitoring purposes. In this paper,
Kubernetes pods are synonymous to a single container. A
Service is a networking abstraction which enables a set of
pods to be accessible by a static IP address. This static IP
routes to a set of pods automatically, and a DNS name for the
service is also created. In this paper, each service we create
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will only route to a single pod. CNI Plugins [3] enable inter-
pod networking in Kubernetes. These do not come installed by
default on Kubernetes and must be explicitly installed. Many
different implementations exist. In our experiments, we use
Calico [5].

B. Network Tunneling

Network tunneling [22] is a technology that allows for a
packet of some protocol to be transmitted over a network by
encapsulating it in the header of another protocol. This is use-
ful in the event the network does not support the encapsulated
protocol. At the destination, the packet is decapsulated and
the original packet is retrieved for processing. The destination
should be able to process the original packet and its protocol.
Popular tunneling protocols include VXLAN [23], GRE [24],
and IPIP [25].

C. Container Overlay Networks

In an overlay network, a virtual Layer 2 network device
(such as a Linux bridge) is created to handle communi-
cation between containers. The containers’ virtual devices
are connected via a virtual ethernet (veth) pair. Overlay
networks take advantage of network tunneling to allow pods
on separate host machines to communicate using their private
IPs without any explicit knowledge of the destination host’s
IP. Another network interface is used to perform encapsulation
and decapsulation of packets. The encapsulated packet header
contains the IP of the destination host which the destination
pod resides in. This destination host IP is typically referenced
through a distributed KV store, such as etcd [26].

In networking contexts, two types of interrupts are invoked:
software interrupt requests (softirgs) and hardware interrupt
requests (hardirgs). hardirgs are always invoked by hard-
ware events, such as a packet arriving at a NIC. This triggers a
hardware interrupt handler to handle the packet and place it in
the proper buffer. A softirgs is invoked to actually process
the packet once it is available to the kernel. Most network
processing occurs as a result of softirgs, and they take on
the majority of packet processing workloads.

In a receive path, a packet first traverses the host network
stack once the NIC copies the packet into a buffer and raises
the first softirg [9]. After the software interrupt handler is
invoked, processing continues up to Layer 3 and layer 4. This
is where the packet is decapsulated and put in a queue for the
virtual Layer 2 device. Another softirqg is raised to handle
this inner packet, which is emitted to the container through the
veth pair from the virtual Layer 2 device. This in turn invokes
yet another softirqg to process the packet in the container’s
network stack.

IV. BACKGROUND

In the following subsections, we give essential background
on our chosen overlay network, overlay network processing
and existing software-based network processing optimizations.

A. Calico

We use Calico [5] as our overlay network. Calico creates a
new network interface (virtual Layer 2 device) in the host
network namespace named calix to communicate with a
pod. Each pod has its own network namespace and is able to
communicate with cali« via a virtual ethernet (veth) pair. The
network interface for this pair on the pod is eth0. The backend
installed by Calico depends on the type of encapsulation used.
We use Calico configured with VXLAN [23] encapsulation,
so another network interface in the host network namespace
named vxlan.calico is created. This is where encapsulation
and decapsulation according to the VXLAN tunneling protocol
occurs. When installing Calico with Kubernetes, there is no
need to set up a separate datastore (such as etcd). There is
an option to directly interface with the Kubernetes API server
to find pod-to-host IP mappings, which makes management
easier. We use this option in our experiments. Figure 1 shows
the general data path of a pod (pod 1 on host A) sending a
packet to another pod on another host (pod 2 on host B), as
well as all the network devices it traverses.

B. Packet Processing Overhead

A received packet needs to traverse the entire host network-
ing stack as well as the entire container networking stack,
incurring significant overhead. Encapsulation/Decapsulation
and the invocation of corresponding softirgs are the main
contributors to the overhead. Up to 3x more software interrupt
requests (softirgs) compared to a native host network
receive path were observed in [9].

The main reason behind the overhead from increased
softirgs comes from how Linux schedules softirgs onto
cores. Typically, hardware interrupt requests (hardirgs) are
processed on a single chosen core [9]. Once a NIC receives a
packet, a hardirgqg is raised and processed on that particular
core. Any softirgs that result from the hardirg are typi-
cally processed on the same core the hardirqg was processed
on. This means that the first softirqg (and every subsequent
one) are processed on the same core. Furthermore, for a single
queue NIC, all hardirgs and softirgs must be processed
serially on that single core, mostly to avoid out-of-order packet
processing. In a multicore system this can easily exhaust a
single core’s resources while leaving other cores idle.

C. Receive Packet Steering (RPS)

Receive Side Scaling (RSS) [11] is a hardware optimization
that allows softirq processing to be distributed among
multiple cores. RSS works by having multiple input queues
(usually bound by the number of cores) for a single NIC,
which means that the content of each queue can be processed
by a different core. Receive Packet Steering (RPS) [12] is
the software implementation of RSS. Rather than requiring
multiple receive queues, RPS creates a hash based on relevant
Layer 3 and Layer 4 information (IP and port) to choose an
arbitrary CPU to process the packet on. This is an example
of flow-level parallelism, where packets of the same flow get
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Figure 1. An example of how the Calico overlay network with VXLAN encapsulation transmits and receives packets. Pod 1 on Host A is sending a packet
to Pod 2 on Host B.

processed on the same CPU. Figure 2 shows a simplified flow
of a packet in a receive path with RPS enabled.

RPS must be explicitly enabled on a per-interface level. In
order to do so, the file /sys/class/net/{DEVICE}/queues
/rx—{QUEUE-NUMBER} /rps_cpus must be modified. In or-
der to enable RPS on all cores of the ethO device on its only
receive queue, we write a value of £ in the file /sys/class
/net/eth0/queues/rx-0/rps_cpus.

D. Receive Flow Steering (RFS)

RFS [13] is an extension of RPS that aims to process
a packet on the same CPU that the destination application
runs on to take advantage of cache locality - although this
is not guaranteed to happen. In order to achieve this goal,
RFS uses one of the RPS generated hash tables and tracks
the last used CPU for processing the flow. In order to
enable RFS, we modify two files: /proc/sys/net/core/
rps_sock_flow_entries and /sys/class/net/{DEVICE
}/queues/rx— {QUEUE-NUMBER} /rps_flow_cnt. The for-
mer is typically set to 32768 to indicate the maximum number
of connections. The latter indicates the number of expected
flows per device queue. In a single queue device, this can be
the same value as the rps_sock_flow_entries.

It should be noted that both RPS and RFS are processing
techniques that exploit flow parallelization. Since the hash
is based on Layer 3 and Layer 4 packet information, all
processing for a single network flow is done on the same core.
This is the easiest way to implement network processing paral-
lelization as it avoids out-of-order packets. As a result of flow-
level parallelization, RPS and RFS are not designed to increase
performance in single-flow scenarios. Some techniques, such
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Figure 2. Simplified flow of a network receive path with RPS enabled on 4
cores in the Linux networking stack. The default core for packet processing
is assumed to be CPU 3.
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as those proposed in [15] and [27], implement packet-level
parallelism with methods to overcome out-of-order processing
challenges.

V. PERFORMANCE EVALUATION

In the following subsections, we describe our experimental
setup, evaluation tools, experiment details and the results.

A. Experimental Setup

The Kubernetes cluster we use consists of three nodes,
where each node is a VM created with KVM as the hypervisor.
One of these nodes is a control plane node, and the other
two are exclusively used for the experiments (worker nodes) —
Refer to Figure 3. Each VM is on a separate Dell PowerEdge
R930 machine and is running Ubuntu 22.04 LTS. All VMs
are provisioned with 4 cores and 8 GB of RAM. Each
physical machine has a bonded network link to two top of
rack switches. All machines we use are connected to the same
two switches. We use kubeadm to install Kubernetes version
1.31.1 and use containerd as our container runtime. We
installed the Calico CNI as our overlay network in a VXLAN
encapsulation mode. All the code for the experiments can be
found at this github repository [28].

In our experiments, we introduce different number of flows
between the two worker nodes. A single flow between two
worker nodes is a single client/server connection where the
client and server continuously send packets to each other
throughout the experiment duration. All clients are placed on
one node and all servers are placed on the other node. This
ensures that traffic flows from one VM to a separate VM. The
number of clients and server pairs can be adjusted variably -
we test number of pairs increasing by a power of 2 until we
reach 16 client/server pairs. In this paper, we use “replicas” to
mean the number of client/server pairs. For instance, 2 replicas
means two clients and two servers in total.

B. Performance Metrics

For each experiment, we report on the following perfor-
mance metrics: (1) The normalized average bitrate, (2) the
CPU Idle Percentage, and (3) CPU softirgs Percentage.
All our experiments are repeated to plot averages and 95%
confidence intervals. The average bitrate in bits/sec for the
duration of each experiment is normalized relative to the base-
line experiment bitrate (when no RPS or RFS optimizations
are deployed). A value larger than 1 reflects an improvement
in bitrate over the baseline case. We rely on iPerf3, a network
performance tool, to measure bitrates [29]. In our experiments,
we set up an iPerf3 server on one pod and an iPerf3 client
on another. From the client, we reference the server via its
Kubernetes service’s DNS name and let the client repeatedly
send an array of 128 KB for 30 seconds over TCP. We then
average the bitrate measured at each server instance. We use
the mpstat [30] tool to collect CPU usage percentages by each
core, and report on idle CPU percentages and the percentage
of time a CPU is used to process softirgs. We run mpstat on
the server node and use the -p ALL flag to report information

for each core every second in each experiment, then compute
averages.

C. Experiments

The overlay network configurations that we evaluate are:
(1) Baseline (no RPS or RFS optimizations), (2) RPS (RPS
enabled on all cores), (3) RPS+ (RPS enabled on all cores
and container-level RPS enabled), (4) RFS (RFS enabled),
and (5) RFS+ (RFS enabled and container-level RES enabled).
We do not optimize the baseline scenario in any unique way
compared to the other scenarios.

We only enable RFS or RPS on the iPerf3 server’s node
exclusively on the following three network interfaces: (1)
vxlan.calico interface: The VXLAN backend, (2) calix
interface: The Layer 2 switch to communicate with pods, and
(3) eth1 interface: The virtual NIC of the host machine. We
keep these optimizations disabled on all other interfaces on the
server node. For the RPS+ and RFS+ experiments, we enable
the respective optimization at the container level in addition
to the host interfaces. For example, RFS+ enables RFS at
the three previously mentioned network interfaces as well as
all interfaces in the container. This requires us to remount
the /sys filesystem as read-write (containers have the /sys
filesystem as read-only by default). In Kubernetes, the pod is
given root and privileged access to perform this operation.

For the options with RPS enabled on all cores, a value of
f is written to the rps_cpus file for all network interfaces
for which we wish to enable RPS on. For options that enable
REFS, the rps_sock_flow_entries file and rps_flow_cnt
files for each network device are set to 32768 as described in
Section IV.

D. Results

Figures 4 (a) and (b) plot the CPU idle time percentages for
all cores when using 1 replica and 16 replicas, respectively.
The figure reveals that a single replica does not stress the
CPU and leads to more than 90% CPU idle time for all cores,
while 16 replicas stress the cores leading to around 60% of
idle time for cores 0, 1 and 2, and leading to only about 30%
of idle time for core 3. As a result, single replica scenarios are
not expected to benefit significantly from flow parallelization
optimizations. This is largely due to the fact RPS and RFS
perform much better with multiple flows since they rely
on flow-level parallelization. Note that packet processing is
done on Core 3 by default, evidenced by the very low idle
core percentage for the baseline case. This can be further
evidenced by inspecting Figures 5 (a) and (b), which plot
the CPU percentage of time spent handling software interrupts
(softirgs) for all cores when using 1 replica and 16 replicas,
respectively. Focusing on the 16 replicas case, core 3 is
handling more (softirgs) than the other cores. Also, note
in Figure 5 (b), that all optimizations reduce the percentage
of time that core 3 spends servicing softirgs compared to
the baseline case. Among these optimizations, RFS+ offers the
most reduction, and thus the best load balancing among the
cores, followed by RFS and RPS+.
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The reason we do not see even more balanced numbers in
terms of core utilization is due to how RPS (and in turn, RFS)
protocols work. The generated hash that determines the core
to process a packet on relies on Layer 3/Layer 4 information,
meaning that only the protocol processing steps (Layer 3/Layer
4) can be parallelized [12]. In an overlay network, the final
packet processing step at the destination pod and the VXLAN
decapsulation processing step are the only two steps that
will process packets at the protocol level. All processing up
to Layer 2, including the transmission of packets from the
Layer 2 bridge to actual pods, is not steered to any other
cores. The added step to transmit packets from the virtual
Layer 2 bridge to the pods leads overlay networks to have a
disproportionate amount of non-protocol processing - likely
reducing the efficacy of RPS and RFS optimizations. This
indicates that overlay networks may not be very compatible
with existing flow parallelization methods.

Figure 6 shows the normalized average bitrates across the
different optimizations and replica counts. One can make
the following observations: (1) The 95% confidence interval
shrinks as the number of replicas increases. (2) The normalized
bitrate resulting from RPS, RPS+, RFS, RFS+ dips going from
1 replica to 2 replicas, then improves as the number of replicas
increases. Having only 2 replicas does not stress the server’s
CPU enough to see significantly high performance benefits
from parallelized flows, therefore possibly exacerbating the
slight software overhead that RPS incurs, leading to slightly
decreased performance. (3) RPS and RPS+ optimizations
improve the average bitrate over the baseline setup, except
in the case of 2 replicas; while RFS and RFS+ improve the
average bitrate over the baseline setup in all scenarios. (4) RPS
performs better than RPS+ for the 1 and 2 replicas cases, while
RPS+ performs better than RPS when using more replicas.
The same observation holds for RFS performance compare
with RFS+. (5) RFS+ leads to the best normalized average
bitrate when the number of replicas is more than or equal to 4
(the number of cores), while RFS leads to the best normalized
average bitrate when the number of replicas is less than the
number of cores. Even though RFS is based on RPS, the
extra cache locality benefits are the reason for the increased
performance.

VI. CONCLUSION AND FUTURE WORK

In a VXLAN-based overlay network, our work demonstrates
that the largest bitrate improvements are seen when Receive
Flow Steering (RFS) is enabled at the host and container
levels, reaching an average increase of up to 24% over the
baseline case. Enabling these optimizations on only the host
shows marginal improvements in bitrate around 8 — 9% over
the baseline. Generally, more replicas provide greater benefits
from RPS and RFS optimizations. However, due to overlay
networks having a disproportionate amount of non-protocol
level network processing, RPS and RFS are not able to exploit
flow parallelism to its full potential. These findings show
that for high throughput applications with frequent inter-host

communication patterns, enabling RFS or RPS at the host and
container levels could improve performance.

In order to enable these optimizations at the container-level,
privileged container access is required in order to remount the
/sys filesystem with read-write permissions, since containers
have this filesystem as read-only by default. This introduces
security implications if an adversary is able to gain access to
the container for example. We intend to investigate these as a
future endeavor.

Furthermore, we plan on extending our research along
different fronts, such as (1) exploring how RPS and RFS
optimizations perform for UDP workloads since RPS and RFS
compute hashes differently based on the protocol used, which
could affect the behavior of how packets are distributed to
different cores; (2) studying the efficacy of flow-parallelization
optimizations when using different encapsulation protocols;
(3) evaluating optimizations in CNIs that do not rely on
overlay networking; (4) examining the power tradeoff of these
optimizations against throughput gains; (5) evaluating tail
latency as a result of these steering techniques.
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