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Abstract—Orchestrating modern applications across dis-
tributed cloud environments requires a unified, platform-agnostic
representation of heterogeneous computational resources and a
tool to automate their management. This paper presents an
open-source framework, Hypertool, designed to automate node
registration, discovery, and lifecycle management. Additionally,
it provides an extensible model that enhances the default node
representation with additional attributes, such as hardware
acceleration, energy efficiency, and security posture, which are
vital for next-generation workloads. By implementing a dual
Command Line Interface (CLI) and DaemonSet architecture, the
framework acts as an all-in-one utility for orchestrating complex
functionalities, abstracting computing, networking, and economic
metrics into declarative data models. The current implemen-
tation leverages core Kubernetes primitives, ensuring effortless
integration into existing heterogeneous cloud environments. The
framework is evaluated across local, on-premises, and public
cloud environments, demonstrating high operational maturity,
stability, and production-readiness.
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I. INTRODUCTION

Orchestrating modern workloads across distributed cloud
environments presents a twofold challenge. First, advanced
cloud-edge applications, particularly those involving IoT, Al,
and latency-sensitive tasks, require a more sophisticated repre-
sentation of computational resources than the defaults provided
by standard orchestration platforms such as Kubernetes [1][2].
To facilitate intelligent workload placement, systems require
an extended node schema that captures dynamic attributes,
such as energy efficiency, hardware acceleration, and security
posture, across the cloud-to-edge continuum [3][4]. Second,
the lifecycle management of these distributed resources re-
mains a significant hurdle. As heterogeneous nodes are added
to or removed from a cluster, existing manual procedures are
often complex, multi-step, and error-prone [5].

To address these limitations, this paper introduces Hyper-
tool, an open-source framework that automates the registra-
tion, discovery, and lifecycle management of nodes in het-

erogeneous cloud architectures. Hypertool provides a unified,
platform-agnostic resource abstraction layer that simplifies the
onboarding of diverse assets while alleviating vendor lock-
in. It is also engineered for seamless deployment on any
Kubernetes-compatible infrastructure, ensuring interoperabil-
ity across local, on-premises, and public cloud environments.

The framework employs a dual-component architecture con-
sisting of a cross-platform CLI and a persistent Daemon-
Set[6]. Within the Kubernetes ecosystem, a DaemonSet is
a controller that ensures a copy of a specified pod runs on
every node in the cluster, providing a resilient mechanism for
background services. The CLI offers an intuitive interface for
administrators to handle node onboarding, including a “dry
run” mode to simulate operations before execution. Simultane-
ously, the daemon service runs on every node to continuously
monitor health, recalculate resource attributes, and update the
Kubernetes control plane via declarative Custom Resource
Definitions (CRDs) [7].

Hypertool is built with a secure-by-design philosophy and
adheres to industry best practices for authentication and au-
thorization. To ensure high operational maturity, the project
maintains comprehensive Continuous Integration/Continuous
Deployment (CI/CD) pipelines for continuous testing and de-
livery, supported by extensive documentation and deployment
guides.

The primary contributions of this work are as follows:

« Resource Abstraction Layer: A declarative data model
that abstracts resources across the continuum, continu-
ously calculating dynamic attributes to provide an en-
hanced representation of heterogeneous computational
power.

o Automated Lifecycle Management: A robust mecha-
nism to manage the complete lifecycle of distributed
resources, significantly reducing the complexity of node
registration and cluster integration.

o Production-Ready Framework: An open-source,
secure-by-design utility featuring a dual CLI/DaemonSet
architecture, validated through automated CI/CD
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pipelines and evaluated across diverse cloud environments
for stability and performance.

The remainder of this paper is organized as follows: Section
IT reviews related work. Section III details the Hypertool
framework architecture. Section IV presents the system’s val-
idation across diverse environments, and Section V concludes
the paper.

II. RELATED WORK

Existing operational frameworks and modern orchestra-
tion platforms, such as Kubernetes [1], OpenStack [8], and
HashiCorp Nomad [9], serve as the industry standard for de-
ploying distributed applications. However, while these systems
provide a generic model for representing compute resources,
their default models are fundamentally basic, typically limited
to static allocations of CPU cores, memory, and storage
capacity. Although extensibility mechanisms exist to enhance
these representations (such as Custom Resource Definitions
in Kubernetes or custom metadata flavors in OpenStack), the
baseline schema remains too simplistic [7][10]. It cannot meet
the multidimensional needs of modern applications, which
increasingly require real-time awareness of complex attributes
such as energy efficiency, specialized hardware acceleration,
and network performance metrics to make optimal scheduling
decisions.

Furthermore, current procedures for managing node life-
cycles within these platforms inherently assume that the
underlying infrastructure is highly stable and static. When
heterogeneous resources need to be dynamically added to
or removed from a cluster, the default lifecycle management
processes prove inadequate [2][5]. The built-in mechanisms
for registering, updating, or deleting nodes typically involve
multiple disjoint, intricate steps. Consequently, these opera-
tions are highly complex, error-prone, and demand significant
domain expertise, often requiring a certified cluster admin-
istrator to manually execute and verify the changes safely.
This rigidity prevents automated scaling in modern distributed
cloud architectures, underscoring the critical need for a more
dynamic, automated approach to resource abstraction and
lifecycle governance.

III. HYPERTOOL FRAMEWORK ARCHITECTURE
A. Hypertool as a CLI Tool

To effectively resolve the twofold challenge of providing a
sophisticated resource representation and automating dynamic
node lifecycle management, the framework introduces a dual-
component architecture comprising a Command Line Interface
(CLI) utility and a management DaemonSet, as depicted
in Figure 1. This structural separation of concerns ensures
that heterogeneous computing resources are first thoroughly
profiled and abstracted into declarative data models prior to
cluster inclusion, and subsequently continuously monitored,
updated, and managed during their operational lifecycle.

The CLI utility serves as the primary interface for cluster
administrators to govern the end-to-end lifecycle of com-
putational nodes, as illustrated in Figure 2. It is specif-

Figure 1. The dual-component architecture of the Hypertool framework,
showing the interaction between the CLI profiler and the management
DaemonSet.

> hypertool run
IP addres

--dry-run
f the master node: 8.8

1 The following attributes would be applied:

Figure 2. Overview of the CLI utility and node lifecycle management.

ically designed to manage the critical phases of resource
onboarding and offboarding, including initial discovery, self-
advertisement, node registration, and unregistration.

By encapsulating the underlying complexity of the na-
tive orchestration platform, the application translates intricate,
multi-step Kubernetes API [1] interactions into a centralized
suite of intuitive commands (e.g., register, unregister,
self-advertisement). This design significantly reduces
the operational overhead and domain expertise traditionally
required to manage heterogeneous clusters. Furthermore, while
the default execution abstracts these complex mechanisms to
provide a streamlined user experience, the tool includes a
configurable verbose mode. When enabled, this mode sur-
faces granular, low-level diagnostic logs and API responses,
equipping administrators with deep visibility for advanced
troubleshooting.

Crucially, the CLI component is engineered with sophisti-
cated error management and fault tolerance to ensure oper-
ational continuity. Recognizing the inherent unpredictability
of distributed infrastructures, the tool employs robust excep-
tion handling and automatic rollback mechanisms to prevent
catastrophic failures. Rather than experiencing a total system
crash when an error occurs during command execution, the
application logs an informational warning and automatically
reverts the system to its previous stable state.
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B. Hypertool as a DaemonSet

While the CLI utility handles the initial registration, the
nodes’ continuous lifecycle management is maintained by
deploying Hypertool as a Kubernetes DaemonSet [6]. By uti-
lizing this native orchestration resource, the framework ensures
that a dedicated monitoring pod is automatically scheduled
and deployed to every new worker node that joins the cluster.
This approach leverages Kubernetes’s inherent self-healing
and reconciliation loops, ensuring that the Hypertool remains
operational and resilient against localized failures.

To ensure that resource information remains up to date
and accurately reflects a node’s current status, Hypertool
runs a continuous polling routine. By default, this execution
loop runs every five minutes, strictly aligning with the na-
tive -node—-status-update—-frequency of the Kubelet
mechanism [11]. During each interval, the pod dynamically
recalculates an extensive suite of system attributes and patches
the orchestration API, transitioning the node representation
from a static asset to a highly dynamic, robustly profiled entity.
The primary metrics dynamically calculated during this phase
include:

« Computational Performance: The attribute is computed
by first executing a quick subsecond artificial workload
to estimate floating point operations per second, and
then computing GFLOPs (Giga Floating-Point Operations
per Second). It serves as a hardware performance indi-
cator derived from synthetic workloads and is crucial
for benchmarking, load balancing, and compute-aware
scheduling decisions.

« Energy Efficiency: This attribute quantifies performance-
per-watt (GFLOPs/Joule). It is calculated by correlating
the dynamically estimated FLOPs with the node’s Ther-
mal Design Power (TDP). The TDP is either retrieved
via hardware introspection databases or predicted using
a trained Random Forest regressor [12] based on core
count, CPU clock speed (GHz), and L3 cache size from
Intel- and AMD-provided datasets.

+ Monetary Cost: To enable cost-aware scheduling, a pre-
trained K-Means clustering [13] model evaluates the
instance’s CPU and memory specifications. It maps the
node’s Euclidean distance against curated cloud pricing
centroids to assign a qualitative monetary tier (ranging
from very low to very high) without requiring real-time
pricing APIs.

e Trust Score: This metric provides a quantified assess-
ment of a node’s operational stability. It computes a
weighted score by aggregating internal stability signals,
such as container restart frequencies, CPU throttling
periods, pod evictions, and Out-Of-Memory (OOM) kills,
classifying the node’s reliability as high, medium, or low.

o Security Posture: To safeguard sensitive workloads, the
framework calculates a composite security level. This
weighted metric evaluates system patch compliance, Cen-
ter for Internet Security (CIS) benchmark passing rates
[14], open CVEs [15] detected via rootfs scanning, and

overly permissive RBAC rules.

o Network Performance & Geolocation: The framework
periodically executes active networking tests to quantify
download/upload bandwidth, Round-Trip Time (RTT),
and packet loss percentage. Additionally, it approximates
the node’s geographic location (city, region, country)
utilizing IP geolocation mappings to facilitate edge-aware
workload placement.

o Hardware Accelerators: It dynamically scans and ex-
poses the exact capacity of specialized hardware natively
available on the host, such as Graphics Processing Units
(GPUs), Tensor Processing Units (TPUs), and Field-
Programmable Gate Arrays (FPGAs), enabling schedulers
to target nodes specifically suited for accelerated machine
learning tasks.

o Node Category: This attribute provides a concatenated
architectural summary of the node’s hardware profile.
Following a lightweight system scan, the framework
generates an acronym representing the node’s primary ca-
pabilities, specifically evaluating CPU core count, RAM
capacity, disk size, and the presence of hardware accel-
erators.

« Node Pool: Inspired by major cloud provider architec-
tures, this attribute enables the logical grouping of nodes
based on their hardware capabilities, functional purpose,
or both. It serves as an administrative abstraction layer
for organized cluster management.

o Node Uptime: This attribute captures the operational
lifespan of the node, serving as a temporal fingerprint
within large-scale, dynamic clusters where nodes are fre-
quently decommissioned and replaced. Given its unique-
ness in volatile environments, the metric can serve as a
supplementary identifier for the node.

IV. VALIDATION

To ensure operational maturity, robustness, and ease of
adoption, the proposed framework was validated across multi-
ple heterogeneous environments. Hypertool is officially pack-
aged and published as a Helm chart [16]. This standardized
packaging guarantees that the framework can be effortlessly
integrated, updated, and maintained within any compliant
Kubernetes cluster with minimal administrative overhead. By
following this cloud-native deployment strategy, the frame-
work ensures a validated and repeatable installation process
regardless of the underlying infrastructure.

The testing methodology was divided into three distinct
operational phases to evaluate different architectural require-
ments:

o Local Validation: This phase utilized Minikube [17]
to validate the primary features of Hypertool in a
lightweight, single-node Kubernetes setting. The machine
used for these tests was a 12-core system with 16 GB
of RAM and a 250 GB SSD. Hypertool successfully
registered the single node and correctly computed all
resource metrics listed in Section III.B.
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e On-Premises Validation: To evaluate the framework
under standard multi-node conditions, an on-premises vir-
tualized cluster was provisioned. This cluster consisted of
a dedicated control plane (4 vCPUs, 6 GiB RAM, 64 GiB
of HDD storage) and multiple worker nodes (3 vCPUs,
4 GiB RAM, 32 GiB HDD storage), enabling rigorous
testing of resource isolation, inter-node coordination, and
the DaemonSet’s ability to seamlessly scale and attach to
newly joined nodes.

« Public Cloud Validation: The final validation phase was
executed on public cloud infrastructure to simulate a
highly heterogeneous, production-grade continuum. The
cluster incorporated a diverse mix of compute resources,
including general-purpose instances (4—16 vCPUs, 8-64
GiB RAM), GPU-optimized hardware, and more. This
phase successfully demonstrated the framework’s capabil-
ity to accurately profile varying raw compute capacities,
detect specialized hardware accelerators, and dynamically
estimate cost tiers in a highly varied topological setup.

V. CONCLUSIONS AND FUTURE WORK

This paper presented Hypertool, an open-source, platform-
agnostic framework designed to address the critical challenges
of resource abstraction and dynamic node lifecycle manage-
ment in heterogeneous distributed cloud environments. By
implementing a dual-component architecture comprising a CLI
utility and a Kubernetes-native DaemonSet, the framework
successfully bridges the gap between static default orchestra-
tor schemas and the complex, multidimensional requirements
of modern workloads. The proposed declarative data model
extends native node representations with rich, continuously
updated attributes spanning computational capacity, energy ef-
ficiency, economic cost, operational trust, and security posture,
without introducing heavy custom controllers that burden the
control plane. Extensive validation across local, on-premises,
and public cloud infrastructure demonstrates the framework’s
operational maturity, stability, and ease of integration.

Future work will focus on expanding the abstraction schema
to capture deeper network topology metrics and more granular
hardware accelerator telemetry (e.g., multi-GPU interconnect
bandwidth). Additionally, we plan to integrate lightweight,
predictive machine learning models into Hypertool’s core logic
to enable proactive anomaly detection and predictive node self-
healing.
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