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Abstract—The integration of cyber-physical systems (CPS)
is gaining more and more momentum due to the advent of
Industry 4.0. Thereby, one of the main challenges is to facilitate
the connection to arbitrary machinery in order to monitor and
control these automatically. Such a control flexibilizes production
processes by enabling quick adaptions of production steps. There-
fore, in this work, a system is described that enables the control of
a 3D printer via the industrial standardized Machine-to-Machine
(M2M) communication protocol Open Platform Communications
Unified Architecture (OPC UA). The system is implemented
on the basis of a micro computing platform, in this case a
Raspberry Pi 2, and utilises open-source libraries and tools.
The implementation creates a cyber-physical system, consisting
of a 3D printer, its control system, sensor data acquisition
systems and their respective digital representation. With this
control system, the usage of consumer-centric 3D printers, such
as Fused Deposition Modeling (FDM) printers, in enterprise-
like scenarios is enabled. This abstract and universal control
mechanism facilitates research in 3D printing control structures
and industrial application.

Keywords—Cyber-Physical Systems, 3D Printer, System Control,
OPC UA

I. INTRODUCTION

In the industrial domain, especially in current endeavours of
Industry 4.0 projects, a common protocol to communicate with
machines is the Open Platform Communications Unified Ar-
chitecture (OPC UA) [1]. This protocol allows accessing data
from machinery in a read and write manner. It is standardised
as International Electrotechnical Commission (IEC) 62541 [1]
and, thus, provides a robust basis for sustainable integration
scenarios. 3D printers are machines that create physical objects
from digital models by a variety of technologies and materials.
Thereby, they can be connected and controlled in a number
of ways, such as via (i) Universal Serial Bus (USB)-serial
cable-bound connection, (ii) WiFi or Ethernet network-bound
connection, (iii) a controlling computer, or (iv) manually
through interaction at a local control panel. Integrated, abstract
and coherent means to control such systems are integral to
the application and integration of this technology [2]. OPC
UA provides a common way of control and the availability
of this abstract interface to this 3D printer facilitates research
and industrial application.
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3D printers are regarded as CPS because they form a system
that matches the physical reality, acquired through sensors,
with a digital representation of the 3D printer and the object
creation.

In Figure 1, the schematic view of the implementation of
the system is depicted. This figure provides the layout and
connectivity of the discussed system. The application of this
control system within the SePiA.Pro project [3], as partially
described by Falkenthal et al. [4] and Pfeil et al. [5], is
designed to allow for research into process structure analysis
and improvement.

The challenges for this integration lie in the diversity of
control mechanisms for 3D printers and the fact that most 3D
printers are not intended for networked operation natively.

Sensorial data can be integrated into the exposed data on
the micro computer and can extend the information provided
through this system. The data acquisition is typically per-
formed over I>C from a digital sensor, similar to systems
described by Baumann et al. [6]. This control system can
extend a collaborative 3D printing system, such as described
by Baumann, Eichhoff, and Roller [7]. Furthermore, it can
be utilised to extend or support a common means of com-
munication in distributed 3D printing systems, such as de-
scribed with the Application Programming Interface (API) for
3D printing by Baumann, Kopp, and Roller [8]. One use-case
is the integration of multiple 3D printers in a demonstrator.
This demonstrator is used to exemplify scheduling of object
creation and is founded on smart service data analytics from
3D printer sensor and additional sensor data. As an example,
the 3D print can be paused to allow for manual interaction
in case of sensor reading for the temperature sensor in the
printhead exceeding a threshold, which can be indicative of
jammed filament.

This work describes the connection of existing control
mechanisms for 3D printers, a messaging infrastructure for
industrial applications and the extension to further data sinks
and sources, such as Web Services.

The remainder of this paper is structured as following: In
Section I-A, an introduction to the concepts of 3D printing
and Additive Manufacturing is provided. Following in Sec-
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Fig. 1. Schematic View of Implementation

tion I-B, an introduction to the Open Platform Communication
Unified Architecture is presented. In Section II, the work is
placed within existing research and the objectives are stated.
Section III details the required and intended capabilities for
the proposed system. The main part of this work is located in
Section IV, with details on the architecture and design choices.
The paper concludes with a summary in Section V.

A. 3D Printing/Additive Manufacturing

The following short overview on 3D printing is provided
for the reader to understand its basics concepts and place
this implementation. 3D printing and Additive Manufacturing
(AM) are commonly used as synonyms. Both terms describe
a variety of technologies to create physical objects from
digital models without the requirement for specialised tools,
except a 3D printer [9]. The resulting objects can be created
from a variety of materials, such as plastics, ceramics, and
metals, with commonly only one type of material per resulting
object. Different kinds of materials require different kinds
of 3D printers and underlying technologies. The objects are
commonly created by a directed, layer-wise stacking, curing
or extrusion of a material [10], [11]. The 3D printing process
and the corresponding results can be influenced by a number
of environmental and inherent factors, such as vibration,
temperature or quality of material. To assess and possibly
counteract these influences, sensors are employed to acquire
data from the 3D printing process.

B. Open Platform Communications Unified Architecture

Open Platform Communications Unified Architecture
(OPC UA) is a platform-independent standard for machine-
to-machine (M2M) communication, e.g., between clients and
servers on various types of networks [12]. It is intended to
facilitate information exchange between machines. Thereby,
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OPC UA is an extension of the older OPC standards and
adds, among others, the ability to semantically describe the
transmitted machine data. Due to its fundamental design on
the basis of a service oriented architecture [13], OPC UA
has been adopted in a number of domains such as industrial
machinery, power grids, home or building automation, and
smart devices [14]. This way, it facilitates the interoperability
of the involved systems and evolves as a multi-standard
platform, which it initially was intended and specified for by
the OPC Foundation.

II. RELATED WORK

For an overview of existing control mechanisms and archi-
tectures for the remote control of AM machinery, we refer to
Baumann, Kopp and Roller [15], where a detailed discussion
of related work is presented. Concepts such as Cloud Based
Manufacturing, Hardware and Manufacturing as a Service are
also provided in the overview by Baumann and Roller [16].
In the work by Berteslmeier, Schéne and Tréchtle [17], the
authors presented a similar control system using OPC UA
with focus on intelligent products. Existing control mecha-
nisms for 3D printers lack the ability to incorporate physical
feedback from the machine and lacks extensibility. In this
paper, we provide a control mechanism for 3D printers that
is based on an established industrial communication protocol,
thus enabling the integration of AM machinery into existing
software and control ecosystems. This integration requires
the presence of a micro computing platform that facilitates
networking and translation services to machines that were
previously not networked but connected directly to control
systems via USB. The utilization of an existing protocol
reduces the implementation efforts and enables a low-cost
solution for remote access, management and control of these
machines. Due to flexibility in the design of the approach,
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other machines and sensors can be integrated and controlled
or used as data sources. With this added control capability,
3D printers can be integrated into smart environments and
production systems.

III. CAPABILITIES OF THE CONTROL SYSTEM

The following capabilities are already implemented within
the control system running on the micro computer, as illus-
trated in Figure 1. The capabilities are specifically justified to
cover the basic requirements of operation of a 3D printer.

« Direct control of printhead: The movement of the print-
head can be controlled by defining movement accuracy,
movement speed, as well as X, y, z coordinates.

o Control and monitoring of temperatures and other printer
inherent sensors: Current printbed and tool temperatures
as well as their historical data can be obtained.

o Upload of files to 3D printer: Files containing the model
to print can be uploaded and stored to the 3D printer’s
SDCard or to the micro controller, depending on the
user’s needs.

o Control of 3D printer operation: General commands to
control the operation mode of the 3D printer, such as
start, pause and stop operations, can be triggered.

e Status control and monitoring of 3D printer: Inherent
3D printer status information and external sensor data
acquisition is implemented and can be obtained.

« File availability information: To manage already uploaded
files, the data structure of the control system and the
3D printer’s SDCard can be retrieved.

These features are implemented in the system and described
in the following Section IV.

IV. IMPLEMENTATION BASIS

The system is implemented utilising the node-opcua li-
brary [18], available for NodeJS [19]. This library provides
both server and client bindings for JavaScript. The server com-
ponent, which exposes the OPC UA data from the 3D printer
and the system to the client, consists of a JavaScript file that
implements the required functionality. The system exposes
internal properties, such as Central Processing Unit (CPU)
temperature, CPU utilisation, memory availability, as historical
data nodes, thus, enabling clients to subscribe to data change
events for this data. Historical data nodes denote objects that
carry and present historical information of their previous states
or readings. Furthermore, external or 3D printer inherent data,
such as bed and tool temperature, are exposed as historical
data nodes. The sensor data acquisition is performed directly
from the JavaScript server program, utilising Inter-Integrated
Circui (I?C) communication, provided via the i2c-bus NodeJS
library [20].

The acquisition of data from and control of the 3D printer
are performed by using the OctoPrint [21] software. This
software is available for the Linux platform and suitable for
deployment on micro computers, such as a Raspberry Pi
2 [22]. The software provides control mechanism for a large
number of different 3D printers, mostly over a USB serial
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Fig. 2. 3D Printer

connection. The micro computer provides the capabilities to
interface with the 3D printer via the network, as the 3D printer
itself does not necessarily provide a networking interface.

The control of a printer is implemented following the
GCode protocol [23], which is a line based control format.
GCode is a numerical control programming language stan-
dardised as ISO 6983 [23], however, variations in the im-
plementation by the manufacturers exist. For this experiment,
a Tevo Tarantula [24] 3D printer (see Figure 2) is flashed
with the Marlin [25] firmware to be used with the Octo-
Print software. OctoPrint exposes all its functionality over
a Hypertext Transfer Protocol (HTTP) Representational State
Transfer (RESTful) API. This API is utilised to communicate
and control the 3D printer via local API calls from the server
component. Authorisation in OctoPrint is disabled as only
local communication is allowed.

The communication flow of the client, the implemented
server and the 3D printer are depicted in Figure 3. This figure
shows that the polling of status from the 3D printer and its
subsequent processing and dispatch to the user is performed
in a loop while the issued command is performed. The
OctoPrint software does not support Websocket technology
for continuous connection to its API. As an example, the
command to print a specific file from the SDCard is discussed
in the following.

When the user or client issues this command, the system
checks with the 3D printer and then actually issues the com-
mand on the 3D printer. Thereby, the system must check for
connectivity, availability of the SDCard, and the correct status,
i.e., no-error, print-ready state. For asynchronous communica-
tion over the API, the request library [26] in conjunction with
the form-data [27] library are used.

To provide, direct and synchronous communication to the
user, most communication with the API is performed syn-
chronously, using the sync-request library [28], which blocks
the execution of the server while waiting for the communi-
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Communication Structure 3D Printer Control via OPC
UA

User Micro Computer 3D Printer
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Fig. 3. Communication Structure between User, Client, and 3D Printer

cation results and, thus, is unsuitable for scalable application
deployment. The processing of the status information of the
printer, such as print completion rate, 3D printer status,
and temperatures is performed by a pull-mechanism that is
triggered by the server.

Figure 4 displays the stacking structure of the components
within the system. The basis is the micro computing system,
or single board computer, on which a Linux operating system
is running. The individual NodeJS libraries are displayed at
the topmost layer.
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Fig. 4. System Structure
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Push notification is possible with OctoPrint, but limited to
two messages per second. The interfacing of a client with the
implemented server is shown as a screenshot in Figure 5. In
this figure, three subscribed data nodes and the expanded tree
structure of the nodes are visible.

The implementation is available as a file-system image upon
request from the authors, pre-configured for use on a Rasp-
berry Pi 2 system and a Marlin firmware based 3D printer, as
listed as supported on the OctoPrint website.

V. CONCLUSION

This paper describes the design of the implementation of
a control system for a CPS, a 3D printer and its associated
sensors. This system is based on the widely used standard
OPC UA for industrial M2M communication. Through the
exposure of sensor and machine data via OPC UA the im-
plementation in industrial settings is facilitated. The system
developed facilitates the complete control of a variety of
3D printers using OPC UA. It was shown how the control of
such a system is enabled by transformation of one common
protocol to another common protocol by open-source software.
The software is implemented with the described capabilities
and the potential for extension in future iterations. Future
iterations of this software are planned to allow control and
communication over other protocols, such as MQTT [29]
and Woopsa [30]. Furthermore, data source integration using
asynchronous connections, such as Websockets are to be
integrated.
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