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Abstract— Mobile payment services are in widespread use in
China, but with them come growing concerns about security.
Although the security of mobile payment has been
demonstrated, a sample of user experience derived from real
world data must be collected to understand the complex use
context. This study aims to contribute to the current research
by providing qualitative data through in-depth semi-structured
interviews. The research explores the user security experience
in a variety of use contexts by investigating mobile payment
services in a mature market. The findings showed that users
view their security experience as composed both financial and
privacy aspects. The key user experience for mobile payment
security was divided into five components: online mobile
transaction, in-store payment, peer-to-peer payment, payment
interaction in the physical world, and the network environment.
Useful elements were also identified for enhancing security
experience for mobile payment. Investigating security
experience and user needs when designing mobile payment
systems in context will provide a more holistic picture of the
security needs surrounding mobile payment.

Keywords-mobile payment; security; user experience; use
context.

. INTRODUCTION

Advances in mobile technology have led to the increased
popularity of mobile services in recent years. Mobile payment
is vital to the development of mobile services, allowing for
numerous diverse electronic transactions, such as online and
offline purchasing, payment of bills and peer-to-peer transfer
[1][2]. As China is one of the largest mobile payment markets
in the world, it has drawn a great deal of attention from both
practitioners and researchers [3]. According to the 40th China
Statistical Report on Internet Development [4], there are 502
million mobile payment users in China. 90% of users (463
million) use mobile payment in offline situations, resulting in
a variety of use contexts; these include payments made at
physical stores, large retailers, vending machines, restaurants,
hotels and public transportation. Mobile payment platforms,
such as Alipay and WeChat Pay [5] have not only reduced the
use of cash, but have also provided other supporting functions,
including account and money management, location
information and financial services, which enhance user
experience while using mobile payment [2]. It is not surprising
that mobile payment has become a part of everyday life in
China. However, this widespread adoption has created
multiple transaction scenes, leading to increasing security
concerns in both the financial and privacy aspects [6][7].
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This paper focuses on the security experience of mobile
payment in a well-developed mobile services market, where
various mobile payment scenarios can be identified and
discussed. The purpose of this study is to investigate the
specific user experiences of mobile payment to explore the
associated factors and use contexts related to specific security
experience. The study also tried to determine the user
perspective of mobile payment security. The findings of this
research could provide a comprehensive understanding of
users’ security needs in different mobile payment scenarios
and past experiences of the users in a mature market of mobile
payment. The following sections of this article are organized
as follows: Section Il introduces the state of the art in mobile
payment and security research. Section Il describes the
method applied for the study. Section IV outlines the
participants’ demographic information and results of the
interview. Section V compares the current results with
previous research outcomes. Section VI presents the
conclusion of the main findings and indicates the possible
fields for future research.

Il.  STATE OF THE ART

Previous studies have found a strong relationship between
perceived security of electronic commerce and user attitudes
toward its adoption [7]-[9]. Research studies have reported
that security risks have been an important factor influencing
customer’s willingness in using mobile payment in China
[10]. Although this consumer “adoption” study has
demonstrated the importance of mobile payment security,
simply using “adoption” research to investigate the impact of
mobile payment security might not be effective enough for
evaluating the overall situation and gaining broader insights
about this area [11].

With the increasing adoption of mobile services,
researchers have emphasized on the importance of studying
the relationship between use context and security of mobile
payment. For instance, Figge [12] is concerned about
information  confidentiality  regarding the  context
computation. Since consumer information is sent out for
improving mobile services in different use contexts, service
providers could access to a lot of personal information.
Dahlberg et al. [11] have mentioned the research value of
understanding use context and security in mobile payment,
and suggested the need to map the use context of mobile
payment with security methods, which can be regarded as a
promising research area.
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Today, the use context of mobile payment in China is more
and more complex, as the platforms such as Alipay and
WeChat Pay have created a mobile lifestyle rather than simply
providing a service. This calls for studies to understand of
security experience of mobile payment usage in a particular
situation. As compared to provious empirical studies,
interviews can help in collecting data regarding user attitude
and experience regarding the daily use of mobile payment
services in use contexts. This contributes to an overall
understanding of the formation of security experience
depending on the scenarios and provides insights for
enhancing mobile payment interaction.

I1l.  METHOD

Semi-structured in-depth interviews were adopted for this
research to investigate the user security experience of mobile
payment in order to form a holistic understanding of the
phenomenon.

A. Participants

In order to identify the most cases across various payment
scenarios, we conducted the research in a mature market to
collect as much user experience as possible. We recruited 10
participants (5 male and 5 female users) in Guangdong
province in China, where mobile payment services are widely
used.

B. Interview Design

A semi-structured in-depth interview was conducted for
each participant individually. Each interview ranged from 25
to 45 minutes, depending on the participant’s experience in
the topic. The interview was conducted either in person or by
phone. Before the interview, each participant completed a
questionnaire on their demographic information as well as
their experience with using mobile payment, including the
platforms they had used, the frequency and duration of use and
the transaction amount per month. At the beginning of the
interview, all participants were asked if they believe mobile
payment is secure. Next, we asked participants about their
security concerns when using mobile payment. The purpose
of these two questions was to determine what users want to
protect most when using mobile payment, thus allowing us to
identify user concerns regarding mobile payment security
more accurately. Participants were then required to think
about previous secure or insecure experiences in different use
contexts of mobile payment. Finally, the interviewer asked
participants what factors they believed to influence their
perception of security in mobile payment, and to identify their
reasons. All interviews were recorded for data analysis.

C. Data Analysis

The coding method applied in this study is that of Strauss,
which requires grounding to the data [13]. First, the voice data
were transcribed to text. We examined the data, made notes
and coded according to three themes: security concerns in
mobile payment, security experience and use context and
other elements related security experience. Labels and themes
were developed based on each topic to create categories and
generate theory.
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IV. RESULTS

The findings that emerged from the interview are as
shown. The results section presents a detailed explanation of
how user security experience is formed, as well as the
important elements that influence it.

A. General Information

The average age for participants is 25.6 years (SD=2.12;
age range: 21-29). All participants had experience using
mobile payment, such as WeChat Pay, Alipay, UnionPay
Online, Apple Pay, Baidu Wallet, JD Pay, Tenpay, 99 Bill or
Mobile Banking. 70% are customers with more than 3 years’
experience using mobile payment; 20% are users with 1-3
years’ experience; and 10% have less than 1 year of
experience. The percentage of monthly expenditure through
mobile payment ranges from 7.5% to 100% of their monthly
income.

B. Security Concerns in Mobile Payment

All participants were asked at the beginning “Do you think
it is secure to adopt mobile payment service and what are your
security concerns with it?” 5 participants (50%) responded
that they believe it is secure, while 4 participants (40%)
believe itis insecure. 1 participant (10%) stated that it depends
on the reputation of the service provider. 8 participants (80%)
said that they considered both financial and privacy aspects;
of these, 3 participants concluded that financial security was
more important, 2 participants stated that information security
was more essential, and 3 participants thought that financial
and information security are equally important. 2 participants
considered only one or the other of financial or information
security. Surprisingly, 2 participants (20%) stated that they
had few worries regarding potential financial loss, due to the
small amounts of their transactions and high popularity of the
mobile payment platform.

TABLE I. PRIVACY INFORMATION CONCERNS
Privacy Information concerns

Privacy information Frequency
Phone number 7
ID number 5
Consumption record 3
Address 2
Cookies 2
Account 1
Job information 1
Name 1
Financial information 1

According to the above responses, most participants
emphasized the importance of their privacy. We explored the
reasons for this with further questions, and 3 participants said
it was because relationships can be traced through
information. For example, they believe that a person’s mobile
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payment account could reflect a behavior pattern, or a
dishonest browsing history might have a negative influence on
their personal credit. Participants also mentioned the specific
privacy information they would be reluctant to disclose, as
shown in Table I.

C. Security experience and use context

This section describes the security experience mentioned
by participants in the interview process in order to present a
comprehensive picture of security in daily life. We explored
the security experience of our participants mainly by asking
“In what situation do you use mobile payment service” and
requiring them to “describe secure and insecure use contexts
of mobile payment usage according to your own experience”.
In the case of mobile payment platforms, such as WeChat Pay
and Alipay, participants in our study indicated a variety of
user experiences that structured their perception of the
security of these systems. Based on our analysis, user
experience can be divided into five payment situations: online
mobile transaction, in-store payment, peer-to-peer payment,
payment interaction in the physical world and network
environment. Online transaction focuses on payment
scenarios made entirely on a mobile device. In-store payment
involves a face-to-face transaction between merchants and
consumers, while peer-to-peer payment describes a transfer
made between parties with relatively strong ties. Payment
interaction in the physical world involves payment between
users and machines in the public space, and the final category
refers to users’ selection of network environment for mobile
payment.

1) Online mobile transaction: The major experiences
with online mobile transaction are associated with online
shopping. In this situation, participants responded with two
security considerations. The first relates to payment system
usability. A system that runs smoothly and can provide
efficient feedback during a transaction is necessary to ensure
a positive user security experience. The second user security
experience derives from the reputation of the merchant or
payment service developer. In the case of developer
reputation (with 70% of participants’ concern), participants
mainly worried about the security of their information. In
terms of merchant reputation (with 50% of participants’
concern), most of participants worried about the quality of
goods bought online. Of note, 2 participants stated that
insurance for account security was provided by certain
platforms, such as WeChat Pay, Alipay and JD Pay, which
enhanced their perception of the security of the system.

We also asked our participants to compare the platforms
they have used in order to further understand the relationship
between user experience and reputation. Alipay and WeChat
Pay are the most popular mobile payment platforms in China.
5 respondents (50%) stated their belief that both of them are
secure, while 5 respondents (50%) perceived that their
security levels are different. 3 respondents indicated that
frequency of use of a platform influenced their perception of
security, which could lead to their belief that either Alipay or
WeChat Pay is securer. Another factor is the different brand
images of Alipay and WeChat Pay. U2 participant explained,
“Alipay looks like a large platform with various kinds of
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merchants in it. | am afraid that my privacy will be stolen and
my money is insecure... Compared with Alipay, WeChat Pay
is a platform for transferring between friends...Also, [
usually use WeChat to keep in touch with my friends. I prefer
to use WeChat Pay in my daily life since it is convenient and
secure.”

2) In-store payment: In the context of the physical store,
mobile payment systems enable consumers to pay by
scanning a merchant’s QR code or by having their account’s
QR code scanned by a merchant. In the first case, users scan
a QR code provided by the merchant, then input the charge
as well as a password to settle the payment (Figure 1). In the
second case, merchants input the amount of money first,
while the consumer provides their account’s QR code for the
merchants to scan (Figure 2). This second transaction can be
settled without the user inputting a password. The security
experience is formed through the interaction between
merchant and customer, as well as the physical environment.
2 participants (20%) said they felt insecure when paying by
having their QR code scanned by merchants. They worried
that merchants would charge them an amount of money
higher than the actual price; in addition, this method of
payment does not require their password to pay. These factors
decrease their perception of security.

In addition, 2 participants (20%) felt the physical
environment could be a risk for mobile payment users. Since
surveillance cameras are installed in public places, users
cannot avoid being recorded every time they input their
password. U9 gave a detailed description of the situation:
“There are surveillance cameras in supermarkets or banks.
When | use mobile payment to pay in these places, | input my
passwords in a hurry sometimes. The charging process needs
to be quick, so I am not able to use my hand to cover it, or my
phone screen is too large to cover. My password would be
easy to record.”

Figure 2.  Merchant scanning customer’s QR code for payment

3) Peer-to-peer payment: One particular advantage of
mobile payment is that it supports peer-to-peer transfer,
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leading to the convenience of transaction between
individuals. Peer-to-peer payment can occur between
strangers, such as buying food at a kiosk or paying a taxi bill,
or between friends, such as sharing a dining fee or sending
“gift money” [14]. Specifically, 1 participant (10%)
mentioned their belief that the method of transferring money
within a chat group is secure, where sender and recipient
already know each other. This method allows immediate
feedback, as well. U2 added that transactions among friends
provide a much more secure experience in terms of mobile
payment. For this reason, the participant prefers to use
WeChat Pay rather than Alipay for peer-to-peer payment, as
WecChat is also a chat application. In the case of payment
between strangers, the participant stated that it is better to pay
using paper money than to use mobile payment at a kiosk,
because this might avoid the privacy being stolen.

4) Payment interaction in the physical world: The
adoption of mobile payment has encouraged the development
of self-service equipment, such as ticket machines, vending
machines and bike sharing. This allows transactions not only
from person to person, but also between man and machine. In
this study, however, we found particular concerns when
participants interacted with these machines in the physical
world, as the transaction context has become more complex.

This consideration is not only restricted to the user
interface, but also applies to the physical environment.
Mobile payment for bike sharing was mentioned by several
participants. Currently, users can pay to share bikes in the city
by scanning a QR code using a mobile payment system.
Unlike the QR code scanning that happens between users in
person, self-service payment in public places may pose more
risks. One concern is about the legitimacy of QR codes
(Figure 3). When a QR code is used for payment in a public
place, itis possible for users to become involved in fraudulent
activities. For example, 2 participants stated they cannot tell
whether a QR code is the original or one pasted on by
criminals in order to steal the users’ money.

&

Scan the OR code In a sharing Lack the bike and click the

Figure 4. Payment settled in Mobike system
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Figure 5. Payment settled in OfO system

Another concern is usability. Users have less experience
when adopting a mobile payment system in a new context.
The various payment processes across different services can
cause an insecure experience. For example, in the bike-
sharing system OfO, users must manually stop the charges
after they return a bike, while Mobike (another bike-sharing
system) stops charging the user automatically after returning
a bike (Figure 4 and Figure 5). One participant worried that
the manual system (OfO) might overcharge them if they
forget to stop the charges after returning a bike. However,
another participant thought the automatic system (Mobike)
might secretly charge more than it should, as the system does
not allow users to confirm the amount before payment is
settled. This inconsistent process is likely to create an
insecure experience, as users need more time to adapt to
various payment processes despite the similar use context.

5) Network environment: Our research showed that
participants are also concerned about the network
environment when using mobile payment. 70% of
participants emphasized that they would not use mobile
payment on public Wi-Fi networks to avoid risk, while 5
participants (50%) said they would not connect to public Wi-
Fi at all. It is clear that the mobile wireless network is a
necessary trusted context for mobile transactions.

D. Other elements that relate to the security experience

In addition to user security experience, participants also
mentioned other possible elements that influence the
perceived security of mobile payment. 5 participants (50%)
expressed the need for the customization of mobile payment
platforms in order to improve their security experience.
Different use contexts should be tailored to the particular user
in terms of authentication methods for mobile payment. For
instance, users require more complicate authentication
methods (multi-factor authentication) to protect the payment
of large transaction amount, while they want simpler methods
to facilitate the payment of a small transaction amount.
Participants also revealed that they are not being told what
personal information is being disclosed by mobile payment
platforms, but that they need to be made aware so that they
can make choices that avoid disclosures of privacy. Another
consideration is that designers need to think about users’
capability of customizing the user interface. One participant
said, “If there are too many user settings, it will be a mess. I
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would be afraid that the device cannot run smoothly. Also, |
will forget my settings.”

What is interesting to note is that participants developed
certain self-directed approaches to help themselves “feel more
secure” when using mobile payment, such as hiding
unfamiliar functions in the platform, regularly deleting
records of mobile payment usage on their device, linking a
credit card to their mobile payment user account or using two-
step authentication on two different devices.

V. DISCUSSION

A. Security concerns

We investigated user concerns about security in mobile
payment in both the financial and privacy aspect. As users
connect with various kinds of services, including food take-
out or delivery services, DiDi taxi, online and offline
purchasing and social media, personal data is collected by
mobile payment platforms to understand the particular user’s
behavior pattern and provide a more efficient service. A
previous study revealed that social network services can
expose user behavior patterns, known as privacy disclosure
patterns [15]; our research found that users believe mobile
payment platforms pose a similar risk to user privacy [16].
Based on the responses of our participants, a focus on intent
to disclose private information through mobile payment,
rather than concerns about financial losses, might have a more
effective impact on user security experience. While some
participants discussed the personal information they provided
on mobile payment platforms, future research could
investigate the importance of different types of personal data
accessed by mobile payment systems and the possible
consequence of privacy disclosure in mobile payment.

B. Weakening or strengthening user security experience

In examining the use context of mobile payment, we
identified experiences that could strengthen or weaken
perceived user security in particular situations. According to
our participants’ responses as well as the previous research
[17], reputation is an important factor in the adoption of
mobile commerce, especially in online shopping. A good
reputation guarantees the security of possession and privacy.
A readily available payment record will enhance the user’s
security experience, while delayed feedback or lack of
information will weaken it. Regarding the payment process,
participants added that when they pay without a password or
have their codes scanned by a merchant to pay, they felt
insecure. This is because they cannot confirm the transaction
amount before the payment settled. These scenarios indicate
that users expect to have better control over managing their
accounts or the transaction process in order to enhance their
security experience when using mobile payment. Unlike
actual control, which refers to the capability of changing a
situation, perceived control emphasizes the user’s feeling of
their ability to maintain a coming event [18]. Previous studies
have demonstrated the importance of perceived control on
security problems in other contexts [18][19]. The results
presented in this study lead us to recommend more studies to
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investigate the influence of perceived control in mobile
payment.

In addition, users felt more secure when money was
transferred to their friends, rather than to strangers or
merchants. Similar to the findings of a previous study [20],
participants perceived the social relations in WeChat to be
based on real life, while the social relations in Alipay are
mostly based on virtual situations. The strong ties built in a
user’s actual life develop a sense of trustworthiness in mobile
payment. According to previous studies [21], social influence
can not only affect the user’s intention of adopting mobile
payment by enhancing its perceived usefulness, but also
reducing user’s perceived risk of mobile payment. The
responses in this study reveal a relationship between social
influence and perceived security in mobile payment.

C. The need for customization in the security experience

The interviews revealed the need for customization to
enhance the security experience of mobile payment. Based on
our results, setting authentication methods according to the
use context holds the greatest attraction for participants.
Authentication methods are a vital issue when it comes to the
tradeoff between convenience and security in technology
usage [22]. While customization of authentication methods is
crucial for a positive security experience, use context is an
important element. In this case, tailoring would occur
according to “location, time or resources” [23]. The complex
nature of mobile payment usage means designers must
consider the extent to which users be given permission to
customize the platform, in terms of the user’s cognitive
capabilities and the limitations of the mobile device. The
creation of self-directed approaches in order to feel secure as
reported by participants in the interviews may present possible
solutions to this problem. Under this approach, a method of
participatory design could be created to study the details for
customization. Designers could learn from users’ experience
and knowledge, formed within the use context, in order to
develop a comprehensive understanding of the users’ needs
[24].

VI. CONCLUSION AND FUTURE WORK

Although mobile payment has been adopted across many
aspects of life in China, users have security concerns in
different use contexts. In this study, we explored users’
perspectives of mobile payment security in various use
contexts, and discussed factors that could enhance user
security experience. Through the interview process, we
identified five use contexts for mobile payment to present a
more holistic picture of mobile payment in China The study
finding also recognized the need of design customization for
improving the security. The result of this research could
provide a reference to enhance security experience design
according to users’ needs and different use contexts in mature
markets of mobile payment, while its effectiveness in
developing markets of mobile payment will still require to be
verified.

Future research on the user security experience of mobile
payment can be focusing on determining what can be user
security concerns in various payment scenarios and
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categorizing their security experience for better experience
design.
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