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Abstract - The Future Battlefiedld Commander relies on
Command, Control, Communications, Computers,
Information, Intelligence (C*? tools to perform optimally in
his given tasks in versatile and hostile environments. The
concept of war has changed from traditional wars to the
asymmetric wars. This article presents a new networking
concept for sensor networks, the Wireless Polling Sensor
Network (WPSN) for the Dismounted Future Warrior. The
WPSN comprises a small ad hoc network of mobile Unmanned
Vehicles (UVs), and a fixed set of sensor nodes that
continuously survey the area. The UVs move along pre-
planned routes and poll the sensors. The article briefly
describes the Future Warrior system, presents the WPSN
solution, and explainsthe main use cases of the WPSN concept:
road-side bomb detection, location service in built-up areas,
and marking a target by Special Operations units. An
evaluation of the advantages and disadvantages of the
proposed WPSN concept is given; and a provably
computationally secure crypto-protocol between base stations
and other nodes, such as UAVSs, is presented. The main output
of the paper offers WPSN solutions together with SCPAs and
UVsto attain the maximum performanceat all warrior levels.

Keywords - Wireless Sensor Network; Future Warrior;
Situation Awareness, UAV, cryptology, One-Time Pad (OTP).

l. INTRODUCTION

This article describes a new concept called thesM¥s
Polling Sensor Network (WPSN) to be used in theufeut
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Wireless Polling Sensor Network is a part of adargystem
of communication, navigation and positioning system
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Figure 1. A Warrior's electronic skeleton.

Militaries search advantage in the future battldfie
through novel solutions utilizing existing techngies and
communication network systems and thereby enhartbieg
warrior efficiency. The main objective of thesewetks and
technical solutions is to improve Situational Awegss (SA)
[3] at all of the warrior levels in the decision-kirey
process. Blue Force Tracking-systems (BFT) aresaergial
part of SA. They provide vital information for coramders
in helping them to make better decisions and toidavo

Warrior gear. It comprises sensor nodes that are ndratricide. Troops need to be constantly precisetated. It

networked with each other but communicate with &ileo

is crucial to improve the efficiency of dismountagerations

ad hoc network of a small number of Unmanned Airwith smaller and more capable units. The units ireqa

Vehicles (UAVS), also called drones. The articlegants the
motivation and some applications of the concepe dticle
is an extended version of a paper [1] presente¢tériCDT
conference in 2010 and in addition to material fridfy it
includes an evaluation of the basic concept ofpituposed
UAV-sensor network solution, and presents a nevptory
protocol based on exchanging One-Time Pads, usecdbe
base stations and other nodes of the proposednsy3iee
crypto-protocol has appeared earlier in the depantat
preprint series [2] but has not been published.

great degree of flexibility and reliability in ondéo obtain
their goals.

Future Warrior systems apply several levels of wesr
from the least trained to the experienced commandethe
professionals of the Special Forces. Table 1 shewasples
of different technical solutions that are needediifierent
warrior levels. Demands for the solutions are dstifrom
the needs of the warriors at different levels adicwy to their
performance and tasks. The WPSN-system applicatiorss
be implemented into Future Warrior systems takintp i

The main setting of the WPSN is the Future Warrioraccount the different warrior levels.
One of the most important constraints imposed &y th

backbone and a platform for implementing requiredFuture Warrior system is the maximum weight of any

system. A warrior's electronic skeleton, shown ig.R, is a

electronic solutions to be used in modern warfarke

equipment in the warrior gear. For instance ifeugd-based
fixed sensor node has a mass can reach up to tt@ kgpdes
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can be transported to the site by the Special Borthe
UGVs present a better payload platform, but theg ar
significantly slower, and their control and comnuation
systems need to be improved.

TABLE I. DIFFERENT WARRIOR LEVELS
Warrior level Basic Warrior | Squad / Platoon | The Company Special Force
leader C Soldier
Range for the up to 3 miles, up to 5 miles, up to 10 miles, up to 100 miles,
systems WLAN/ LAN, WLAN /LAN, WLAN / LAN, WLAN/ LAN,
(comms.) P1T-radio Pl T-radio PTT-radio, PTT-radio,
SATCOM SATCOM
Duties tasked Defensive, Defensive. Defensive, According to task
offensive, offensive, offensive,
T T
+ C412 + C412
Demands for Basic gear Advanced gear Gear for C412 According fo task
used solutions and lightened
C412
Duration of up to 72 hrs up to 72 hrs up to 72 hrs up to 120 hrs
operations
Military Yes Yes Yes Yes
Operations in
the woods
Military Yes Yes Yes Yes
Operations in
Urban Territory
(MOUT)
Military No No No All
Operations
behind enemy
lines
Hostage No No No All
Missions
Rescue Missions | No No No All
Need for fire No No YES YES
support
Need for No No YES YES
emergency
evacuation in
hostile territory

In order to motivate the WPSN concept, let us tebal
typical structure of a Wireless Sensor Network (WW.SA
WSN usually contains an ad hoc network of sensdespa
gateway node, and a control station. This resaolfgoblems
with energy, security and in military applicationsf
survivability. This type of a WSN loses connecijvithen a
sufficient number of nodes is removed or destroyethay
also be too easily detected, and its life-time fm@ghort and
unpredictable. There are only few civilian applicas

available for ad hoc WSNs, such as applications fogoncept.

monitoring seismic and environmental changes. A emor
traditionally structured WSN comprises a base a@tatnd
sensor nodes connected by wireless links.

Another motivation for WPSN we get from the present
UAV systems for dismounted soldiers. UAVs bring a
significant edge in the € environment as a new sensor and

a relay platform but the present solutions are ffam
perfect. These systems have a base controllangaofisight
data link to the UAV and a relatively small UAV pigally
equipped with a camera (Infra-Red or visual). Beeanf the
line-of-sight requirement, they have a limited rangnd
cannot be easily used in urban areas. Additionathe
camera does not see anything else than what ishagpat
the moment the UAV’s camera surveys the area. glsin
small UAV has also a very small payload on the eanf
pounds [4].

The Wireless Polling Sensor Network (WPSN) is
proposed as a solution to the problems of bothWisN and
the small UAV systems. WPSN comprises a mobile @d h
network of UAVs or UGVs withl-n nodesn being a small
number, and a set of fixed ground-based sensore. T
network of UAV can operate as a multi-hop ad-homvoek
in case it is motivated, for instance, by multis®mn co-
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operation, or by a lack of a line-of-sight conneati A
control station has a data link to a selected nofd¢his
mobile network. More than one node improves subilits
in applications where nodes can be destroyed. Eneos
nodes do not form a network but they are polledaby
selected node of the mobile network. A possibiiitythis is
created by adding a random-access event channel.

The WPSN solution has many advantages over the
traditional WSNs: Pollingan use sensor specific codes and
security issues become easy. The fixed sensor rdmest
lose connectivity even if a high number of nodeg ar
removed. The WPSN is a part of mobile mesh network
systems operating in an environment of harsh pratpag of
channels and interference, frequent and rapid asarng
network topology [5].

The need for a special gateway node, typical toSNW
is removed: the fixed sensor nodes use directiangnnas
that only emit in the upward direction and an UAWIlg
them. The signal strength remains sufficient fddA&V on
reasonable altitudes and the fixed sensor nodedifficlt
to locate by ground-based measurements. The transmi
antenna selection is a practical technique for eatmg
significant power gain, even with commodity hardevand
without changes to the 802.11 protocols [6]. Foaregle,
field experiments have been conducted in whichnitevork
was based on the frequencies of 2,4 and 5,8 Gldd, also
the 900 MHz frequency was used for the point topwiode
[7]. The detection methods are based on motiorheeit
seismic, or acoustic etc. The WPSN concept caralseein
Unmanned Ground Vehicles (UGVs) instead of UAVsaln
UGV application, the fixed sensor nodes can, fanaple,
be GPS pseudolites that an UGV installs [8]. The
composition of this paper is as follows: Sectiomrvews the
background work. Section 3 presents applications)&Y/-
based sensor networks and the overall evaluatiothef
Section 4 concentrates on a provably
computationally secure protocol between base swtand
other nodes. Finally, Section 5 concludes the paper

Several Future Soldier Programs are currently wnalgr
in various militaries, including the Finnish Armefthition
work contributing to its Future Warrior (Future Eer
Warrior, FFW) and its demands. The result involdeBning
the gear for each level of a Future Warrior. Thiticed
solutions involve communicating, Situational Awazes
(SA) and Command and Control (C2) information among
highly dispersed battlefield units in a dynamic ieslvment
[3][9]. In fact, the US Army is fielding its new S8ystem
known as Force XXI Battle Command and Brigade and
Below (FBCB2) [9]. An extension of this is the DeBpeen.
The need for UV-based sensor systems is cleareTdrer
strict constraints on the weight and dimensionsqfipment
carried by a soldier and therefore it is esseftiathe Future
Force Warrior (FFW) to be networked and to use rezie
ystems based on new innovations. One way of nkimgpa

RELATED WORK

S
Koldier installing a high-bandwidth conformal amtaninto

the soldier's helmet with the coverage of over 78biz
through a 2,7 GHz frequency band [10].
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Systems that are very similar to the proposed WPSNside bombs’ efficiency related to their unpredictecation.

comprising a network of UVs and a fixed set of sessdo
not seem to exist yet. Presently UAVs are directignected
to a base station [11]. There are some experimésral

networks [11][12]. UGV networks seem to be non-&xgs

while single UGVs are widely used e.g. by policecés.
However, all technical elements of the WPSN solutioe
available. The novelty of the WPSN solution is riot
technical elements but in the realization thatgbleition can
fill certain currently critical military needs.

By using a solution based on the Wireless Polliegssr
Network, road side bombs can be detected usingnie
technology based on novel sensor data collectidmtques.
The detection procedure involves the following @sas

Firstly, the new concept of Wireless Polling Sensor
Network comprises fixed sensor nodes, which do not
communicate with each other. These nodes answeokile
polling if they have something to report. The mekpblling
nodes are a swarm of pre-programmed UAVs equipptéd w

The WPSN system uses a mobile network of UVs.rt cahoming devices.

be considered as a Mobile Backbone Network (MBNxaof
sensor network. A typical layout of a MBN is basedthe
Backbone network (Bnet), access nets (Anets) agdlae
(flat) ad hoc network(s) [13]. A Mobile Backbone tNerk
Routing with the Flow Control (MBNR-FC) method is a
known method to improve network throughput as \aslthe
packet delay, the delay jitter and the loss ragdfgymance
[14].

Possible solutions for tracking and location senhave
been searched from satellite positioning systeike, the
Global Positioning System (GPS). With Differentalobal

Secondly, the fixed nodes detect activity at trerside,
such as humans or large objects moving. The detedsi
based on a significant change in the electromagneti
spectrum, such as thermal, magnetic, or seismiogehaf
the monitored area. The UAV patrols the area retyléor
instance, once an hour. Finally, as bombs areailgiplaced
on the sites hours or days in advance, the WPShKcappn
does not require real-time reporting to match theds.

The fixed sensor nodes do not emit electromagnetic
radiation except when the UAV sends a polling retuéth
a specific code. The static nodes use directiom&ireas and

Positioning Systems (DGPS) the errors of GPS can beommunicate directly above (in a certain angle)Vikeless

corrected to the acceptable level of few meter$ [2}4[22].

Polling Sensor Network has an edge over a tradition

However, GPS cannot always be relied on and edpecia Wireless Sensor Network, for the system will remain

militaries that do not own positioning satellites aonstantly
in search of alternative methods.

functional even if some sensor nodes have beerogesdt A
swarm of UAVs as polling devices gives an edgehe t

There are many existing MAC protocols and some ofystem resulting in reliable data gathering as $edfig. 2,

them can provide sufficient Quality of Service iIMANET.
The mobile ad hoc network between the UAVs in tHeSM
uses a MAC protocol called ISMA/RA (Inhibit Sense
Multiple Access/with Reservation for Ad hoc netwsrk
presented in [26]. It was developed in 2004 by finst
author and Marko Ahvenainen [27] for military adcho
networks, and has been implemented as a simulatael.
ISMA/RA can be considered as a modification of ISTA
[15]. The idea in ISMA/RA, as well as in ISMA/P and
PRMA [16], is to guarantee bandwidth in multiplepbdy a
combination of random access and polling protocuisi by
dividing the time axis into slots. The behaviorl8MA/P is
analyzed in [17] and well understood. The TDMA aguh
for ad hoc WLAN networks is also used in HiperLANKt
the solution and performance issues (like in [18])
HiperLAN are quite different from those of ISMA/RAhis
paper offers a provably computationally secure quoit
between base stations and other nodes combinedthth
introduced use cases of the WPSN. The introducedrse
protocol combined with use cases of the WPSN enahle
maximum performance at all warrior levels.

Ill.  APPLICATIONS OFUAV-BASED SENSOR NETWORKS

The article describes three scenarios in which/MRSN
can be utilized to maintain the initiative; nameip, the road,
in built-up areas, including inside buildings, arfohally,
how the Special Forces can utilize these systefjs [1

A. Road side bomb detection

and the arrows indicate the data transmission letvike
entities, the UAVs and the sensor nodes.
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Figure 2. The structure of the WPSN with the swarm of UAVs.

Energy consumption in a multi-hop sensor network is
higher than in the proposed solution since messé&ges
other nodes must be relayed, and this depends en th
placement of the nodes relative to the control fpolie
detection of the sensor nodes by the opponensds ralich
easier in a fixed multi-hop network. The WPSN hasdr
energy consumption together with better protectigainst
detection, resulting in increased survivabilitytloé network.

The polling procedure begins with mutual authetitica
of the UAV and the sensor. After authenticationgsta
information is sent in encrypted from the sensahsoUAV.

Increased Overseas Operations present road sidesbonince the transmitting power of a sensor is lowedional

as a serious concern for the friendly troops duthéoroad

antennas are used for securing the transmissioartiswthe
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UAV. This enures the safety and QoS of transmissidre
jamming of the system is made difficult by directd
antennas. The system is battle-proof and answdystoe
UAV after a defined and pre-programmed identificati
protocol.

As the signal
forwarding delay are 10 ms and 15 ms, respectivitlg,
communication delay can be understood to be orcegpted
level when a swarm of UAVs is used to collect teeraed
sensor data [29]. Since currently neither a tdsbtatory nor
UAVs can be utilized for testing purposes, the linfation
referred to in this particular section of the papdrased on a
relevant study [29]. As explained in Section Il page 3,
the UAVs are used in swarms of three or four ineorth
ensure maximized data gathering and the validitythef
sensor data. Moreover, as described in Sectiorrdliable

communication between a single UAV and sensorsstake

only fragments of seconds after the identificapoocedures.
In this case, the altitude of the swarm of UAVs480
meters. This altitude indicates that, once the earggl the
transmitting sensor is from 5 to 7 degrees,
communication area at the altitude of 400 metes igast
33,3 meters in diameter and in maximum 46,7 meiters
diameter. In this example the speed of a single U&B0
km/h and 22 m/s allowing a UAV to receive a siginam a
sensor for longer than a second. And again, asaexul in
[29], the signal propagation time and the messageaiding
delay are 10 ms and 15 ms, which gives enough fiimea
single UAV to communicate with each sensor in arswaf
UAVs. And in case a single UAV fails to communicatigh

a sensor, another member of a swarm of UAVs calacep
this function. When all the collected data are fiesli these
accrued data can be merged.

propagation time and the messageand Warriors,

the
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An Army tactical warfighter needs network servitesh
On-The-Move (OTM) and At-The-Halt (ATH) [23]. Ond o
the lessons learned from Iraq and Afghanistan Wwaseed
for a more robust Beyond-Line-Of-Sight (BLOS)
communication capacity between the lower Army emhel
from Squad Leaders to Battalion
Commanders [23].

The SCPA technique is used in Mars Rover Navigation
[8]. The application can be as follows: The waripotls the
SCPA stationed on the urban battlefield (roof-tops,
perimeters of buildings). The warrior acts as dipplUAV
as described in Fig. 3, and the arrows indicate da&
transmission between the entities and the triaskybged
objects represent the SCPA.

Figure 3. The WPSN presented in the urban infrastructure.

The proposed and described solutions have to bedbas
on novel, generic and robust battlefield-proverugohs in
order to meet the given needs, and this in turrolires

The topology of network systems has to be correctlypddressing the topology of the network system oéyef

coordinated (i.e., managing spectrum usage withumgro
mobility patterns). The hierarchy of a network tasupport
this. This can be achieved by hierarchical desigrere
devices are only to interact with their peers frthra same
group [19]. This means the swarm of UAVs commurmisat
in the same intra-group while the UAVs and multisars
are in an inter-group with the UAVs. This ensures QoS

The novel sensor data collection techniques incldde
the Development of a new networking concept: Wagle
Polling Sensor Network, 2) A mobile ad hoc sensgmwork
that can support near real-time streams, and 3g1@e8OA-
interfaces for sensors and sensor platform con@ole of
these is the medium access control (MAC) algoritmal
protocol for ad-hoc wireless networks that emplpgsver

and proper maintenance of networks. Improved ndtworcontrol spatial-reuse scheduling techniques [24he T
performance can be obtained by using more channeldletworks inside the WPSN solutions have to be fonet
aggrega’[ion of more packets per frame and app[epriaand communicate as seen In Flg 4, and the arnoglisate

channel assignment [20]. A UAV can be used as tiopha
to provide the needed services, for example, Diyitdeo
Broadcast Terrestrial [DVB-T) and Digital Video
Broadcast —Handheld (DVB-H) [21].

B. Location services in urban areas

Another interesting application of the WPSN is tedgto
positioning and location services, especially inbaur
warfare. This solution is based on the Ground Rwditg
System (GPS) and the GPS-Pseudolite, better knewhea
Self-Calibrating Pseudolite Array (SCPA) [22] [8tudies
indicate that the SCPA provides an effective meahs
acquiring a satellite-based Carrier-phase Diffea¢rBPS-
type (CDGPS) centimeter-level positioning in looat
without access to the GPS satellite constellai#jn [

the data transmission between the entities, the $Jand the
sensor nodes.

Intra-group network

/Y

1. Authentication protocolion
2. Question/answer
3. End of transmission

Inter-group network

Yo= 3
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Figure 4. The principle of the network topology.

Since the power production and power consumptidh wi
remain as a challenge, certain actions need talteessed.

Thus when defining the network design, it has to be

emphasized that network coding enables a moreiesffic
scalable and reliable wireless network [25].

The multi-sensor system comprises (Fig. 5): 1) ratrob
unit (CU) that is placed on the operational cenfg,a
number of sensor control units (SCUs) that formabite ad
hoc sensor network capable of near real-time datefer, 3)
sensor platforms, such as unmanned air or lanccheshi4)
different types of sensors, and 5) new algorithorsnfiulti-
sensor collaboration.

Figure 5. The network system of the WPSN.

Another application in an urban environment is dtimu
hop mobile sensor
investigation of buildings or placing SCPAs on &siA
network of a small number of such UGVs does noseme
technical problems as a small mobile ad hoc netwouk it
removes the need for a line-of-sight connectione Timain
new advantage is the addition of location mechasismd
pre-planned routes that are manually assisted waeded.

C. Solution for the special forces

The Special Forces need a precise location ofgetdn
have it destroyed. Let us assume that in this elarie
selected target is heavily fortified, guarded andltbof
concrete, or buried deep in soil. The power of emtiwnal
weapons used by the Special Forces is not enougbstooy
the target. Therefore, the target has to be mafeedhe
bombs or guided missiles. This idea utilizes thespulities
of the Wireless Polling Sensor Network (WPSN), dhel
solution is based on the use of the SCPA. The igl¢a set
the SCPAs close to the selected target and meadbkare
distance and direction from this specific spotlet target.
This way the place of each SCPA is very precisedasnred
in relation to other SCPAs and the target. Once lths been
done to each SCPA, a swarm of UAVs can be senhein t
way to poll the SCPAs and collect the data to bagmitted
to the destruction device for preparation purposeseded.
The SCPAs do not form a network between each othes,
not transmitting, and they do not have a specificugd
station. Pseudolites only answer the UAVs accordinthe
communication protocol described earlier in SectibnB.
In Fig. 6 below the arrows indicate the data traesion

network consisting of UGVs for

62

between the entities, and the question mark inekcaébe
target to be destroyed.

_r

Figure 6. An example of the SCPA in the use of the Speciatém

Once the pseudolites are set on their positions, th
selected destruction device (in this case a fightigh an
intelligent bomb) approaches the target at the ctede
moment and drops the bomb and dismisses the ales.
destruction device polls the SCPAs while headingatals
the target and, based on the collected data, theudéon
device is being guided at its target. This protataietes the
need to depend on GPS-satellites and thus givesiga to
gain the goals in rough and mountainous terrairere/GPS-
satellites cannot be seen all the time. JammingRAS is
not easy, for they transmit the encrypted data onlge in a
very narrow angle (5 — 7 degrees) straight upwardsafter
the bomb has the data, it is locked to its target.

In this paper the altitude for a swarm of UAVs hagn
defined to be 400 meters because a UAV is harettiect or
destroy from that altitude. Furthermore, the diséabetween
the UAVs and ground-based sensors ensure reliabnsn
of communication. Besides, small UAVs are relativel
inexpensive and easy to replace which makes them an
invaluable asset in military operations.

D. Evaluation of the concept

As the UAV sensor network is still on the desigagst
and no implementations can be tested, evaluatiomhef
whole solution can only be based on looking at lhsic
ideas of the concept and finding its strengths and
weaknesses. We go through some typical issueslitoaid
be considered for any sensor network solution.

Offered serviceThe proposed WPSN solution provides
location and targeting service, and in the roae $idmb
application continuous sensor data collection fitbwen area.

In the last application the solution does not greéable
alarms of intrusion, unlike e.g. burglar alarm eyss.
Therefore the information is likely to include mafsise
positives and a rapid reaction to each sensor itatathat
might indicate an effort to plant a bomb would be
superfluous. It is sufficient to poll the sensodes after a
relatively long period of time immediately beforepatrol
tour. The solution does not assist in fast respdmgecan
mitigate the effects and provide sensor data for
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transfer data of other nodes does not occur simeeénsor
nodes communicate only with the polling network,ickh

Coverage issuesThe proposed system is suitable forcan be assumed secure. Unauthorized removal obrsens

areas so large that they cannot be easily coverea ftxed
wireless base station, or by a WSN, and the saenfors
can be formed of disconnected parts, unlike in WEhe
use of a network of several UAVs is a clear improgat to
the present applications where one UAV is contdoly a
ground station and a line-of-sight connection igureed.
This limits the operational range of UAVs to roughén
kilometers in open areas and prevents the use &fsUia
urban areas. A networked set of UAVs can incre&se t
range by multi-hop routing. If one UAV has a linksight
connection to a ground station, it can forward ragses to
and from other UAVs. This requires that the MAC tpool
supports real-time traffic. Controlling a UAV (aedpecially
a number of them) through multi-hop connectiongififscult
but in the presented solution it is made possigléhb sensor

nodes is interpreted as a signal of undesired ifctiVhere
are ways to protect the sensor nodes against effotreak
the security algorithms protecting their commurnaatwith

the polling nodes, e.g. by self-destruction, eviethére is
physical access to the sensor nodes. The senses sbduld
be difficult to find, otherwise they may be stolefhhe

communication mode of replying only to the pollingde
request makes the nodes difficult to find by eleectragnetic
Sensors.

Energy issuesPolling is in general considered a less
efficient communication method than generating &véom
incidences, since many nodes have nothing to rejothe
road-side bomb application there are some factbeg t
change this conclusion. It is desirable to get a&y-ative
announcement from each sensor in any case; therefer

nodes: the UAVs have a pre-planned route and feidba not sufficient to generate events only if somethsogpicious

information from the sensor nodes allows the UAYsniake
corrections to their positions and to stay at tamped route.
It is also expected that a ground based pilot cantral the
swarm of networked UAVSs by steering only one ofthand
relying on suitable control protocols that keep th&Vs of
the swarm in a fixed formation. Connectivity issf@sann-
node UAV/UGV network can appear but they are tylpioa
any mobile ad hoc network (MANET). In the case d?P$W,
connectivity problems of the MANET are minor sinite
UAV/UGV nodes follow pre-assigned paths and the peim

happens. The time to poll the sensor nodes is gibgi
compared to the time the polling UAV needs for tbend
trip for physical reasons, so polling is not slowvethis case.
The energy constraints in the UAV are not a lingjtfiactor.

It is of course possible to create a hierarchiesiser node
structure where only some nodes communicate with th
polling nodes while the other nodes report eventghe
communicating node. However, some robustness tsiros
the hierarchical model. The polling network conchpt a
clear advantage in networks that are essentiallg- on

n of nodes is small. Connectivity issues between theimensional, like a road side: a WSN node must pass
UAV/UGV and sensor nodes determine how strictly themessages created by other nodes; consequentlyétgye
UAV/UGV must follow the pre-assigned path but thisusage cannot be well predicted. In the WSPN saiutio

restriction can be avoided by increasing the aétwf the
UAV. From a sufficient altitude the UAV can receidata
from all ground sensors.

Operational limitations: The most important restriction
to the system is caused by weather conditions, wtic not
always allow the use of UAVs but this limitationrist seen
as a major argument against the solution. Thergptiievice
could of course also be a ground-based vehicledagihe
weather dependence. There is an advantage in aisib\V
since camera picture from an UAV can often giveabpble
reason e.g. why a sensor node is not communicafihg.
solution requires usage of planned routes. There
naturally be many alternative planned routes. Ttwecept
does not in any way require that all sensor nodest rhe
polled in any specific order.

Performance issuesPerformance evaluation of the
whole system is not presented in this article sithege are
no real-life experiments so far. We can descrike rtrain
performance issues. Traffic congestion problemsnatan
appear in the system: the UAV/UGV makes the round e
every hour and collects sensor data from a relgtismall
number of sensors.

Dependability issuesThe WSPN network cannot be
easily disabled by removal or blocking of some sodses is
the case for a WSN in essentially one-dimensiomeasa
such as a road where one parked truck may discotimec
WSN. A problem of a malicious network node unwijito

energy usage can be well estimated and it is nmopeftant
to have a good estimate of the battery life-timantta
maximal prolongation of sensor operational timeween
battery recharge. The same patrol routes are red for
years, nor do the sensor nodes need to last fos ygthout
recharging. The energy needed to communicate wigh t
polling node is not negligible, but especially alse t
communication is in free space, it is not assunmetid a
limiting factor for the sensor node batteries. Bighcy of
energy in ground-based sensors and in UAV/UGV ndiglas
limitation but the sensor nodes do not need todpeaally

casmall in this application.

Technology developmentA proposed technological
solution should have characteristics that makeoterfiuture-
proof. The WSPN solution is open to developmerdesfsor
techniques. It may be possible in the near futoreldtect
threats better from sensor data, e.g., to distsigbetween a
deer and a walking human. Applications of unmanned
vehicles to military and crisis management situegtiare also
a fast developing area. Ad hoc sensor networks bavihe
other hand met with certain scalability problemssifple
polling network concept seems to give future premis A
military system should be flexible enough to havarsge of
usages. While the WSPN concept has been createtthefor
current need in road-side bomb detection, the sydtas
other applications e.g. in location finding anddrgeting.
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Possible applicationsThe road side bomb detection is does not gain any information of the next symhudieled, let

the main application. There is a current need tf@and the
existing methods, i.e., disabling communicatioatdED by
jamming, and surveillance by UAVs, are inadequate use
of WPSN for targeting instead of GPS has some adygas
and disadvantages. It is vulnerable to ground-bgsacing
but on the other hand, the frequency can be seldaien a
wider range. Location service in urban area is ahmatudied
but difficult issue. The proposed system may beadig
solution.

IV. A PRrROVABLY COMPUTATIONALLY SECURE
PROTOCOL BETWEENBASE STATIONS AND OTHERNODES

K .
Al pe divided into two disjoint sets of bifs and D

64

andC is guessed,D is unknown. We can try to guess a set

Ka-:
E of bits from AI*K  The remaining set of bits in

KA’HK is denoted bf . The setC has at most half of
the bits in a symbol and we cannot obtain more toitE:
than there are i . It turns out that the bits dE can be
assigned any values and there always disand F such
that E has the assigned values. Thus, guesﬁnm this

In the case of UAVs and other easily captured node§,ay is not possible. There is another way to proceéen

there is a special disadvantage in using ordinagpptc
algorithms requiring stored key. There is alsotinee and
no computing power for asymmetric algorithms. Wé w
give a solution to this problem by novel idea olenging
One-Time Pads and encrypting data with one of thi@<
The other OTP must be discarded for security reason

A. Basic idea of the crypto-algorithm

One-time pad (OTP), or Vernam’s cipher, is a crypt

algorithm where the key is as long as the plairt. t€ke
modern version of the algorithm simply takes a tsiew
exclusive or of the key and the plain text. Derp#xclusive

or by O , the key K by a sequence of symbols
K= (Ki )i , and plaintext byA: (A‘ )i , the cryptotext in

OTP is X=AUK :(A L Ki)i . OTP has perfect

security because even if all keys are tried, itadspossible to
break OTP: for any plain text there always exiskewp that
encrypts the plain text to the observed crypto. t&tP has
only one problem, as the keys are very long, therao
convenient way to transfer keys to the sides
communication.

In this article we describe a simple method of exgling

OTP keys in such a way that we obtain a method witl

provable computational security. We will brieflygain the
method. If A and B are two users and A wants talsgata

A to B, let us first assume that A and B have exghen

their OTP keysKA and KB in such a way that an attacker

can seeKA 0 KB. IfAsendsKA OA

only get
(KADKB)D(KADA):KBDA

and cannot open the plain teRt. This method would
have perfect security, but we cannot exchange e keys
quite as well as here. The proposed method showketo

attacker AT O Ke )i g (Kai D Kgjivki

, the attacker can

for some fixedK . Using this relation the attacker can

Kai Kai
guess one symbol' A1 and calculate the symbol A1 K.
Thus, we have only computational complexity. Howevie
the attacker can only guess half of the bits in gymabol, he

n

is guessed we can open a part of plain tdxtIf the
plain text has internal correlations between bitsn we can

try to guess the bitd . The proposed solution is théY is
cryptotext of a conventional symmetric cipher whithkes
statistical correlation. This cipher cannot be lerolbecause
the cryptotext of the cipher is not seen. The &taonly
oS€es the cryptotext xored by the OTP. The attackargo
through all keys of the symmetric cipher and gubssplain
text, but this can be made harder than directlysging the
OTP symbol. This leaves guessing at least halhef@TP
symbol as the only effective approach. The actugthod is
a bit more complicated than this simple idea antl @
described later.

The proposed method requires sending three times as

much data as a conventional symmetric cipher: exgihg
the OTPs is necessary. Computation time is notssaciy
increased and xoring is a fast operation. Whierdhoday
exist good ciphers for which there are no effectacks,
there are reasons for searching for algorithmscaseOTP
exchange. One reason is that currently there ang fesv
good crypto-algorithms, second is that algorithrasda on
hard mathematical problems invite mathematiciansytdo
rpreak them and we do not know how long the algorith
stand. The third reason is that symmetric cipheiguire
storing the keys, so if a node holding a key ig, lescurity
can be broken.

B. Related work

Exchanging OTPs as a method of
computational security has not been proposed eadiéhe
author’s best knowledge. There is no direct relatedk but
the idea has been taken from Simon Singh’s popgi@nce
book [28], on page 282 Singh mentions an algoritivitich

we have drawn in Figure 1. Singh attributes it t®o a

unknown inventor. To the authors’ knowledge it hast
been discussed in scientific literature, whichds gince the
algorithm is quite interesting: onlf3 needs to know the
one-time pad. Let us look at it and later fix thelgem it
has.

Let r be a prime and we will use integers modtilp
i.e., not bits, as symbols in the following cryigorithms.
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Let t =1 be an integer. A one-time pad (OTP) is a crypto

65

algorithm that encodes the plain text
’ P BE(t) - BjE(t2) = (B - B;)DA+a). ()
D®),D(),D@A),... @
with a key Thus, the algorithm in Figure 1 has a serious flaw.

However, to some extent the problem can be remoived:
order to get a secure algoritthhmust send both the data
K®,K(@2),K@O),... 2) and the key. As a way to get the key’det us first think of
sending it in plain text in a channel consistingeparate up-
link and down-link channels as in Figure 8.
by taking the bit-wise exclusive dd , thus the crypto text

IS
..., D(3), D(2),D(1)

vy

KOODM,KQRODE@,K@DODA,... @ A KO KO KD 5

A

The task is to get the key to both sides. Let tss Gionsider
an algorithm whereA sends datdD(t) to B over a two- - K(6), K(7), K(8),...

way additive channelA sends the data in plain text ab
sends a one-time pad(t) to A. Let us assume that the
end-to-end delay id symbols, see Figure 7. A echoes the OTP fror® back to B. Now A learns

the one-time pad oB . On the down-link we have the OTP,
S0 it is secure. Let us secure the up-link by arotime-time

Figure 8. Better, but the key goes in plain text.

..., D(3), D(2),D(1) - pad, this pad is created Hy. For clarity, let us denote the
A - B OTP created b)B by
K(1), K(2), K(3),... Kg@),Kg (2,Kg@d.... %

Figure 7. Interesting but insecure.

and the OTP created b9 by
Let an eaves-dropper be located at a place thatsgmbol

transmission times from the place #f, or he can use KA KA@),KaB),-. (8)
directional antennas. He can read encrypted data

There is no place to send any data, so let us tforge

E(t) =D@A+t—j)+K({t-T +j)B;. ) sending the data and we shall only send the one{tiads as

] in Figure 9.

The real numberﬁj > (0 gives the difference in signal ..., Ka(8), Ka(7),KA(6),...

strength of the signal fromA and from B at the placej >

of the eaves-dropper. The fault of the protocdhi if the ...,KB(3), Kge(2), Ks(1)

eaves-dropper listens in two placgs,andi, and in two A B

timesty, to, he can subtract the signals and get the data. ....Ke(6), K&(7),...

Let the times be chosen such that h

Ka(1),Ka(2),KA(3),...
h+j=try+i=a. (6) Figure 9. The basic idea of OTP exchange.

Let us denote b)g PLy X2y - 2

by A for encryptingKA(t) by Kgl(t _T). B applies

I' a mapping used
Then
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the same function 9 for encrypting KB(t) by By guessingyl the eaves-dropper can solv@ from
KA(t —T)_ The function9 is known to bothA and the first (up) equation becauf® can also do it. Having

B and does not contain any secret parameters. Wenassuobtained X1 the eaves-dropper can soh¥2 from the

second (down) equation sincB can also solve the
equation. This can be continued to the next keybsjsn

Kg(t=T) 4,q9(Ka®),Kg(t-T)) ©) Eup(ts) = 90x2,¥2) Eup(ta) = 9(y2,%s) (16)

that B can obtainKA(t) from knowing

Thus, if there are unique solutior)l(i‘, yk, the eaves-
Likewise, we assume thad can obtainKB(t) from  dropper can obtain the whole one-time pads.
knowing

KA =T) 4g 0(Kg (O, KA(t=T)
and ' (19 every gues9/L. As the algorithm treats alk, YK in the

The algorithm in Figure 3 is the proposed OTP exgea Same way, the eaves-dropper might just as welt &tam
Next e will analyze it.

Let us firstly notice that value)s(k, Yk that agree with
what the eaves-dropper is listening can be compided

guessing anyXk or yk. The important thing is that he does
C. Analysis not get any more information from this OTP exchange

Let us assume that the eaves-dropper follows datfa b protocol. If he wants to know if his guess is cotréie must

from the up-link and the down-link. Let us assuimat the is compute some value)ék, k=12,... and check if he can

) symbol transmission times from the place/bf On the  open data encrypted b§ B encrypts data
down-link he hears Dg(®),Dg(2),Dg(3),... (17)

Egoun(®) = O(KAQH = DKGAH=]=T) (131 iy as

On the up-link he hears Kg@® O Dg® Kg(2)0Dg(d,Kg (@O Dg ().

Eup® = 9(Kp =T+ ), Kalt+]- ZT))_ (12) Perfect security of OTP does not any more hold. fifee
symbol may decode to anything depending on thesgaks

He cannot gain anything from listening in two pes K @ but already at the second symbol the eaves-dropper

signal strengths attenuate In the same way for the may notice that data does not decode to some $emkita.
parameters of the functi(91, it suffices to look at different The important question is if the eaves-dropperamsbetter
times he reads data. Here we also do not neegtonasthat  way than guessing one key symbol or a large paitt &fe
the channel is additive. The channel adds noise anghn naturally select the symbol length in bitsuchsa way
distortion, but these issues are not of conceustaow. We  that guessing one symbol or a large part of it hyebforce
focus on the cryptographic algorithm and assume tt& s sufficiently difficult.

channel has not errors or distortion. The eavepg#ocan If any faster way for the eaves-dropper exists ddpe

read the up-ink and the down-link in different émand try largely on the functiod . Let us select the function as
to solve the keys recursively. Let )

. g(y.x) = x+y2"' 2 modr (18)
ty =ty +1-2j (13)
o lot us write r \I,_v:tere n= DOgZ r—l is the number of bits in the prime
X1 =Kpti-T+|)=Kr@+to—j-T
1=Kg(ty i) g+t —j-T) (14) X=Xa *Xp 0y = Yat Yo (19)

Y1=Kaltp+]-2T) yp =Kal+ty—j)

be representations where and Y have been split into

Then two parts that do not have any bits in common @irthinary

Eup(ty) = g(xl,yl), Edown(t2) = 9(¥2,%) (15) representations. For instance® can be the low bits and
*b give the high bits, but we allow any kind of aitspf bits
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n
into Xa and Xb. The eaves-dropper can check if the bits in  gets 2 (possibly not different) values Whe)r%b and

Xa are decoded into sensible data in the data sef bgs

B encrypts with OTP, there exists key b)|§§ that decode
the encrypted data into any selected data. Thesedrepper
must try to computé/ by solving
e=g(y,x) (20)
After obtaining the key symboY the eaves-dropper can
decrypt data encoded b@l . If also some bits of data

encrypted byA are sensible the eaves-dropper may try tot

conclude that he has made the correct guess dn‘ilrhé(a.

If he can obtain all bits oK in this way, he has a method of
effective crypto-analysis, but if he must guesargé part of
X pefore he can conclude that the guess is colreateeds
a good guess before (15)-(16) can be used. Letas that
the latter case is true. The following theorem gsags more
than half of bits in a symbof must be guessed before it is
possible to test if the guess is correct.

ellZ,

Theorem 1. Let be a fixed number. Let

= + = + .
X=Xa*Xp ang ¥ = Ya " Ybpe representations where

Yb range over the numbers %”/2. Different values

(Xb, yb) and (Xb, yb) yield the sameZ only if

Xo +Yp2" 2 - x, +yp2"2 =0 (modr) 23)

n/2 r 1 AN/2
The number Xb+yb2 _Xb+yb2

typically about2N bits and! has N bits. The probability

has

hat the number is divisible b is about2_n . We
can say that almost always values from two z(b, yb)
and (Xb, yi3) are different since there a?en possibilities
for (Xb, yb) and the probabilityz_n means that in
average one may not be obtained. The probabil@y_n is
very small compared to the probabili%/_n/2 of guessing

Xa by brute force. Thus,

9%, ~%a ~¥a2" 2=z (modr)

X and ¥ have been split into two parts that do not have any

bits in common in their binary representations. E(@t and
n

Ya have maximun? valid bits (i.e., the length Jfa and
Ya can bel bits but only at most half of the bits are
determined byxa and ya, the rest are determined b)§b
and yb). For any Xa and Y2 there almost always exists
b and Yb such that®~ 9(y, ). Almost always here

-n
means with probability on the range br2 .
Proof: Let us consider the first order congruence

2n/2

9(¥.X) ~Xa = ¥a2"' % =% + yp2" 2(modr) )

As I'is a prime, the number

z=xp +yp2" 2(modr) 22)

can be satisfied for almost any selectiort & and Ya.

From Theorem | we notice that unless the eavespérop
can guess more than half of the bits in a symbotdrnot
conclude anything by checking decrypted data. Hf/¢he

bits decrypted byxa and Y@ make sense, it does not mean
anything at all. Just as in OTP, any sensible fatahese

bits can be obtained from some selection )((JEF and Ya .
Only if the eaves-dropper can guess more than dfatfie

bits of a symbol, ther%(b and Yo have only a limited range
and Z in the proof of Theorem 1 cannot be found. Then th

equatione:g(y’ X) is usually not satisfied for any

selected™@ and suchya, that the data sent b§ makes
sense. We conclude that the algorithm has in aioesense

. . 12 .
provable computational complexity &n trials.

A provable lower bound Ogn/2 trials by brute force
would be much better than the situation with cotioel
stream ciphers. While there has been recent pregres
stream cipher design, new crypto-analytic methads still
be developed. The reason why the OTP exchangecptoto
could be better than modern stream ciphers isypdtit to
the fact that an algorithm encrypting real data tmesove
the structure of the data. The OTP exchange prbtisco
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encrypting random keys that do not have a structiartly
the reason is that real data is encrypted withtone-pads
that do not try to remove the structure from théadéey
simply make every possible decoding of the dataakgu
probable.

However, Theorem 1 does not quite say that theie is
trials by brute force. There are two

lower bound of2"’?

possible ways of attack. In the first way the dtaanay try

to guess the correc>t(a and check it by decrypting data
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original perfect security but it is quite good far more
practical system than plain OTP.

D. Possible modifications
Let us look briefly at another possibility. We maljow

non-unique values fo%(k, yk. It does not make decoding
data especially harder, the decoder must at eade select
from two values. As an example of such a posgjbliéit us
select

encrypted by OTP. As every key symbol is randomly

selected, the correéa is random and by Theorem 1 there

is practically no chance that the attacker can gaiything

unlessxa has more than half of the bits in a symbol. The

only choice in this attack is to gue)s(§ by brute force.

The second way is that the attacker guesses data

encrypted by OTP and computes the key symbols fram
guessed data and the encrypted data. Then he dhétk}y
(16) is satisfied. This attack works well if platext is
encrypted. For instance, if any part of a text thas been
encrypted by OTP is revealed and the encrypted afatiae
corresponding key exchange is obtained, it is pleimmatter
to open all text that has been encrypted with theP.O
Possible attacks include searching for publishecliaents
that have been encrypted by OTP. This is similahé&oway

the Japanese diplomat cipher was broken in the nBleco

World War. The attack does not break the OTP sysbern
all other texts that are encrypted by the same Q@id>

a(x,y) = X + Xy + y2 modr , (25)

where! >1 is some integer. The quadratic equation

e= y2 modr (26)

has two solutionsZ and I =2 if € is a quadratic

residue and no solutions if it is not. We can alsvegmplete
(25) into a quadratic form as

(y+ 2_1x)2 = y2 + Xy - xZ modr , 27)

thus

(y+2_1x)2 =g(x,y) ~-x2 +x modr . (28)

broken. Another attack is searching for common long

phrases. If the symbol length is 256 bits, the gphmraust be
longer than 128 bits, i.e., 16 bytes. Such ardivels long
phrases, but not impossible to find in text. THea attacker
must search for the correct starting place, whictelatively
easy. Such old style attacks work against OTP sIDEP
does not use diffusion and confusion: if plain textd
encrypted text pairs are obtained, the key is imately
revealed. It is of no concern in OTP as keys aterewsed
but the dependences (15)-(16) of the OTP excharge m
the property extremely dangerous.

The correction seems to be to encrypt plain test fiith

The quadratic equation can be rather fast solvethby
Shank-Tonelli Algorithm. (A rather fast free C-larage
implementation of the Shank-Tonelli Algorithm is the
msievefactorization software by J. Papadopoulos.)

The eaves-dropper must solve the valu)gé, Yk
recursively and he may have to keep trace of aiptor a
small number of steps before he can decide if datebe
decoded. This method may be suitable for an apjgita
where the symbol is small and the eaves-droppenatan
decide from a small umber of symbols if he has &bthe

some good symmetric cipher and then use OTP. Theolution. We will not study this possibility furtherhere are

symmetric cipher must be so good that guessing wryato
text some plain text produces is very difficult. eTOTP
hides all information of the crypto text producey the
symmetric cipher, thus the attacker does not heyma text.
The relations (15)-(16) do not mean that thererelaions
between the parts of the OTP. The OTP is a conipleadid

several complications, such as quadratic non-residout it
may be worth the mention the possibility of noneum
keys.

OTP exchange provides provably secure communication
with some cost, i.e., bandwidth demands are ineckad
conventional way to provide secure communicationgs by

OTP where no symbols have any correlations withheacusing the Diffie-Hellmann key exchange protocol for

other or with the text that they encrypt. Withoutya
information of crypto text he does not have anyinfation
that has a relation to the key of the symmetribeipthus he
cannot recover the key. We conclude that the attafck
guessing the plain text is not possible for infaiiora
theoretical reasons. The only remaining attackoiguess

Xa by brute force. This is naturally much less thae t

establishing a shared encryption key, and thenyptiog
data with a conventional symmetric algorithm. Traéngof
using OTP exchange is that it cannot be eavesddoppd is
provably computationally secure, and we can bettémate
when and if it can be broken. Experiences from weak, for
instance with Enigma in the WWII, has shown thdttaries
should not trust conventional wisdom of how difficu
encryption algorithms are to break.
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D. Initializing OTP exchange

The protocol in Figure 3 must be started in somg s
that key symbols are not revealed to an eaves-dragipthe
start. A simple solution is that befofe has obtained any
part of theB’s OTP, it encrypts data with’s credentials
that must be known td . The credentials must be long
enough for encryptindr first symbols fromA’s OTP, a

time stamp and a sequence number. The latter fiatds
needed to prevent replay of the start of commuioicatn a

similar way, B also needs credentials known fb. Notice
that (15)-(16) can be used backwards. If OTP ensrpfain
text that can be guessed, user credentials arealegve
Therefore, plain text encrypted with OTP must bestfi
encrypted with a conventional cipher.

E. Comments on error coding
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keys and possible other agreed parameters. Bettdastata
is finite, the pseudo random sequence is finitanlfattacker
collects enough data and keys are not changed eftengh,
he can take advantage of this periodicity. In theppsed

method the OTP is not periodic. The OTPshfand B are

independent and created b@' and B respectively. The
other side learns the OTP through the OTP exchdigen

though the key symbols in the OTPs are probablsteceby
pseudo random number generators, their parametarbe
modified over time without the need of agreeingtbam.

Thus, the data is not finite as it must be in coteomal

stream ciphers.

V.

This article suggests that viable methods existiclvh
improve the &2 of a warrior at all the levels. The examples
covered are based on use cases of WPSN-solutidvey, T

CONCLUSIONS

OTP has good error propagation characteristics: onindicate that a warrior can obtain more criticbimation

erroneous bit in crypto text only causes one ewosdit in
the plain text. Error coding data before encryptisga
possible solution because of small error propagati®TP
exchange has more worries from errors. If any evcmurs

in transmission fromA to B, B gets a wrong key symbol

Ka(t)
with wrong KA(t) . Consequently,A obtains wrong

KB(t) and uses it to encrypt key symbols. Neither sid
notices anything wrong whileA and B obtain quite

different versions of KAa(t) and Ke(®) . As a result,
data cannot be decrypted. Adding error codes taskmbols
leads to dependences between key symbols and sheuld

E, ot

avoided. Therefore up( ) and Edown(t) must be
extended by error coding. It is not necessarilyt hesuse
forward error coding since there is the return cean

F. The issue of synchronization

The OTP exchange protocol needs the tilne Time
synchronization in the protocol does not need attgreal
protocol for synchronizing clocks. Both sides reeethe
OTP that they have sent and can synchronize tatlit tive
ordinary HUNT mode, i.e., looking for the known bit
sequence. This ability of the protocol can be usgdther

mechanisms. It directly gives the roundtrip delaymnf A

toB . The round-trip delay can give location informate.g.
if one of the sides is
communication is through a communication satelthat
does not add a time stamp.

G. Generation of key sequences
It might appear that one-time pads do not havegrest

in a known place and the

on the battlefield by using the presented WPSNtisuis.
This improves the general efficiency of a warridr &l
levels. The platforms used today on the battlefasld not
efficient. This is because they are based on deswgnsor
and they do not collect data in a way that wouldval
collaboration of multiple sensors. The proposedutsmh

and consequently encrypts its own key symbolgnakes use of multi-sensor collaboration for impobve

location information and better situation awareness
A warrior has to be functional and his gear needbet

é)lanned according to the task. A key factor isefficiency

of a warrior, which can be gained via an improved
Situational Awareness (SA), Blue Force Tracking TB&nd
Command and Control systems“i&. A warrior has to
maintain his or her agility and stay active on lfadtlefield;

all the gear cannot be attached.

Thus the warrior skeleton and its communicationiesys
need to be carefully defined and built at eachlldue to the
task requirements. Currently, the present soluteesn in
active use are cumbersome and lack integration VIREN-
solutions are unseen in these platforms. The maximu
potential remains unreachable without sensor anth da
fusion. Militaries are moving towards smaller unitkile the
demands keep increasing. At the same time troops ar
created for dismounted operations where a greaigred of
flexibility and reliability of battle-proof and ralst systems
are needed.

The article discusses typical scenarios in which th
WPSN can be invaluable. The effect of roadside sooan
be avoided once their precise location is knowryeand
precisely enough. The increased knowledge at thsc ba
warrior level in the form of location informatioraiged from
the SCPA on the battlefield improves the warri@ftslity to
carry out the task. Roadside bombs can be detextdyl
enough and dismantled or destroyed before own l@dal
forces arrive at the spot. The Special Forcesatilie same
output of the SCPA while conducting their ultimagesks.

advantage over ordinary stream ciphers since OTEs aSince the nodes of the WPSN do not communicate awitin

usually generated by pseudo-random number gensratoPther, the system remains concealed, yet active.\WRSN
This is a wrong view. A typical stream cipher is@stially a node communicates with the UAV through encrypted
pseudo random number generator but it has finita da  Messages. Thus the WPSN responds only after the sV

2011, © Copyright by authors, Published under agreement with IARIA - www.iaria.org



submitted a polling request with a specific codélizing

swarms of UAVs and UGVs has to be emphasized. The
routes of Unmanned Vehicles (UVs) can be fed ifte t [10]

systems early enough to gain the needed informdtamn
the designated areas.

The WPSN-solution features many advantages oveetho

of the traditional WSNs. This is, polling can usensor
specific codes and thereby security issues becasiereto
tackle. Moreover, energy consumption of the nodeshe
fixed network is more equal
transmission is removed. The fixed sensor nodasotidose
connectivity even if a large number of nodes amneaed.

As demonstrated via the presented use cases, WP

solutions together with SCPAs and UVs can be etilito

Planning the warrior's gear requires a deep unaiedstg of

the environment and the demands set on a warrioe. T
warrior’s niche and the nature of his or her missibave to

be thoroughly understood. The keys to success edaund
in precise planning based on the needs of warsistems
and subsystems from bottom to top.
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