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Abstract—Behavioural properties are analyzed for web service
contracts formulated in Business Process Execution Language
(BPEL) and Choreography Description Language (CDL). The Lo
key result reported is an automated technique to check consis-
tency between protocol aspects of the contracts. The contts
are abstracted to (timed) automata and from there a simulation
is set up, which is checked using automated tools for analyzing provided required
networks of finite state processes. Here we use the Concurrgnc y
Work Bench. The proposed techniques are illustrated with a case
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I. INTRODUCTION

Contract for
a given domain

Service Oriented Architecture (SOA) [1] reorganizes serie
of previously operational software applications and suppo
infrastructure into an interconnected set of servicesheac \L
accessible through standard interfaces and messaging- prot
cols. It promotes services that are distributed, hetereges)
autonomous and open in nature. SOA is particularly appicab
when multiple applications running on varied technologied
platforms need to communicate with each other. With SOA,
enterprises can mix and match services to perform business
transactions with less programming effort. SOA is implesperation; it checks for valid arguments. A post-condii®ma
mented with web service technology. Thus there is consensugresponding property that is true when the call compjétes
today, that a web service is a programmable component tigthe input-output relation. Finally, an invariant is a straint
provides a service and is accessible over the Internet. Thay the state of an object; it must hold before and after any
are based on standards like Simple Object Access Protogpkration, and clearly after initialization of the objethese
(SOAP) [2], [3], [4], can be standalone, or linked together tconcepts, as popularized by Meyer’s "Design by Contract”
provide enhanced functionality. [5], are, however, just part of the properties exhibited by

Businesses depend on web services, therefore their pragb services. Since web services are intrinsically disted,
erties are of great importance, and informal checking amidey are by nature concurrent programs, and thus their lbvera
consensus approaches to when a service is good enough foagtionality depends not only on correct implementatidn o
not suffice. A business will only reluctantly use enterpristhe local functionality by sequential algorithms, but even
applications offered as open web services, because of there on the interplay between local functionality and globa
high risks involved in using untrusted services from unknowbehavior (protocols and timing).
providers. Formal contracts defining the desired propeeie In this paper we focus on protocol or behavioural aspects
therefore studied intensively today, because they are atwayof service contracts. There are several proposals for con-
manage the risks that come with the interaction among thas&ct specification standards for web services, see e.g. [6]
inter-organizational services. for an overview. Prominent among these standards are the

Traditionally, contracts in an object oriented setting -corBusiness Process Execution Language (WS-BPEL)[7] and
sider only the functional aspect (pre-condition, posteiton, Choreography Description Language (WS-CDL) [8]. BPEL
invariant) of an interface specification. A pre-conditiand offers a programming model for specifying the orchestratio
constraint that must be satisfied before calling a method @i web services whereas CDL specifies the choreography of
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Fig. 1. Analysis of Web Service Contracts
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interacting services. However, when web service contreet a
specified using either BPEL or CDL, there is no assurance
that they are consistent unless verified. Though there are E
efforts toward this form of analysis, there remain chalkesg WTMgt O) PMgt
in the area of automated approach to checking consistency in ~
addition to other properties.
In previous work [9] we have demonstrated a viable solution , _
to the problem of checking for functional and behavioural P Pro ey M et A
properties of individual services. This is done throughngra DMgt - Demand Management System O
lation of the specifications to timed automata followed by
model checking for relevant properties. In [10] we conséder
the problem of consistency across specifications and fikshti
a need to set up a correspondence between the individual
automata. The novel contribution in this paper is to makésuc
a consistency check practical by translating the autonata t
CCS, the input language for the Concurrency Work Bench. As Fig. 2. Wind Turbine Management System Components
demonstrated by a case study, this technique is applicable a
gives a handle for automating yet another consistency check
for web services. the capabilities of Web services through its interface dpsc
Directly Related Work:Web Service contracts is attractingions. WSLA is used to define a contract between service
a lot of attention and several researchers propose varigigvider and service requester, but its treatment of foneti
approaches and frameworks toward specification and asaly§iehavior is limited.
For instance [11], [12], [13], [14] looks at it from a formal The above mentioned contributions focus on a single web
semantics viewpoint, whereas [15], [16] propose languégyes service language, and either the functional or the behalvior
specifying contracts. All these points to the fact that ¢hisr side of a contract. We extend their perspective by consideri
an important need for contracts to be specified and analyz#te overall consistency of a service specified in languages
An earlier treatment of contracts in an object-orientegovering more than one aspect. Furthermore we demonstrate
paradigm is Design by Contract [5]. Similar treatment corflow existing tools are adapted for such checks.
cerning components is found in [17]. Here, the functional Overview: In Section Il, we give a detailed presentation
specification is achieved through assertions; which ctsis of Web Service contracts where the aspects of contracts are
preconditions, post-conditions and invariants. The fraor& described. We introduce in this section, a case study of a
in [18] takes a pragmatic approach at code level where tégndmill Management System. Section IlI details the anialys
assertions are part of the language. We agree that theédVeb Service contracts. General consistency, satisfigbil
functional specifications are important in order to speefy and application specific issues are presented. A comparison
formal agreement between a service provider and its clientgth other approaches follows and finally, we conclude in
It expresses what a client should do before making a servigection V.
request and what the provider will give as result of it.
Among the related work of Web Service contracts is [19].
It proposes to visualize contracts by graph transformationTo manage the risks that come with the interaction among
rules. Apart from expressing contracts in terms of pre- arséveral services, the service provider and a consumer must
post-conditions of operations together with invariantsgyt have a contract that specifies the details of the service. As
introduced the notions of provided and required contractmentioned before, it is important to note, however, thatghe
With this, they use the provided contracts to create the tese different aspects of contract in play when dealing with
cases and test oracles whereas the required interfaceseate web services. First, there is the functional aspect which
to drive the simulation. We like their treatment of funcibn describes the functional properties, and second, therkeis t
specifications, but it needs to be supplemented with othgtotocols aspect which specifies the behaviour as a sequénce
aspects, and one may gain something by investigating modetssages, events, signals, etc. There is also the extr#ofuaic
checking as a supplement to testing. QoS (Quality of Service) requirements aspect. This is &irth
Quantitative aspect are researched in [20], [21], [22]. Thkustrated following the example presented in the follogi
Web Service Level Agreement (WSLA) framework [20] issubsection.
targeted at defining and monitoring SLAs for Web Services.
WSLA enables service customers and providers to unambidt- EX@mple
ously define the agreed performance characteristics and th&/e consider a Windmill Management System. The system
way to evaluate and measure them. We want to mention hemenitors and controls wind turbines, and it has several com-
that WSLA complements Web Service Definition Languageonents which are web services located in different places.
(WSDL) [23], [24], which is an XML grammar that describesMe focus on three of these components, because it gives us

DMagt

Il. WEB SERVICE CONTRACTS
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wind turbine
management system

s ‘ | . The behavi our element defines an optional interface at-
3 tribute, which identifies a WSDL interface type.
Functional Specification: pre-conditions, post-condiso
‘ and invariants: In WS-CDL these elements are defined by
! means ofworkunits which define the constraints that must
} be fulfilled for making progress and describe some actwitie
3 within a choreography. The constraints are giveXf3ath 2.0
|
|

< <RTAction>>
{RTduration=(2, “min")

s
__.._l:‘___.._-_..

expressions.
XPath 2.0 supports date and time variables, so we can

[ R et m— use these variables in WS-CDL as well. Furthermore, XPath
E il — 1 provides a number of functions to manage these datatype
| : | values.

<wor kuni t nanme="denand i ncrease detected"
guar d="cdl : equal (cdl : get Vari abl e
Fig. 3. Wind Turbine Management System Sequence Diagram (' tns: DemandCl ock’),’',’’), 0:00")"
bl ock="true">
<assi gn rol eType="DemandRol eType" >
<copy name="cal cul at ei ncr ease"

the scenario needed to specify a web service contract. The causeException="tr ue">
. . <source variable="true"/>
components are briefly described below and shown as an UML <t arget vari abl e=
component diagram in Figure 2. The interaction betweerethes </C;;S'>i get Vari abl e(" det ect edi ncreaseDone’, " ", " ") "/ >
services are illustrated using a RT-UML sequence diagramg; assi gn>

shown in Figure 3. The informal requirements for the compgt wer kuni t>

nents are: A workunits guard element establishes the condition,

« Wind Turbine Management: sends a report to Productivityhich has to be fulfilled to perform the workunit activities.

management every hour. This element allows us to define pre-conditions. Postcimmdit

« Productivity Management: receives and analyzes the wnd invariants can be introduced by appending a workunit wit

port from Wind Turbine Management. the condition as a guard at the end of the normal workunit flow.

« Demand Management: generates a report of power ne¢al®rder to define a condition we use XPath and XML Schema

for Productivity Management. expressions.

We look at this example from two perspectives; WS-CDL Protocol: A sequencef activities is modeled in WS-CDL
and WS-BPEL. WS-CDL provides a definition of the inforusing the ordering structureequence, which contains a set
mation formats being exchanged by all participants. In othef activities that can perform sequentially.
words, it specifies the protocols. WS-BPEL provides the mes-A non-deterministic choicas implemented in WS-CDL
sage exchanges and functions as viewed by one participant/Sing the ordering structurehoi ce. The WS-CDL standard
describes the functionality of a single business processenf Says that when two or more activities are specified here, only

as a service by an enterprise. one of these is selected and the other ones are disabled. It
is assumed that the selection criteria for those activities
B. Contract Aspects in WS-CDL non-observable.

CDL offers a model for specifying a common understanding The following WS-CDL code corresponds to the fragment in
of message exchanges. This language describes the ch¥ftich the productivity system sends a message to the turbine
ography of web services systems, that is, the relationshﬂés'fem for the turbines to be turned on or else it sends a
between the composite services in a peer-to-peer envinsnmé&nessage to the demand system to indicate that it is not p@ssib
It uses the WS definition language (WSDL) to define ani@ satisfy the new demand. As you can see, it is modeled in
locate common type definitions. WS-CDL by a choice activity in which we have two activities,

WS-CDL is a very verbose notation, therefor the ke§nd only one of them can be finally executed.
concepts of contracts in WS-CDL are summarized below,

while a full description of the demand management systeTfl (¥o i ame=rait el ser if"
is found in appendix A. guard="Avai | abl e == true" bl ock="true">
Interface: In WS-CDL, each interface is associated with <interaction name="Turbi nesCn_i nt eraction”
a particular role, where aol eType enumerates potential oper at i on="Tur bi nesOn"
observable behaviors a participant hibit when inti channe) var | abl e=
p pant can exnidbit when 10tgTg "Producti vi ty2W ndTur bi neChannel ">
with other participants. The syntax is the following: <participate relationshipType=
"ProductivityW ndTur bi ne"

<rol eType nane="DenandRol eType" > fronRol e="ProductivityRol eType"

<description type="description"/> t oRol e="W ndTur bi neRol eType"/ >

<behavi our nane="DenandBehavi our" <exchange nane="Tur bi nesOnExchange"

i nterface="WsDLDemandType" /> action="request"/>

</rol eType> </interaction>



</ wor kuni t >

<wor kunit nane="alt_el sel_el se"
guard="Avail able != true" block="true">

<interaction name="1|nposi bl e_i nteraction"
oper ati on="1nposi bl e"
channel Vari abl e=
" Demand2Pr oduct i vi t yChannel ">
<participate rel ationshipType=
"Producti vi t yDemand"
fronRol e="Producti vityRol eType"
t oRol e="DemandRol eType"/ >
<exchange nane="1|nposi bl eExchange"
action="request"/>
</interaction>
</ wor kuni t >
</ choi ce>
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target element using the expression defined by the source
element (in the same role).

d) Stop.: In order to model that a clock is stopped, we
can capture the value of the time, of this specific instant, in
a clock variable and then, when we want to initiate the time
again, we can use the clock variable to continue from this
point. We use twaassi gn activities to capture and change
the time value.

e) Synchronization.:The i nt eracti on WS-CDL ele-
ment defines how the parties in a web services are syn-
chronized. An interaction activity involves two roletypesd
an exchange of information between them. Actually, in WS-
CDL several exchanges of information are allowed in a single

An external choiceis implemented in WS-CDL using thenteraction, and they can be eitheequest or respond
ordering structureworkunit since it allows us to establishtypeS’ and these actions can be synchronous or asynchfonous
conditions to execute the corresponding activity. For thﬁbpending on thel i gn attribute.
purpose, we may use the guards of workunits, by including in

a guard an expression related with the value of a variable.

In WS-CDL, we use the workunitepeat to implement

repetition. A workunit that completes successfully must be
considered again for matching (based on its guard conglition

if its repetition condition evaluates ta ue.

<wor kunit nane="alt_elsel_if"
guard="Avail abl e == true"
repeat ="fal se" bl ock="true" >

<interaction nanme="Turbi nesOn_i nteraction"
oper ati on="Tur bi nesOn"
channel Vari abl e=
"Productivity2W ndTur bi neChannel ">
<participate rel ationshi pType=
"Productivi tyW ndTur bi ne"
fronRol e="ProductivityRol eType"
t oRol e="W ndTur bi neRol eType"/ >
<exchange nane="Tur bi nesOnExchange"
action="request"/>
</interaction>
</ wor kuni t >

<interation nane="The demand managenment system
sends increase in power demand to
the productivity systent
operation= = "sendl ncreasi ng"
channel Vari abl e=" Demand2Pr oducti vityC'>
<description type="description">
Sendi ng the necessary increase of demand
</ descri ption>
<participate
rel ati onshi pType= " DenmandProducti vity"
fronRol e=" DemandRol eType"
t oRol e="Producti vi tyRol eType" />
<exchange nane= "Cal cul at edl ncer asi ng"
i nformati onType="1ncr ease_denandType"
action="request">
</ exchange>

<ti meout
time-to-conplete= "cdl:mnor(cdl:getVariable
("tns:dockl,’’,"")," 1:00")">?

</interaction>

In thet i me-t o- conpl et e attribute the timeframe in which
an interaction must complete is specified. Then, when this
time expires (after the interaction was initiated) and the

Timing: Lower bounds, upper bounds, explicit clocks, resétteraction has not completed, a timeout occurs and the
and stop operations are handled by XPath and XML Scheniizgteraction finishes abnormally, causing an exception kloc

XPath 2.0 supports date and time variables, so we can algobe executed in the choreography. The optional attributes
use these variables in WS-CDL. Actually, XPath provides fa onRol eTypeRecor dRef andt oRol eTypeRecor dRef are
number of functions to manage these datatype values. Th&dL-Schema lists of references to record elements that will
variables can be used in particular to delay the executipa fotake effect at both roleTypes of the interaction.
certain time, or to establish the instant at which some mstio Faults: Choreographies may have one exception block,
must be executed. For that purpose, we may use the guardsvbich consists of some (possibly guardedjrkunits but only
workunits, by including in a guard an expression relatechwione of them can be finally executed (the first one whose

the value of a time variable.

guard evaluates to true). When the exception block is exdcute

Specifically, we use the XPath and XML Schema notatidhe choreography terminates abnormally, even if the defaul

to specify the time aspects as follows:
a) Explicit clocks: are introduced bys: ti me.

b) Bounds: are specified inside a workunit guard. |

exception workunit has terminated correctly. Exceptions a
the following:

n f) Interaction failures: For instance, sending of a mes-

fact, as we capture delays or instants of execution, tRage failed.
specific expressions allowed are those constructed using g) Timeout errors: For instance, an interaction did not

the operatorsop: ti me-equal op:tine-less-than and

op: ti me-greater-than of XPath 2.0. We can also use the

complete within the alloted time.
h) Application failures: These are for instance illegal

hasDeadl i nePassed operation, which is defined in the WS-expressions.

CDL specification to manage timing.
c) Reset.:In WS-CDL we reset a clock using assi gn

CDL in summary:Overall CDL is a coordination language
which focuses on the communication between agents provid-

activity, which creates or changes the variable defined by ting the services. It is therefore very appropriate to give it
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An example is the Productivity process which is given as
a sequence as follows:

) <seguence>
C. Contract Aspects in WS-BPEL <if
. . . . bpel : get Vari abl eProperty(’x’, time: | evel')==0>
BPEL is a programming language to specify the behavior of <t hen>
a participant in a choreography. It allows existing Web sew <!<éspgi°gﬁ§5 productivity (invoke) - ->
to be orchestrated into composite services. Choreography i <copy>

concerned with describing the message interchanges betwee
participants.

WS-BPEL is verbose also, so we do not include full
descriptions; but as for WS-CDL, we present the WS-BPEL
contract aspects below:

<from partnerLi nk="productivityM"
endpoi nt Ref erence="nyRol e" />
<t 0>& ncreaseDat a. producti vityMsRef </to>
</ copy>
</ assi gn>
<i nvoke name="i ncr easeDermand"
par t ner Li nk="pr oductivity"
port Type="as: producti vi tyPT"

Interface: In WS-BPEL, the services with which a busi-
ness process interacts are modelegast ner Li nks. Each
partnerLink is characterized by gartnerLi nkType,

oper ati on="process"

i nput Vari abl e="i ncreaseDat a" >
<correl ations>
<correl ation set="increaseldentification"

which defines the roles played by each of the services in the
conversation and specifies tlpert Type provided by each
service to receive messages within the context of the cenver
sation. Thes@ort Types are defined in the WSDL document,
and each role specifies exactly one WSpdr t Type.

In order to utilize operations via @art nerLi nk, the
binding and communication data, includirepdpoint refer-
ences (EPR)for the partnerLi nk must be available. The
fundamental use of endpoint references is to serve as the
mechanism for dynamic communication of port-specific data
for services. An example fragment ofpar t ner Li nk is:

<part nerLi nks>

<partnerLink nane="productivity">

part ner Li nkType="as: producti vi t yDemandMsLT" .
nyRol e=" DenandMs"
partner Rol e="productivity" />

</ part ner Li nks>

The endpoint references syntax is:

</correl ati ons>
</invoke>
</if>
</ sequence>

« Choice. Both non-deterministic and external choice are
expressed in WS-BPEL by means pfck activities,
which waits for the occurrence of an event and then
executes the activity associated with it. When several
events occur simultaneously, an implementation depen-
dent choice is made. Thus, in analysis, the choice must
be modeled as non-deterministic.

« Conditional. WS-BPEL contains a conventional condi-
tional statement as well.

Iteration. WS-BPEL uses thehi | e andr epeat Untii |

activities, to model iteration.

<whi | e>
<condi ti on>
$nunber W ndTur bi ne < 10
</ condi tion>

<service-ref reference-schene="http://exanple.org"> <scope>
<f oo: bar EPR xm ns: foo="htt p://exanpl e. org"> c
</ f oo: bar EPR> </ scope>
</ service-ref> </ whi | e>
Functional Specification: preconditions, postconditiamsl <repeat Until standard-attributes>

invariants: WS-BPEL uses several types of expressions to
implement the functional part of a web service contract:

st andar d- el enent s
activity
<condi ti on expressi onLanguage="anyURI " ?>
... bool -expr ...
</condi tion>
</repeat Until >

Boolean expressions. These expressions can appear inside
a transition, a join, a while, and an if condition.

Deadline expressions. The WS-BPEL elements that useliming: Lower bounds, upper bounds, explicit clocks, reset
these expressions are until-expressions of onAlarm af@d stop operations are specified as in WS-BPEL using XPath
wait. and XML Schema.

Duration expressions. These appear inftbe expression i) Explicit clocks, lower and upper boundsthey are

of onAl ar mandwai t , and ther epeat Every expression defined using XML Scheme notations, as explained before.
of onAl arm j) Reset: In WS-BPEL we can reset the clock using
Unsigned Integer expressions, that include counter valugs assi gn activity, which copies data from one variable to
start Count er Val ue, final Count erVal ue; as well another.

as branches in for Each.

General expressions inside assign activities.

<assign validate="yes|no"? standard-attributes>
st andar d- el enent s
(<copy keepSrcEl enent Nane="yes| no" ?>

Protocol: sequence, choice, and iteration: from spec
A sequence of activities is modeled by thequence <t ooy}

<ext ensi bl eAssi gn>

... assign-el enent - of - ot her - nanespace. . .
</ ext ensi bl eAssi gn>) +
</ assi gn>

structured activity. It contains one or more activitiesttha
are performed sequentially, in the lexical order in which
they appear.
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k) Stop: In order to model that a clock is stopped irthe partial and unsuccessful work of a scope in which a
WS-BPEL we do as in WS-CDL. fault has occurred. The completion of the activity of a fault

I) Concurrency and Synchronizationghey are imple- handler, even when it does not rethrow the handled fault, is
mented in WS-BPEL using &l ow activity, which provides not considered successful completion of the attached scope
concurrency and synchronization.fAow completes when all Compensation is not enabled for a scope that has had an

of the activities enclosed by it have completed. associated fault handler invoked.

<1 ow st andar d-at t ri but es> Exp!icit fault handlers attached to a scope .p.rgvide a way
standar d- el enent s to define a set of custom fault-handling activities, defined
S os NONITE" 5t by catch andcatchAll constructs. Eacleat ch construct

</links> is defined to intercept a specific kind of fault, defined by

ilows CHVILYE a fault QNare. If the fault name is missing, then the catch

will intercept all faults with the same type of fault data. A
Faults: Business processes are usually of long duratiogat chaAl | clause can be added to catch any fault not caught
They can manipulate data in back-end databases and ligg-a more specific fault handler.
of-business applications. Error handling in this enviremn __ ...
is both difficult and business critical. The overall busBies <catch faul t Name="QNane" 2.
transaction can fail or be canceled after many transactions (/{81 abl 8= BPELYAL A0 SN et = Qe ) 7o+
have been committed. In this cases, the partial work doné mus  activity
be undone or repaired as best as possible. Error handling in< ¢t ch>
WS-BPEL processes therefore leverages the concept of com<cat chal I >?
pensation, that is, application-specific activities thédrapt to 9 Cgfgm 4
reverse the effects of a previous activity that was carriedd o</ f aul t Handl er s>
as part of a larger unit of work that is being abandoned. It
thus provides the means for a forward error recovery. "
Specifically, WS-BPEL provides constructs to declare fa%ﬁ

handling and compensation.

There are various sources of faults in WS-BPEL. A fault
sponse to annvoke activity is one source of faults, where

e fault name and data are based on the definition of the fault
c ion handleMVS-BPEL all in the WSDL operation. A hr ow activity is another source,

. m) Compensation han EVS-BFEL allows SCOpes 0 \yith explicitly given name and/or data. WS-BPEL defines
delineate that part of the behavior that is meant to be réaters several standard faults with their names, and there may be
in an appllcauon-defmed way by §pe<;|fy|ng a compensatiqy, o, platform-specific faults such as communication fasu
handle_r._ Aconpensat i onHandl er |s_S|mpIy a wrapper for BPEL summary:BPEL is essentially a programming lan-
an activity that performs compensation. guage. However it has some features that are speciallyadilo
<conpensat i onHandl er > to make it easier to build robust systems that can recover fro
<l conpensat| ontandl ef > a variety of faults. It includes features for expressingiinal

concurrent activities; they should however be used witke car
because it is not always easy to comprenhed the interaction

It is invoked with conpensat eScope, when an explicit ™ X
P P P with compensations and fault handlers.

scope is compensated, @obnpensate when successfully
completed inner scopes are compensated in reverse order. A [ll. ANALYZING WEB SERVICE CONTRACT

compensation handler for a scope is available for invonatio Having described all the elements of specifications, we now
only when the scope completes successfully. present the translation to automata. In order to perform thi

<conpensat eScope tar get =" NCNane" translation, we note that WS-CDL and WS-BPEL are XML
standard-attri butes>

standar d- el enent s based languages for describing Web Services. The timed au-
</ conpensat eScope> tomata formalism we use is UppAal [25]; and it is represented
<conpensat e standard-attributes> by another XML document, thus, the translation has been
standard- el enent s developed with XSLT [26], XML Style sheets Language for
</ conpensat e> . . . .
Transformation, which is a language for transforming XML
Compensations may only be invokeddat ch, cat chAl |, documents into other XML documents.
conpensat i onHandl er andt er ni nat i onHandl er activi- Figure 4 shows how the translation works: we have created

ties, where termination handlers provide the ability fopmes some XSL style sheets, where we use XSLT instructions to
to control the semantics of forced termination by disabtimg extract the information from the WS-CDL document, and
scope’s event handlers and terminating its primary agtaiitd then the UppAal document is automatically generated. This
all running event handler instances. document can be opened with the UppAal tool, and thus,
n) Fault handling: In a business process it can bave can use the model-checker of UppAal to verify some
thought of as a mode switch from the normal processing inpaoperties of interest. The tool can also run simulations of
scope. Fault handling in WS-BPEL is designed to implemetite model. We have also created some XSL style sheets to
backward error-recovery in that it aims to undo or repaperform the same translation for WS-BPEL documents.
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%:=0 CalculateTA NTurbines AvailableT no_value! FaultvValue==true
- (M) ()
Q request_n_t? o/ available_t! )
x<120 available!
x:=0 . CalculateTA NTurbines AvailableT
-
noavailable! request_n_t? XZ available_t! T available!
turbines_on?
- noavailable!
A. WindTurbineMS Turbineson
220 CachuliteT N%bmes OrderTurnOn turbines_on?
O increase_demand? &/ request_n I‘w available_t? available? <30 A. W|ndTurb|neMS_BPEL
- reset?
(M)
impossible_i! " noavailable?
TURNON 220 CalculateT NuTurbines OrderTurnOn
performsil @ turbines_onl O increase_demand? g requestinit!w available_t? available? 7<2
B. PrOdUCtIVItyMS unattended! @ noavailable?
y==0 Calculatel
@ | increase_demand! performsl! = turbines_on!
y<60 B. ProductivityMS-BPEL
y-=0 reset?
impossible_i? )
Calculatel
erforms|? =0 ==0
P y ® 4 W\ O
C. DemandMS o increase_demand!
y<:l
Fig. 4. Wind Mill Management System modeled in UppAal y:=0
unattended?
For the two aspects we can check the following.
General Properties:We check the absence of deadlock for performsl|? y:=0
the CDL and for the BPEL,; thus we ch_eck t_hat the syste_:m_is C. DemandMS-BPEL
able to progress from start to termination; in UppAal this is o ‘
easily formulated: Fig. 5.  Wind Mill Management System modeled in UppAal - from BPE

Allnot deadlock
This property holds for both systems.

Model checking summaryThe form of checking that has
The system should also be useful.

. _ \ ; If there are enougan shown above is really exhaustive testing. Analysis of
avallablg .turblnes to fulfill the increase of demand, thesa tr?/vhat properties to check depends on a systematic inspection
Productivity Management system ghall ser_1d the commaggy, requirements and the design by some review process,
to turn on some of them to the Wind Turbine management, instance Software Reviews, Code Inspections, and other

system. Th|s_ is formulated as the invariant that says that fBroactive management processes whose purpose is to etimina
all computations 4) and for all states(J), the two automata o 4 fing and remove errors in product design as early as
locations coincide:

. possible.
Al] WindTurbineM S.AvailableT —
ProductivityM S.OrderTurnOn IV. CONSISTENCYCHECKING - SIMULATION
This example prpoerty holds as well. To check whether the two individually derived models

Meeting the demandHere we check for a BPEL propertyare consistent, we use the concept of (bi-)simulation. A (bi
that the methods can be executed satisfying the contracts)@mulation is an equivalence relation between state itians
generating the exceptions. For instance, when the demaydtems, associating systems which behave in the same way
system sends a message to the productivity system, becdosthe sense that one system simulates the other and vice-
it detects an increase in the power demand (the messagesa. The automata generated from the two contract aspects
increase_demand). Also, the Wind Turbine Managementspecification systems (WS-CDL, WS-BPEL) turn out to be
system always sends the number of available turbines on Poésimilar in the following aspects:
ductivity Management system’s demand. This is represented they both accept the same operation sequence; since

in UppAal as follows: the WS-CDL specified the protocols, while WS-BPEL
A[] ProductivityM S.NuTurbines — contains the operation names but with more information.
WindTurbineM S.CalculateT A « they also accept the same message sequence. Thus, the

which holds as well. state that receives the message (émgrease_demand
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in the example in Figure 4) is followed by a state thal B R R L L CE CICES M N L M NN EF Y
icwb—nc> load windmill wvi.c

sends the messagecquest_n_t) inn both automata. The BT R et DERC M L[ Bl lo M R L Lo o)
- icwb—nc> eq —5 trace WIMCDL WIMBPEL

automaton from WS-BPEL may contain some interna SEeietiiiatiaE
lding automaton.

states.
We use another model checking tool CWB-NC to check th St S

consistency. We first map the contract captured by both B P E i R s

and CDL to CCS [27], one of the the design languages fc il

CWB, which has communication similar to UppAal; actually,

UppAal was developed by people who had prior experience A. WTMCDL and WTMBPEL are trace equivalent

with CCS and the Concurrency Workbench. With the analc e
. . The Concurrency Workbench of the New Century

gous roots, we have not found it useful to spend much tim KTSeSTrEETEEEaan TEEr1: 1)

on whether this simple mapping preserves the semantics; Sl Et e aamT T

. . . . . Execution time <(user.system.gc.real>:(0.600.0.000.0.060,.0.6808)>
is fairly obvious that it does. More languages such as time SZRIgE S LRUG B ARl 37

Building automaton...

actions version of CCS, CSP, basic lotos, etc are supposted Saietisamms
well in the CWB tool; it performs model checking, preorder i
checking and equivalence checking. As mentioned above, v st i i b e e
focus on equivalence checking which allows to identify the St 1 et
behaviourally/observationally equivalent states in aesys T

One may ask, why CWB is not used throughout the analysi et

Done building automaton.

since it includes model checking. The answer lies in the tdick REETIETE R LTI

Done transforming automaton.
LSE

state variables; CWB can model the communication structui {iaies .
7 has trace:

only, whereas UppAal supports state variables with bounde FES————

es not.
domains as well as clocks. E::]ejf:::gio:qtigehggsel-lzﬁﬁétnimﬂ%ﬁﬁ;;il):(3.125,.BBB,B.BBB,.125)
Translation from Uppaal to CWB CCS (CDLYVe translate sttt
the contract specification models in UppAal to a procesS= et
algebra CCS to allow us to check consistency. The Wind MillB. WTMCDL and WTMBPEL are trace bisimilar but not
management system consists of 3 processes as shown below: with fault handling
proc WIMCDL = (WMC | DMC | PMO)\ Fig. 6. Consistency Checking using CWB-NC
{request_n_t, available_t,
noavai |l abl e, avail abl e,
i ncrease_denand, unattended,
perfornsl} . . . . . .
chronization events. For instanaeguestn_t in windturbine
Processes WMC, DMC, and PMC correspond to Windtumanagement and productivity management.
bine management system, demand management system arithe simulation resultsFigure 6 shows the result of bisimi-
productivity management system respectively as modeledlanity check between CDL and BPEL. The first cheek, - S
Figure 5. The three processes communicate through synctsosi m WIMCDL WIMBPEL checks that they are bisimilar.
nization events. For instancegquest_n_t in Windturbine The system has 74 states and 322 transitions. The CWB-
management and productivity management. NC reports that the processes are bisimilar as well as trace
Translation from Uppaal to CWB CCS (BPELRimilar to equivalent as shown in Figure 6 A. Recall that the fault
the translation of CDL, we translate the contract specificat handling events are hidden. Hence the bisimilarity. Howeve
models in UppAal to a process algebra CCS. However, weéhen the fault handler is made part of the system, the CWB-
have more processes from the BPEL contract specificatiohC reports as expected that they are not trace equivalest. Th
These additional processes are fault handlers, compensatower part of Figure 6 B shows this result of checking that the
handlers and event handlers; but we focus on a fault handl#&ro processes are trace equivalent. It shows that the rissult
One can easily add other processes without violating consiSALSE with an additional information that WTMBPEL has
tency, since they are abstracted away when checking againate: fault while WTMCDL does not. Therefore we note
CDL. In this case, the Wind Mill management system considfisat CDL can only be consistent with an abstract version of

of 4 processes as shown below: BPEL where fault handlers are hidden.
proc WIMBPEL = (WMC | DMC | PMC | FH)\
{fault, reset V. COMPARISON WITH OTHER APPROACHES
reque_st_n_t, ava@ lable_t,
noavail abl e, available, Several model checking approaches has been employed

i ncrease_denmand, unattended, perfornsl . . . .
- P ! to provide some form of analysis. An illustrative example

Processes WMC, DMC, and PMC correspond to windtuwhich is well-explained is [28]. It deals with specification
bine management system, demand management system ianehly BPEL where both the abstract model and executable
productivity management system respectively as modeledniodel are specified. The approach is based on Petri nets
Figure 5. The three processes communicate through syvhere a communication graph is generated representing the
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process’s external visible behaviour. It verifies the satioh In the current contribution, we demonstrate the approach
between concrete and abstract behaviour by comparing tisng timed automata as used in the UppAal tool [25], but in
corresponding communication graphs. other contexts [32] we have experimented with using JML [33]

Abouzaid and Mullins [29] propose a BPEL-based semafor the functional aspects. We have not touched on verifioati
tics for a new specification language based onstfmlculus, of timing aspects, although this work was initiated in [9huB
which will serve as a reverse mapping to thecalculus the use of UppAal is to some extent a practical decision. We
based semantics introduced by Lucchi and Mazzara [30]. Tfel that it is well justified for the kinds of analyses that
mapping in this work is implemented in a tool integrating theve discuss, because they are concerned with checking the
toolkit HAL and generating BPEL code from a specificatioproperties of the service as such. For checking implementat
given in the BP-calculus. Unlike in our approach, this workonformance, it may not be ideal, and a translation to JML
covers the verification of BPEL specifications through thmay be much more useful, in particular since Java may be
mappings while the consistency of the new language and e underlying implementation language, and JML is a formal
generated BPEL code is yet to be considered. As a futspecification language tailored to Java. Its basic use is thu
work, the authors plan to investigate a two way mapping. Wke formal specification of the behavior of Java program
expect that our approach will be useful in this setting byrtgk modules. This direction is, however, not the main line of our
care of the consistency part of their approach. investigation. The immediate work facing us is to streamlin

In [31] the authors have presented an approach differaéhe tool fragments developed for these experiments, and in
from model checking: a state propagation approach. It uggarticular to make true the claim that the bi-simulation can
preconditions and postconditions, and computes weakest bg integrated in a more automated analysis process. It is wel
ecution states. The authors argue that descriptions of pkeewn that model checking has its limits, and investigation
conditions and postconditions are easier and more intuitiare also being done of theorem proving approaches [34] which
compared to linear temporal logic formulae for examplanay be more suitable for full implementation conformance
However, similar to the above mentioned approaches, ordjecking.
one language is considered. In this case, consistency iclgeck
of Web service function invocations using OWL-S metadata ACKNOWLEDGMENT
descriptions. ) )

Compared to our approach, the final goal is similar: that is The seécond author is funded by the Nordunet3 Project
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APPENDIXA: WS-CDL DESCRIPTION OF THEDEMAND
MANAGEMENT SYSTEM

<?xm version="1.0" encodi ng="UTF-8"?>
<package aut hor="SCTR G oup" name="" version="1.0">

<t oken nane="W ndTur bi neRef" i nformati onType="StringType"/>
<t oken name="ProductivityRef" informationType="StringType"/>
<t oken name="DenmandRef" i nformati onType="StringType"/>

<rol eType nane="W ndTur bi neRol eType" >
<descri ption type="description"/>
<behavi our nanme="W ndTur bi neBehavi our "/ >
</rol eType>

<rol eType nane="Producti vityRol eType">
<descri ption type="description"/>

<behavi our name="Producti vityBehavi our"/>
</rol eType>

<rol eType nane="DenandRol eType" >
<description type="description"/>
<behavi our nanme="DemandBehavi our"/>
</rol eType>

<rel ati onshi p name="DenandProducti vity">
<rol e type="DemandRol eType"/ >

<rol e type="ProductivityRol eType"/>
</rel ationshi p>

<rel ati onshi p name="Producti vi tyW ndTur bi ne" >

(WS-Agreement)&rol e type="Producti vi t yRol eType"/ >

<rol e type="W ndTur bi neRol eType"/ >
</rel ati onshi p>

<channel Type nane="Demand2Pr oducti vi t yChannel Type">
<rol e type="ProductivityRol eType"/>

<ref erence>

<t oken name="ProductivityRef"/>

</reference>

</ channel Type>

<channel Type nane="Producti vity2W ndTur bi neChannel Type">
<rol e type="W ndTur bi neRol eType"/ >

<ref erence>

<t oken nane="W ndTur bi neRef "/ >

</reference>

</ channel Type>

<chor eogr aphy>
<rel ati onshi p type="DenandProductivity"/>
<rel ationship type="ProductivityWndTurbine"/>

<vari abl eDefi ni ti ons>
<vari abl e nane="Denmand2Pr oducti vi t yChannel "
channel Type="Demand2Pr oducti vi t yChannel Type"/ >
<vari abl e nane="Producti vity2W ndTur bi neChannel "
channel Type="Producti vi t y2W ndTur bi neChannel Type"/ >

<vari abl e nane="Avai |l abl e" i nformati onType="xsd: bool ean"
rol eTypes="Productivity"/>
<vari abl e nane="W ndTur bi ned ock"
i nformati onType="tns: d ock" rol eTypes="W ndTur bi ne"/>
<vari abl e nane="Denmandd ock" i nformati onType="tns: C ock"
rol eTypes="Demand"/ >
<vari abl e name="Productivityd ock"
i nformati onType="tns: C ock" rol eTypes="Productivity"/>
fvari abl e nanme="det ect edi ncr easeDone"
i nformati onType="tns: bool ean" rol eTypes="Demand"/ >
</vari abl eDefinitions>

<assi gn rol eType="Productivity">



<copy nane="Avail abl e_assi gn">
<sour ce expression="true"/>
<target variabl e="Avail abl e"/>
</ copy>

</ assi gn>

<assi gn rol eType="Demand" >

<copy nane="det ect edi ncr ease" >

<sour ce expression="fal se"/>

<target vari abl e="det ect edi ncr easeDone"/ >
</ copy>

</ assi gn>

<sequence>
<wor kuni t nane="denand i ncrease detected"
guar d="cdl : equal (
cdl : get Vari abl e(’ t ns: DemandC ock’ ),
7,77),70:00 )" block="true">
<assi gn rol eType="DenandRol eType" >
<copy nane="cal cul at ei ncr ease"
causeException="true">
<source variabl e="true"/>
<target variabl e=
"cdl : get Vari abl e(’ det ect edi ncr easeDone’ ,
sy s
</ copy>
</ assi gn>
</ wor kuni t >

<interaction nane="Denmand nmanagenent systent
oper ati on="sendl ncr easi ng"
channel Vari abl e=" Demand2Pr oduct i vi t yChannel " >
<participate rel ationshi pType="DemandProductivity"
fronmRol e=" DemandRol eType"
t oRol e="Producti vi tyRol eType"/>
<exchange nane="Cal cul at edl ncr easi ng"
action="request"/>
<timeout tine-to-conplete= "cdl:mnor(
cdl : get Vari abl e(’ t ns: Demandd ock’ ,
Ly, 0:01 )" >
</interaction>

<interaction nane="Request Turbi nes_i nteraction"
oper ati on="Request Tur bi nes"
channel Vari abl e="Producti vi t y2W ndTur bi neChannel " >
<participate
rel ati onshi pType="Producti vi tyW ndTur bi ne"
fromRol e="Producti vi t yRol eType"
t oRol e="W ndTur bi neRol eType"/ >
<exchange nane="Request Tur bi nesExchange"
action="request"/>
<timeout tinme-to-conplete= "cdl:mnor(
cdl : getVariabl e(’ tns: ProductivityCock’',’”’,""),
10:02 )"/ >
</interaction>

<interaction nane="Avail abl eTurbi nes_i nteraction"
oper ati on="Avai | abl eTur bi nes"
channel Vari abl e="Producti vi t y2W ndTur bi neChannel " >
<participate
rel ati onshi pType="W ndTur bi nePr oductivity"
fromRol e="W ndTur bi neRol eType"
t oRol e="Producti vityRol eType"/>
<exchange nane="Avai | abl eTur bi nesExchange"
action="request"/>
</interaction>

<choi ce>
<wor kunit nane="alt_elsel_if"
guard="Avail abl e == true" bl ock="true">

<i nteraction nanme="Turbi nesOn_i nteraction”
oper ati on="Tur bi nesOn"

channel Vari abl e="Producti vi t y2W ndTur bi neChannel ">

<participate
rel ati onshi pType="Producti vi tyW ndTur bi ne
fronRol e="ProductivityRol eType"
t oRol e="W ndTur bi neRol eType"/ >
<exchange nane="Tur bi nesOnExchange"
action="request"/>
</interaction>
</ wor kuni t >
<wor kunit nane="al t _el sel_el se"
guard="Avail able != true" bl ock="true">
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<interaction nanme="|nposi bl e_i nteracti on”
oper ati on="1| npossi bl e"
channel Vari abl e=" Demand2Pr oducti vi t yChannel ">

<participate rel ationshi pType="Producti vityDemand"

fronRol e="ProductivityRol eType"
t oRol e="DenmandRol eType"/ >
<exchange nane="| nposi bl eExchange"
action="request"/>
</interaction>
</ wor kuni t >
</ choi ce>
</ sequence>
</ chor eogr aphy>
</ package>

APPENDIXB: CCS DESCRIPTION OF THEWIND MILL

MANAGEMENT SYSTEM INCDL AND BPEL
IR EEEEEE SRS RS EEEEEEEEEEEREEEREEREEREESEERERESRESREEEESSES
* This nodels the Wnd MII| Mnagenent System
*
* CDL systemis consistent with abstract BPEL
*

R R R RS SRR EEEEEEEEREREREREREEEREEEEEEEREEEEEEEEEESE]
*+xx+x CDL Specification Description #xkxkxkxkxx

proc WMCDL = (WMC | DMC | PMO)\
{request_n_t, available_t,

noavai | abl e, avail abl e,

i ncrease_demand, unattended, perfornsl}

B R

proc WWC =
request_n_t. avail able_t. (' noavail abl e. WC
+ "avail abl e. WO)

proc PMC =

increase_denmand.’'request _n_t.avail able_t.
(avail abl e.’ perfornsl. PMC

+ noavai | abl e.’ unat t ended. PMC)

proc DMC =
i ncrease_demand. (unat t ended. DMC + per f or sl . DMC)

kkkkkkkkkkkkkkkkkkkkkkkhxd BPEL *dkkkkrhrhrhrkrhkkhkk

proc WIMBPEL = (WMC | DMC | PMC | FH)\{fault, reset
request_n_t, available_t,

noavai |l abl e, avail abl e,

increase_denmand, unattended, perfornsl}

EEEEEREEEREE R EREEEEEEEEEEEEEEEEEREESEERESEREEEEEEEEEEEEE S
proc FH = fault. reset.FH

proc WVB =
request_n_t. ('’ novalue. WWB + 'avail able_t.
(' noavai | abl e. WWB + ’avai | abl e. t ur bi nes_on. WVB) )

proc PMB =

increase_demand.’ request _n_t.

('reset. PMB + (available_t.

(avail abl e.’ turbi nes_on.’ perfornsl.PMVB
+ noavai | abl e. " unat t ended. PMB) ) )

proc DMB =
increase_demand. (' reset.DVB +
(unat t ended. DMB + per f or msl . DVB) )
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