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Abstract— The identification and avoidance of potential risks is
an important task in any system design process. The probability
of underestimating a risk depends strongly on the complexity of
the system under consideration. It is helpful to know the ways
and means, which help reviewing the suspected risks. Current
safety regulations, for example in the domain of offshore
operations, require a description of all the risks involved. In
order to create this description, a system including a behavioral
specification modeled by a system expert is analyzed. Within
this system, risks have to be searched and reasons for their
occurrence have to be analyzed. The approach presented in this
work describes a method to calculate the distance to a risk using
a simulative analysis. The approach uses concepts from the field
of Rare Event Simulations, which are used to accelerate the
simulative reach of a risky situation. During the simulation runs
data is collected about the way, which was taken to reach the
avoidable situation. These data can be further used in a manual
risk analysis and for matching rules and processes in terms of
safety. The presented work describes how distance functions are
created and used to assess system states in terms of their
proximity to risky situations. In addition, the question of how
the results of the distance functions can be used to guide co-
simulations to the examined risky situations is answered.

Keywords-System  Analysis; Simulation,
Distance Metrics.

Risk Analysis;

L INTRODUCTION

Many products and technologies for risk assessment are only
suitable for specific application areas. An important need for
action can be seen in the time consuming process of
describing functions to assess a risk or measure the proximity
to a risk situation. It was noticeable that in the examined
programs [1]-[5], either only certain predetermined risks
could be assessed or general functions could be specified. In
addition, the consideration of distributed simulators
(especially external simulators) was not the focus of any
software under consideration. A structured guide with regard
to the creation of risk-distance functions was not available in
the investigated methods and tools. In addition, the
consideration of the support of black-box simulators and the
use of simulation run overlapping information were little or
not considered at all.

When using classical methods, such as fault tree analysis,
there are questions about the completeness of the
information, e.g. whether all the causes for the identified
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errors have been identified. In this context, the use of
simulation as a method of investigation is suitable, which
allows experiments to be carried out under various
configurations of the modeled system and to collect
information on the occurrence of risks.

The approach presented in this work describes a methodology
that can be used to define and calculate the distance to a risk
in a simulative analysis using a so-called risk-distance
function. The distance does not describe a spatial distance,
but the proximity of a system state to an avoidable system
state - the risk situation.

In addition, the use of concepts from the field of rare event
simulation, which are used to accelerate the simulative reach
of a risk situation, is implemented. The approach supports a
part of the Importance Splitting technique [6]-[8], which is
used to guide black box simulations to risky situations. It is
assumed that a simulated state closer to a danger reaches it
faster than a more distant one. In this case, the risk distance
function is used as an importance function, which is used to
evaluate the simulation states in the importance splitting
technique.

In order to comprehensively collect information about the
course of the simulation run, simulation states achieved in the
simulation runs can additionally be persisted in a database and
enriched with meta information. These include the evaluation
of the state using the risk distance function, how often the
persistent state was reached, how often this state was explored
and, in addition, the minimum risk distance, the states reached
from this state from previous simulation runs. All this
information can also be integrated into the control of the
simulation with regard to a faster reaching of risky states In
order to implement this approach, description methods are
required for situations and similarity measures with which
different situations can be described and compared with each
other. In order to establish and apply these techniques,
techniques from the domain of information retrieval are used,
which can compare the two system states with regard to their
similarity in an appropriate time [9]. This paper is structured
as follows: in Section 1 an introduction to the topic is given,
in Section 2 the methodology to create a risk distance function
and the use of the risk distance functions in a co-simulation
are presented, we move on with an evaluation experiment to
show the applicability of risk distance functions in Section 3,
and conclude in Section 4.
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Figure 1. Representation of the linked elements of the system, behavioral and fault tree description.

II. METHODOLOGY

The methodology developed consists of three aspects and
their predetermined order. The first aspect is the modeling of
the system to be analyzed, which reveals a system, behavior
and hazard description. The first aspect is achieved by the use
of Droste's (cf. [10], [11]) and Pinkowski's (cf. [12], [13])
work and developed tools. The second aspect is the risk-
distance description used to create the risk-distance
functions. The last aspect is the simulative analysis, in which
the previously ascertained descriptions enter in order to
describe the simulation process.

A. Modelling the system under test

A model of the system to be analyzed is needed as starting
point for the investigation. This consists of a system
description including a behavior specification. A process
model based on concepts of business process models and
notation languages is used for the behavioral specification.
The process describes actors, tasks and related interactions.
This model type has been developed for use in the maritime
domain, more specifically for offshore operations but can
also be applied to other domains [10]. The graphical elements
of the model describe task sequences and interactions. It is
also possible to annotate these with associated hazards and
their causes. A hazard describes a potential risk, such as the
injury of a person or a machine damage. A cause describes a
possible trigger for a hazard. When annotating the process
model, a formal specification for hazards and causes is used
[14]. Using a system model, the described physical objects
and environmental conditions can be described. These are
also useful to map actors from the process model to specific
avatars (physical objects of the system) in the simulated
environment. For example, a ship can be assigned to a ship
resource of the simulated environment that has a position,
maximum speed, and other attributes relevant to the
simulation.
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A well-known way to carry out a characterization of the risks
involved are fault trees [15]. Fault trees provide an overview
of the potential risks and the connection of their possible
causes. In addition, fault trees split the risk in different events
that presumably lead in their combination to the undesirable
risk. For each annotated hazard to the behavior specification,
a fault tree is created to logically structure the respective
failures that may cause the hazard. Since each cause is related
to an element of the process, the fault tree is also associated
with this element. Conversely, each top event of a fault tree
(root node) is associated with a hazard. For example, causes
associated with a task item may be associated with multiple
fault trees representing the hazards and associated causes
graphically. In contrast to other methods for fault tree
generation, which use UML diagrams as sources for
generation (cf. [16], [17]), all necessary information is
available in the presented process model. In order to avoid
errors, the specific hazards and causes associated with the
process have to be modeled by an experienced system expert
[12]. Figure 1 shows an example of the three used models and
their connection between each other. Basic Events are
connected to specific tasks from the behavior description
while tasks are linked to elements from the system model. The
Cargo element from the system model is connected to the task
Observe lifting from the behavioral specification and the basic
event Lift Supervisor is next to load.

B. Description of the risk distance

This section presents the methodology used to determine the
distance description to a risk.
Figure 2 shows the construction of the risk-distance function
with the new approach. Using the System Description, a Fault
Tree is generated from which the structure of the risk distance
function is derived. Hazards and faults, which are annotated
at the behaviour specification by a system expert describe the
sub-distance functions. The combination of the structure of
the risk distance function and the sub-distance functions lead
to the complete risk distance function. This process is
described in more detail in the following sections.
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Figure 2. Overview of the creation of the risk distance function.

The process is based on the basis presented in the previous
section for describing the system including the risks and
causes expected by the system expert. The result of the
distance description is a risk distance function, which
represents a mathematical function that evaluates the
proximity to an abstract risk situation to be investigated. The
lower the distance to the risk, the lower the result of the risk
distance function. The result of a risk distance function is
always a value between 0 and 1, where 0 indicates that the
risk situation has occurred, while 1 means that the currently
checked situation has no relevant proximity to the risk
situation under investigation.

1) Deriving the structure of the risk distance function

In order to obtain the structure of a risk-distance function, the
logical links ("and" / "or" relationships) of the basic and
intermediate Events (sub-elements of the top event, which are
not leaf elements) of the fault tree are used. In Figure 3, the
mapping between fault tree and the structure of the risk
distance function is shown by an example. The top-level
element sets the name for the created risk distance function
( Dy ). By "and" linked elements are calculated by
multiplication. Since the calculation is not based on
probabilities but on distances, the incoming, previously
calculated distances are inverted, multiplied and inverted
again to obtain a distance as a result. The equation, for
elements linked by "and", is
Dy,=1—-((1—Dg)*(1—D¢)) Multiple  elements
associated with "or" are determined by the calculation of the
minimum distance (D = min(Dp, Dg )). The calculation of
the leaf elements is done by the calculation of the products of
the distances to the various properties of the causes, which
are described in this work as sub-distance functions

(De =1 —Tlier.n (1 —de;)).
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Figure 3. Relationship between fault tree and structure of the risk distance
function.

The resulting structure of the risk distance function for the
fault tree from Figure 3 can be seen in (1).

The sub distance functions, which are needed to complete

the risk distance function, are derived in a subsequent step.

2) Deriving the sub distance function

Figure 4 shows the link between a fault tree basic event and
the path to create the required sub distance functions.
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Figure 4. Description of the basic events for the risk distance function.

In the first step, the system experts determine so-called
indicators, describing the space in which the cause described
in the Basic Event is considered to have occurred.

For the basic event E of the fault tree in
Figure 4 the equation 1-[Jie1 (1 —dg;) was created to
calculate the cause distance. The product is calculated
because the different indicators are specified as joint events
that must have occurred so that the cause specified in the
basic event may be considered to have occurred. The
combination of the indicators by mathematical operators is
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therefore done in the same way as the elements in the fault
tree linked by the logical "and".

d E; Tepresents the sub distance function for the i-th indicator
of the leaf node E. Each indicator refers to exactly one
property of an element of the system with continuous values
and is defined by an entry space (Ez) and relevance space
(Rg). Starting from the considered indicator, the entry space
and relevance space can be described by alower Eg_ . /Rg .
and/or upper limit Eg__respective Rg, .

The entry space describes the value range of the property that
favors the cause described in the basic event.

D4 =
1—((1—min<1— []1-det-

i€l.n

* 1—(1— 1—[ 1—dci>

i€l.n

The relevance space describes the value range of the
property, which is relevant for an approach to the risk under
investigation, and from which value of the property there is
no relevance for the risk under investigation.

A very simple example is the risk of a broken mobile device.
Let us assume that the device is only prone to a too low
(-20°C) or too high (40°C) temperature. Then, the entry space
is defined by those two values. The relevance space is
determined by two more temperature values, which define
when the temperature of the device gets close to the risky
temperatures.

Figure 5 shows an illustration for the entry and relevance
spaces for this example.

Relevance
Space

Relevance
Space

Entry
Space

Entry
Space

-20°C 10°C 30°C 40°C

Figure 5. Illustration for the use of the entry and relevance spaces.

The entry and relevance spaces are given by the following
equations (2), (3), (4) and (5), where A, B, C and D are
constants to be determined by the system expert, with which
an indicator is described. Y can represent a predefined value
of the considered property of the system (e.g., the centre point
of the bounding box of a container).

Enin(Y) =Y - A )
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En(Y) =Y +B &)
Rpin(¥) =¥ — C “®
)

Rpax(Y) =Y +D
When the indicator is described by the entry and relevance
space, the sub distance function is created for the respective
indicator (6).

This consists of the determined limits of the entry and
relevance space as well as the considered property X of the
system.

0,if X= Epmin(y) ANX< EDmax(y)
LifX < RDmin(Y) vVXz RDmax(y)
T A
N Romin ) = i (1)’ R ) = By (1)

),else (6)

At first, it is checked whether the property under
consideration is already in the entrance space. If this is the
case, the result of the sub distance function is 0. The next
check refers to the relevance space. If the property is outside
the relevance space, I is output as the result of the sub
distance function. If neither assumption is true, the result of
the sub distance function is determined by the distance of the
system element property to the minimum and maximum entry
space. These distances are then normalized over the distance
between minimum or maximum event space and relevance
space. The normalized values of the sub distance functions,
which all describe a partial distance irrespective of the
properties used, allow a comparability. The minimum is then
selected from the normalized distances and output as the
result of the sub distance function. If there is only a minimum
or maximum limit of the entry space, the distance to it is the
result.

C. Simulative Analysis

This section describes how the simulative analysis is carried
out using the described system and the determined risk
distance functions. In this context, the co-simulation
environment used is discussed and the use of the distance
functions for controlling the simulation with regard to a
reduction of simulation runs is explained. To be able to use
the importance splitting technique, the used simulators, must
ensure a state control. This means that they must be able to
store and load their current situation at the request of a co-
simulation controller.

1) Integration of the risk distance functions
Figure 6 shows the integration of the values determined in the
methodology, in the context of co-simulation. A system
model instance is linked to the connected simulators and
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receives the values updated by the simulators. Through the
system model instance, the components "Risk Distance
Calculation" and "Situation Comparison" necessary for the
integration of a distance description are informed about the
values of a new simulation state. In this context, the risk
distance measurement uses the risk distance function
determined in the methodology in order to calculate the risk
distance to an abstract risk (i.e., "collision with cargo") using
the values of the system model instance.

Risk Distance
Function

Risk Distance Integration

1n

stance to the risk situation
—

Risk Distance

Simulator 1 - _ Calculation [

\

Situation
Comparison

Simulatorn |-

Situation
Descriptor

Figure 6 Use of the risk-distance evaluation in a co-simulation environment

The situation database is based on the information retrieval
technique used to classify information. A descriptor is
automatically defined by the underlying system model and its
characteristic, the system model instance. It allows the
request for the similarity to already reached situations. For
this purpose, the comparative component uses a situation
descriptor based on the elements of the system model and the
data of the system model instance. The situation descriptor is
a vector whose elements reflect the characteristics of the
system elements. The order of the element properties in the
vector is fixed, so that the comparison is not falsified. The
size or the number of elements of the descriptor for a
simulation scenario is defined by the structure of the system
model. The comparison is made based on a distance measure.
Static properties can be ignored for the calculation of the
similarity. Properties with numeric values can be used
directly while Boolean values are used as false (value 0) and
true (value 1) and textual values in comparison over their
equality or inequality. Within the developed framework, the
use of the Euclidean distance (L2), the known universally
applicable distance measure, was chosen.

Through the use of databases developed for the information
retrieval technique (e.g., Apache Lucene), the similarity
calculation can be performed within a reasonable time by the
predetermined  distance measure, despite invoking
mathematical operations to calculate the distance.

If there is no similar situation in the database, the database is
supplemented by this data set and enriched after a simulation
run by the minimally achieved risk proximity. If a similar
situation is persisted in the database, it is checked and
updated how many simulation runs have already been carried
out and how the maximum approach to the abstract risk
situation was.
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If not enough simulation runs explored to the same situation
or the maximum approximation to the risk situation is
promising, the results of the situation evaluation are output
and can be used, e.g., to save the current situation or to abort
the current simulation run.

2) Exploration to the risk situation

As described in the previous section, the inclusion of the risk
distance measurement within the simulation can be used to
react to the distance of the respective situation to the
examined situation. An advantage that is derived from this is
the description of a controlled co-simulation based on the
calculated distances. As known from the previous section, the
functionality of the risk distance calculation is achieved via a
link to the system model instance. The current values stored
in the system model instance are forwarded to the distance
calculation, the calculation of the distance takes place and can
be used for further processing in a simulation sequence logic.
In this, all decisions regarding the simulation process are
defined. It thus allows the distance calculations to be tested
with respect to a threshold value and on this basis, the further
course of the simulation can be determined.

In order to define the course of the simulation the control
functions are used.

This means that the situation of the co-simulation, after the
risk situation has been approached according to the
calculation of the distance function, can be stored and further
simulation runs can be started from this.

III.

In this section, the simulation guidance by risk distance
functions is evaluated. For this purpose, a scenario was
chosen with two vessels involved, which are in the opposite
direction on an inland waterway. A collision between these
two ships has to be observed, which, however, can only be
achieved very rarely by the conditions set out in the following
sections. In order to obtain a more frequent observation of a
collision, the approaches and concepts presented in this work
were used to control the simulation.

VALIDATION

A. Structure and procedure of the experiment

In the experiment under consideration, two simulators were
used, which control the two participating ships. Both ships
have a high probability of reaching their destination and are
only very unlikely to deviate from their direct course to their
destination (Figure 7).
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Figure 7. Evaluation scenario: The two ships involved try to reach their
destination. With a very low probability, the ships depart to the left or right
of their course.

As a termination condition for a simulation run, the arrival of
the destination waypoints by both ships was determined. The
event that was investigated in this evaluation was a collision
between the two ships, which should be observed within this
evaluation 100 times under the respective simulation settings.
The simulation settings consisted of a naive and a guided
simulation, in which there were three variants of how to
determine the next splitting point (the next lower risk distance
level). On the one hand, an adaptive method, which in each
simulation step checks whether a lower risk distance
evaluation has been achieved than before and, secondly, a
method, which has applied the splitting points at
predetermined intervals (0.01 and 0.05).
In all methods, except for the naive simulation, a new
simulation run was started when a state with a new lower risk
distance was reached in the case of the adaptive method or a
new risk level in the case of the predefined intervals.
All simulation runs in which no collision occurred were
counted as well as the real time measured up to the time of
the occurrence of a collision. This operation was performed
100 times, with no parallel execution. The generated simple
fault tree for the scenario consists of three basic events (close
range, dangerous speed and a specific heading angle of the
two ships) which have to occur together so that a high risk of
a frontal ship collision exists (Figure 8).

Ship Collision

Angle
between the
longitudinal
axis of the
ship (135°..
225°)

Dangerous
speed

Close-
Range
Position

Figure 8. Simple Fault Tree for a frontal collision between two ships.
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The following risk distance function was derived (s. equation
(7)), which uses the proximity, speed and orientation of the
two ships to determine the risk distance.

As a basis for the sub-distance functions values “Collisions

and their Causes” [18] and "Managing Collision Avoidance
where used.

at Sea: A Practical Guide" [19]
0,if distance = 0m
1,if distance > 4980m
De=1-1{ 1~ distance
4980m ' "¢

0,if speed = 12,5kn
1,if speed < 10kn
X\ 1 =1 (speed — 12,5kn)
(10kn — 12,5kn) ’
0,if angle > 135° A angle < 225°
1,if angle < 100° VvV angle > 250°
x(1- _ [(angle — 135°) (angle + 225°)
< (100° — 135°) * (250° — 225°) >'el$e

@)

else

min

During the experiment, the two ships had a 99.9% probability
to drive towards their target waypoint, while they changed
their course to the left or right with a probability of 0.1%. The
decision to change the course was recalculated by the two
ships in each simulation step.

B. Evaluation of the experiments

The results of the experiment showed that the naive
simulation took about 152 minutes to observe 100 collisions,
while the simulation runs, which were guided by means of a
risk distance function, produced 100 collisions after approx.
3 seconds (distance 0.05) ,95 milliseconds (distance 0.01) and
92 milliseconds (adaptive). While in the naive simulation
44,076,619 simulation runs were required before 100
collisions could be observed, the number of simulation runs
for the distance of the splitting points from 0.05 was
5.374.930 runs, for the distance of the splitting points from
0.01 59.551 runs and for the adjusted distance 53.150 runs.
In the case of this experiment, the method with the adaptive
distance was the best, with regard to the sum of the simulation
runs as well as the measured real time, until 100 independent
collisions were observed.

IV. CONCLUSION

The approach developed in this work, consisting of a
methodology for describing risk assessment and the use of
this in co-simulations, differs in some aspects from current
programs and concepts in science and technology. In
particular, the approach to assess a risk is revisited in using a
system-, process and fault tree model, which gives the
possibility for non-information technicians to create risk
distance functions. Additionally, it is described how the
specific risk distance functions are used to reach risky
situations faster by using approaches from the rare event
simulation and the information retrieval field also when using
black-box simulators. A situation database helps to store
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simulation run spanning information about the achieved
simulation states and to use them for the further control of the
co-simulation.
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