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Threats to the Swarm:
Security Considerations for Swarm Robotics

Fiona Higgins, Allan Tomlinson and Keith M. Martin

Abstract—Swarm robotics is a relatively new technology that is
being explored for its potential use in a variety of different ap-
plications and environments. Previous emerging technologies have
often overlooked security until later developmental stages, when
security has had to be undesirably (and sometimes expensively)
retrofitted. This paper compares swarm robotics with related
technologies to identify their unique features where existing
security mechanisms can not be applied. We then review some
of the emerging applications where ineffective security could
have significant impact. We conclude by discussing a number
of security challenges for swarm robotics and argue that now
is the right time to address these issues and seek solutions.
We also identify several idiosyncrasies of swarm robotics that
present some unique security challenges. In particular, swarms
of robots potentially (i) employ different types of communication
channels (ii) have special concepts of identity, and (iii) exhibit
adaptive emergent behaviour which could be modified by an
intruder. Addressing these issues now will prevent undesirable
consequences for many applications of this type of technology.

Index Terms—swarm robotics, security, autonomy, adaption,
emergent behaviour

I. INTRODUCTION

Swarm robotics is a relatively new area of research, and one
which is growing rapidly. As with many emerging technolo-
gies, there is no formal definition of the field that engenders
universal agreement, however comprehensive reviews of the
state-of-the-art identify some characteristics that have been
generally accepted [1]-[3]. These characteristics include robot
autonomy; decentralised control; large numbers of member
robots; collective emergent behaviour and local sensing and
communication capabilities. Thus, from a security perspective,
it is reasonable to consider swarm robotics as a special type
of computer network with the aforementioned characteristics.

It has often been the case that the security of a new technology
is an afterthought rather than an explicit design objective. This
is not entirely surprising given the creative nature of research
and the diversity of disciplines investigating the technology.
Typically it is only as the technology matures, and begins to be
deployed, that the security implications then become apparent.
This was the case with, for example, mobile phone technology.
The first generation of mobile phones were analogue, and easy
to clone since they broadcast their identity clearly over the
airwaves. It was also easy to eavesdrop on them by simply
tuning a radio receiver to pick up conversations. Subsequently
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the underlying technology has been continuously modified in
order to address threats that became apparent after deployment.
The development of the Internet is another example of security
being retrofitted to the technology.

In the case of swarm robotics, the particular security re-
quirements of swarm robotic networks do not appear to have
been investigated in any detail so far. Thus, for the above
reasons, we believe that this is an opportune time to consider
these issues, before any wide-scale deployment. Deferring
security research until later in the technology’s evolution
could, depending on the application, be a risky strategy and
may lead to undesirable consequences.

As far as we are aware, this is the first attempt to categorise
security challenges for swarm robotics. Very little prior work
appears to have been openly published. A notable exception
to this is the work of Winfield and Nembrini [4] who identify
several threats to a swarm of robots, which they classify as
hazards. In identifying the main security challenges to swarm
robotic networks it is our hope that this paper, and the work
we presented at ICASQO9 [5], will result in the development
of robot swarm technology that is reliable and safe to deploy
even in potentially hostile environments.

In Section II, we briefly review technologies that are similar to
swarm robotics, highlighting the key differences and defining
what we mean by a robotic swarm. In Section Il we provide
examples of applications that potentially will make use of this
technology and show how vulnerabilities may exploited. In
Section IV we discuss security, commencing with a short high
level overview of security, and then cataloguing aspects of
the swarm robotic environment which present challenges to
security. Finally, in Section V we draw some conclusions.

II. SWARM ROBOTICS AND RELATED TECHNOLOGY

Before considering the security of swarm robotic networks
it is necessary to establish the scope of the type of system
we wish to secure. In other words, it is necessary to define
what we mean by a swarm robotic network. There are many
technologies which are similar to swarm robotic networks
in some respects but differ in particular aspects. It is useful
therefore to review how similar technologies, some of which
have been subjected to a degree of security analysis, relate
to robotic swarms. This will allow us to identify the unique
features of robotic swarms that may benefit from closer
scrutiny in terms of security. It is these unique features that
we wish to focus on in order to identify vulnerabilities that are



particularly pertinent to swarm robotic networks and perhaps
to identify aspects of these systems that may be exploited to
enhance security.

In this section we consider four technologies closely related
to swarm robotic networks and then describe the unique
distinguishing features of the latter.

A. Multi-Robot Systems

Like robotic swarms, multi-robot systems are a collection
of robots, working together to achieve a common goal. To
accomplish this, multi-robot systems are typically managed by
a well-defined command and control structure. Swarm robotic
systems differ from more traditional multi-robot systems in
that their command and control structures are not hierarchical
or centralised, but are fully distributed, self-organised and
‘inspired by the collective behaviour of social insect colonies
and other animal societies’ [6].

Self-organisation means that sometimes the collective beha-
viour, even if unpredictable, may well result in solutions
to problems that are superior to ones that could have been
devised in advance. The parallel drawn with social societies
in the animal world extends to communication — interactions
between the robots can be indirect as well as direct. Fault
tolerance, which is related to security, has already been ex-
tensively explored within the context of multi-robot systems
with hierarchical command and control, notably in the work
of Parker’s ALLIANCE control architecture [7].

B. Mobile Sensor Networks

Sensor networks consist of collections of devices, or nodes,
with sensors that typically communicate over a wireless net-
work. A mobile sensor network is a sensor network where
the nodes are either placed on objects which move [8] or
where the nodes may move themselves [9]. In the latter case
they are sometimes known as robotic sensor networks [10].
Hybrid systems also exist [11], where mobile robots work in
conjunction with static sensors.

Although mobile sensor networks exhibit many similarities
to swarm robotic networks, there are distinct differences.
For example, robotic swarms may utilise a wider range of
communications technologies, which extend to indirect com-
munication such as stigmergy, as described in Section IV-D.
Moreover, individual identity may be more significant in a
sensor network if it is important to determine exactly where
the sensed data originated.

Perhaps the most important difference is that a sensor network
is not designed to have the collective emergent behaviour of
a robotic swarm.

C. MANETs

Mobile Ad-hoc Networks (MANETS) consist of wireless
mobile nodes that relay each others’ traffic, with the nodes
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spontaneously forming the wireless network themselves. The
special properties of MANETS, such as the lack of infra-
structure, absence of trusted third parties, as well as pos-
sible resource constraints, make implementing security a very
challenging task. MANETs can consists of many types of
mobile devices and there is considerable existing work on
their security [12], [13]. Although MANETSs do not exhibit
the emergent behaviour of swarms, some MANET security
techniques could have relevance to swarm robotics depending
on the communication method used by the swarm.

D. Software Agents

There is no universally agreed definition of a software agent,
but we take one proposed by Wooldridge [14]: ‘An agent is a
computer system that is situated in some environment, and that
is capable of autonomous action in this environment in order to
meet its design objectives’. A multi-agent system (MAS) [14],
[15] is a system composed of multiple autonomous agents,
where each agent cannot solve a problem unaided; there is no
global system control; data is decentralised; and computation
is asynchronous. A mobile agent is a particular class of agent
with the ability during execution to migrate from one host to
another where it can resume its execution [15]. Thus mobile
multi-agent systems may share many features with swarm
robotic systems, but in a virtual world.

Corresponding to the active interest in mobile software agents
and their rapid adoption, there has been much interest in their
security [15]. However this does not always translate easily
to robotic swarms because of the particular characteristics of
robotic swarms which differentiate them, such as their phys-
ical nature, diverse communication mechanisms and control
structure.

E. Swarm Robotics

From the brief discussion above it is clear that producing
a well-defined taxonomy of mobile robotic networks will
require careful consideration. Instead we now attempt to define
what is meant by a swarm robotic network and show how this
differs from the above related technologies.

The term ‘swarm robots’ generally refers to a large collection
of mobile robots working on a single task [16], and the
development of this technology is growing very rapidly [6].
Some of the reasons for this can be found in the perceived
benefits in the characteristic properties of problem solving by
social insects. The properties exhibited by social insects result
in flexible, robust, decentralised and self-organised systems
[6] and it is the desire to imitate these natural systems that is
influencing research in swarm robotics.

Motivation

Social insects are regarded as highly effective and, some would
argue, the most successful life-form on the planet. There are



many reasons why they are so successful, and the properties
which make them so are highly desirable in a swarm of robots.
Some of these desirable properties are:

1) Redundancy, Reliability, and Scalability: Each entity
within a swarm is highly redundant. This redundancy
means that the loss of individual entities has little
impact on the success of the task at hand, unless all
or the vast majority of them are lost. As early as 1989,
Rodney Brooks at MIT proposed to NASA that teams
of hundreds of inexpensive ant-like reactive robots be
sent to Mars in an article entitled ‘Fast, Cheap and
Out of Control’. The rationale for this was, in part,
to provide a degree of fault-tolerance. Having a large
number robots meant that any robots damaged in transit
or during landing would not have a real impact on the
overall mission [17].

2) Decentralised Coordination: Coordination is completely
distributed, and the task in hand will be carried out
regardless of whether one or more of the individuals is
lost - there is no central point of control in the swarm.

3) Multiplicity of Sensing: In a swarm, many individuals
sense the same data. This means that the signal-noise
ratio is greatly increased.

4) Dynamic Adaptability to the Working Environment: A
swarm will adapt itself to the environment to meet the
needs of the swarm.

In addition to imitating the above characteristics of social
insects, there may also be practical reasons that a swarm of
robots working together may be desirable. For example:

o Some tasks may be too difficult for a single robot, and
may require robots working in a team to complete them.

« Using several robots may increase the speed of perform-
ing tasks.

o Designing, building, and using several simple robots may
be easier, cheaper and more fault-tolerant than using a
single robot.

o Theories of self-organisation show that, sometimes, the
collective behaviour of a swarm results in patterns which
are qualitatively different from those that could be ob-
tained by a single entity. Randomness or fluctuations in
individual behaviour, far from being harmful, may in
fact greatly enhance the system’s ability to explore new
behaviours and find new solutions [6].

The foregoing has described some of the benefits that may be
expected in systems that imitate swarms. However, as well as
the advantages outlined above, there are also some potential
challenges to be overcome. For example:

o Lack of global knowledge may mean that a swarm of
robots does not have the information required to perform
a task, and stagnates, unable to make any progress.

o Also, there is a ‘too many cooks spoil the broth’ effect.
Having more robots working on a task or in a team
increases the possibility that individual robots will unin-
tentionally interfere with each other, lowering the overall
productivity [16].
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e Programming: The concept of a swarm robotic network
is that individual entities are autonomous. Nevertheless
their deployment implies that there is a task that they are
required to do. Often the solution to the task is emergent,
and it may be extremely complicated to program the
robots to perform the task [6]. Swarm engineering is a
new discipline proposed by Winfield [18] which aims to
help solve this problem.

o Control and Mediation: Complex systems with swarm
intelligence might be very difficult to control or mediate
if they started to exhibit undesirable behaviour. Such sys-
tems would therefore need to be designed and validated
for a high level of assurance that they exhibit intended
behaviours, and equally importantly do not exhibit unin-
tended behaviours [18].

Definition of Swarm Robotics

The preceding has identified the desirable properties of nat-
urally occuring swarms thus motivating research into artificial
swarms. The term ‘swarm’ as applied to robotics was coined
by Gerardo Beni and Jing Wang in 1988 at a NATO robotics
workshop in Italy [19]. At the time, the discussion was about
‘cellular robots’. This term ‘cellular robots’ was applied to
a group of robots that could work like cells of an organism
to assemble more complex parts. Beni was discussing a class
of cellular robots that could behave in an unpredictable way
and move and interact dynamically. For this application it
was generally agreed that the adjective ‘cellular’ was not
particularly descriptive, and that ‘swarm’ was much better.
Moreover, it more accurately portrayed the characteristics of
the robots that were under discussion, which were seen to
behave in a similar way to swarms occurring in nature..

When Beni and Wang introduced the term, the concept of
swarm robotics was largely theoretical, but now it is a fast-
evolving reality, with many research projects taking place
worldwide — examples being the EU ‘Guardians’ project [20],
‘Ultraswarm’ at the University of Essex [21], Maxelbot at
the University of Wyoming [22], Idaho National Laboratory
projects [23] and SYMBRION [24] which is a project funded
by the 7th Framework programme of the European Union.

At the 2004 Swarm Robotics workshop, Erol Sahin has pro-
posed the following definition for swarm robotics, along with
a set of distinguishing criteria to differentiate this technology
from other multi-robot research:

“Swarm robotics is the study of how large numbers
of relatively simple physically embodied agents can
be designed such that a desired collective behaviour
emerges from the local interactions among agents
and between the agents and the environment.” [25]

Based on Sahin’s definition a number of criteria may be
described that identify a robotic swarm. These are:

1) Autonomous Robots: They should have a physical em-
bodiment in the world, be situated and should be able
to physically interact with the world.



2) Large Number of Robots: There should be a large
numbers of robots (or the studies should be applicable
to the control of large robotic swarms)

3) Few Homogeneous Groups of Robots: There should
be relatively few groups containing large numbers of
homogeneous robots.

4) Relatively Incapable or Inefficient: The robots should
be relatively simple and incapable such that the tasks
tackled require the co-operation of the individual robots.

5) Robots with Local Sensing and Communication Capab-
ilities: The robots should only have localised and limited
sensing and communication abilities. This constraint
ensures that the coordination between the robots is
distributed. However, it is acceptable to use global com-
munication channels for a purpose such as to download
a common program onto the swarm, but not for co-
ordination among the robots.

This allows us to compare swarm robotic networks with the
more established technologies described at the beginning of
this section. Table I attempts to summarise and compare the
characteristics of swarm robotic networks defined above with
the aforementioned more mature technologies. Where there is
no entry there is no clear answer to whether the technology
fits the criteria or not Table II does the same for some of
the implicit characteristics not explicitly included in Sahin’s
definition.

III. USE AND MIS-USE OF SWARM ROBOTICS

Section II described the scope of the systems we wish to study
and showed how swarm robotic systems differ from similar,
more mature technologies. Within this scope we may now
begin to look at the threats that may be unique to swarm
robotic systems, and perhaps identify unique features of swarm
robotic systems that may help mitigate these threats.

In analysing the threats to swarm robotic systems it is useful to
have an idea, first of all, of how the systems may be used; and
then how the systems may be mis-used for malicious ends. In
order to describe how systems may be mis-used some security
terminology is introduced.

A. Basic Security Terminology

The International Organization for Standardization (ISO) has
provided definitions for a number of high level security
concepts and we will follow the nomenclature of ISO 13335-1
[26] in our discussion.

ISO 133335-1 defines a threat as ‘a potential cause of an
incident that may result in harm to a system or organization.’
In our case, this can be interpreted as any potential incident
that may adversely affect the intended objective of the swarm
robotic network. The threat may be a threat to the swarm itself
or to the information being processed by the swarm. Moreover,
the threat can be the result of deliberate or accidental actions.
The standard provides a number of examples of threats such as
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eavesdropping; information modification; malicious code; and
physical accidents. In the following we will expand on these
examples to illustrate the threats pertinent to swarm robotic
networks.

Threats that are not mitigated leave vulnerabilities in the
system. These threats may be then exploited, causing harm
to the system. In other words, although all threats define a
potential cause of harm, it is only the unmitigated threats
that leave vulnerabilities. In the remainder of this section we
consider the threats, rather than specific vulnerabilities.

We refer to the deliberate exploitation of a threat as an
attack and those that initiate their execution as attackers or
adversaries.

ISO 13335 also defines the notion of the impact of the
exploitation of a threat, and the risk of a threat being exploited.
While these are considerations that should be made in the
deployment of any system, our objective is not focused on the
specific details of a particular application and thus we will
focus on the threats.

An example of a threat could be that an unauthorised person
might see top secret information; a vulnerability could be that
trust is misplaced in a courier delivering this information in a
document. The courier may accidentally lose the document; or
an attack could be that someone steals the document in transit
and publishes it. The impact of a information loss will depend
on the content of the document.

Security in any environment, including swarm robotics, is
fundamentally about the provision of core security services.
These services can be defined at a high level without binding
the service provision to a technology specific security mechan-
ism. The ISO standard for the security architecture of the OSI
reference model [27] identifies a number of security services,
of which the following are relevant to swarm robotic networks.

Confidentiality
The confidentiality service protects data from un-
authorised disclosure. It may protect all data in a
message or selective fields. It may also be used to
prevent traffic analysis.

Integrity
An integrity service prevents prevents data from
being altered in an unauthorised or unintended way;
for example, by modification, insertion or deletion.
As with confidentiality, it may be selective or apply
to the entire message. An integrity service may also
be used to detect data that has been replayed.

Authentication
Authentication services may be classed as peer entity
authentication services or data origin authentication
services. The former provides assurance that the peer
entity in the communication protocol is who they
claim to be. The latter provides assurance that data
came from its reputed source.

Availability
Although, strictly speaking, not a security service,
availability is defined in ISO 7498-2 as the property
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Table I: Comparison of Explicit Characteristics

[ [ Swarms | Multi-Robot [ Mobile Sensor Networks | MANET [ Multi Agent Systems |

Autonomous v X
Large Number v v
Few Homogeneous Groups v v v
Simple v v v
Local Sensing and Comms. v v v v v

Table II: Comparison of Implicit Characteristics

[ [ Swarms | Multi-Robot [ Mobile Sensor Networks | MANET [ Multi Agent Systems ]

Self Organising

Emergent Behaviour

Co-operate to accomplish task

Distributed Command/Control

XN X X%

Mobile

NNN

NENENANANAN

No ID Necessary

NN XX
ANANERR Ry

of being accessible and useable upon demand by an
authorised entity. The term denial of service is often
used in reference to loss of availability.

ISO 7498-2 defines two more services: access control, and
non-repudiation. Although these services are important in
the context of the OSI reference model, they are of less
relevance to swarm robotics. Entities in a robotic swarm are
typically simple devices that do not provide access to a service,
and which operate in a closed network where disclaiming a
previous transaction is not a high risk.

Security mechanisms used to provide the above services
include encryption, for confidentiality, and digital signatures
and message authentication codes for integrity and data ori-
gin authentication. Entity authentication usually requires the
completion of a security protocol. The Handbook of Applied
Cryptography [28] provides a good introduction to these mech-
anisms. Mitigating denial of service attacks is more dependent
on the particular application. In any system, the provision of
security is a holistic process. This requires careful management
processes that oversee the use of specific security technologies
that can be applied to devices and networks. These include
firewalls, access control mechanisms and network security
protocols. At the heart of most security technologies is the
deployment of specific cryptographic primitives, which are
mathematical tools that can be applied to data to provide
the core security services. These normally rely on the careful
protection and maintenance of cryptographic keys, which are
critical data items that must be stored securely.

With this background we may now review several scenarios
where swarm robotic technology is being considered for use,
and look at the potential threats to these systems.

B. Military Applications

Swarm robotic networks are of particular interest to the
military, and in these applications the need for security is

perhaps self-evident. There is currently a great deal of research
taking place in the military use of robotic swarms. In the
United Kingdom in August 2008, a challenge called ‘The
Grand Challenge’ [29] took place, which was searching for
the best ideas in defence technology to help solve some of
the evolving threats facing front line troops. One prominent
entrant to this was ‘Swarm Systems’ [30], which used swarms
of micro air vehicles.

In the United States, US Army Research are funding and work-
ing with BAE Systems on the The Micro Autonomous Systems
and Technology (MAST) project, [31] which will ‘research
and develop advanced robotic equipment for use in urban
environments and complex terrain, such as mountains and
caves. The project will create an autonomous, multifunctional
collection of miniature intelligence-gathering robots that can
operate in places too inaccessible or dangerous for humans’.

Mine clearance is another example of where robotic swarms
may be deployed. Individual entities that constitute a swarm
robotic system are dispensable, making the system suitable for
domains that involve dangerous tasks. For instance, clearing
a corridor on a mining field. Swarm systems would be better
than a single more complex and expensive mine clearing robot
because they can afford to be suicidal, and may be able to
cover the area more quickly.

The major threat to military systems is from deliberate attacks
on the robotic swarm. Such attacks may range from passive
eavesdropping on communications, or monitoring traffic; to
more sophisticated attacks where malicious robots may be
injected into the swarm, much as viruses and Trojans are
deployed in computer systems. Such sophisticated attacks
may go un-noticed while the attacker manipulates data being
processed by the swarm and possibly affects the emergent
behaviour.



C. Monitoring

Robotic swarms are well-suited to environmental monitoring
and, since they have motor as well as sensor capabilities, they
could potentially provide solutions in the case of undesired
environmental events. For example, the Elimination Units for
Marine Oil Pollution (EU-MOP) project demonstrated that a
robotic swarm could be used to detect environmental pollutants
such as oil spillages, and subsequently clean them up [32].

At the Ecole Polytechnique Federale de Lausanne (EPFL) an
investigation has been completed into how swarm robotics
could be used for the autonomous inspection of complex
engineered structures [33].

Accidental malfunction of the entities that make up the swarm
is always a threat. The impact of this threat could be signi-
ficant these applications if the swarm was the sole means of
monitoring.

In addition to malfunctions or accidents, active threats to
such robot swarms could arise from malicious organisations
such as terrorists or criminals. Such groups could target the
availability of the swarms, or the confidentiality or integrity
of any information that they hold. For example, by injecting
malicious code or malicious robots, they could physically or
electronically hijack the system resulting in the loss of avail-
ability. As with current denial of service attacks on internet—
based services, the threat of such an attack is itself sufficient
to meet the adversary’s requirements. As with internet-based
services a malicious organisation could potentially use such
a threat to extort money from the legitimate owners of the
swarm. Many such attacks have already been launched against
business websites on the Internet. The threat may even be
exploited, with the robots only being returned to use after a
ransom has been paid.

The data that a monitoring swarm holds could also be useful
to an unauthorised third party. For example the location and
extent of an oil spillage could be of interest to an environ-
mental group; the location of faults in an engineering structure
could be of great value to a competitor. Therefore, it is of
importance that such data is kept confidential. Also, if such
data could be corrupted accidentally or deliberately, it could
lead to the swarm performing incorrectly, which could mean
that monitoring is not taking place properly or the swarm
is not trying to fix something that it is meant to be. Thus
integrity protection would be a useful service to have in these
applications.

D. Disaster Relief

The deployment of robot swarms during disaster relief opera-
tions is another application area that is considered for swarm
robotic networks.

At the University of Utah, research has taken place into using
swarms of robots to aid first responders in disaster situations
[34] and the European Union 6th Framework GUARDIANS
project [20] is addressing a similar application.
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The GUARDIANS are a swarm of autonomous robots applied
to navigate and search an urban space in situations which
are dangerous and time-consuming for humans. The project’s
central example is an industrial warehouse in smoke, as
proposed by the Fire and Rescue Service. The job is time
consuming and dangerous since toxins may be released and
humans senses can be severely impaired. The robots warn of
toxic chemicals, provide and maintain mobile communication
links, infer localisation information and assist in searching.
They enhance operational safety and speed and thus indirectly
save lives

In situations such as these, availability becomes a primary
security requirement, as well as confidentiality, integrity and
authentication/identification. Availability is necessary so that
the swarm can respond as quickly as possible to the emergency
at hand. If robots are unavailable due to malfunction, accident
or because they have been hijacked either physically or elec-
tronically by an external agency, then they will be unable to
perform their critical task. The motivation for such an attack
may be difficult to comprehend, however, as discussed above,
the threat of a denial of service attack may be sufficient for
malicious groups to extort their demands.

Unauthorised access to data could also be a threat in this
application. Eavesdropping on the robots communications may
provide information to an attacker, for example about the
location and extent of the damage and about any entities
that the robots discover during the rescue operation. Such
information may be highly sensitive and would require the
protection of a confidentiality service.

Perhaps more importantly, there exists a threat of data manip-
ulation. Integrity protection is necessary to ensure that the data
being passed around the swarm is accurate, so that the robots
respond correctly. In addition to integrity protection, data
origin authentication may be required to provide assurance
that information has come from a reliable source.

Threats arising from entity authentication failure are more
subtle. It may be necessary to ensure that sensitive information
obtained by the swarm is communicated only to legitimate
parties e.g. the rescue service. If robots are communicating
locally, problems could arise if the peer entity cannot au-
thenticate itself. This scenario could arise if multiple swarms,
perhaps with different goals, are operating in the same physical
area.

Many relevant current technologies already provide full sup-
port for strong security. Communications between human per-
sonnel in emergency situations often use Terrestrial Trunked
Radio (TETRA) [35] which is an open digital standard
defined by the European Telecommunications Standard Insti-
tute (ETSI). Whether this technology is applicable to swarms,
however, will depend on the particular implementation.

E. Healthcare

The use of swarm robotics has been considered for a wide
range of healthcare services: from surgery and intrabody



diagnostics, to more routine tasks such as medication provi-
sion and patient monitoring. The European IWard project is
proposing to use swarms of robots to provide assistance to
healthcare workers [36].

Entity authentication will be very important for swarm robotics
in healthcare situations. For example, it will be of vital
importance that only legitimate robots are introduced into
a human body, or sent to deliver patient medicines or read
patient data from monitoring stations. Failure to authenticate
could result in the introduction of swarm robots that would
harm the patient surgically or whilst inside their body, by
delivering incorrect medicines or by reporting medical data
to unauthorised entities.

The confidentiality or privacy of patient data is paramount,
and is protected by law in many countries. Apart from patients
wanting to be able to choose who knows their personal medical
history, it must be kept from organisations who may wish
to have it for reasons such as pharmaceutical research, or
to simply try and deny an individual access to insurance,
employment or services.

Integrity of medical information must be ensured. Otherwise
a swarm could damage a patient by responding to incorrect
information such as wrong organ position, elevated blood
pressure or blood sugar levels. Consequently, if a swarm
were to respond incorrectly, this could seriously damage the
patient’s health, maybe fatally.

Availability of swarm robots in a healthcare situation is
important, especially so where they are deployed in situations
with critically ill patients. If they are not available and able to
respond immediately then such patients could suffer greatly,
and maybe die as a result.

F. Commercial Applications

As the technology develops, the hope is that robotic swarms
will find commercial use. Commercial uses could include some
of applications already discussed, for example monitoring or
healthcare, as well as many other routine tasks that are ‘dull,
dirty, or dangerous’ [16]. Unfortunately in any commercial
environment, the motivation to gain competitive advantage will
undoubtedly result in attempts to steal information, manipulate
data, and disrupt services.

For example, if an organisation can interrupt their competitors
service and make it unavailable or unstable, damaging its
reputation, then they will become the organisation of choice.
If they can steal information from their competitor then they
may be able to find out their trade secrets for their own
commercial gain. If they can amend their competitors data then
they can make them operate unpredictably, again damaging
their reputation, and making themselves appear preferable.

Thus consideration of confidentiality, integrity, authentication
and availability will be required for commercial applications
to be successfully adopted and deployed.
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IV. SECURITY CHALLENGES IN SWARM ROBOTIC
ENVIRONMENTS

Section II described what we mean by swarm robotics and
discussed how this differs from related technologies. In the
preceding section we have described the threats that may arise
in the deployment of swarm robotic systems and identified the
security services that may be applied to mitigate these threats.

It is appropriate now to consider the challenges to providing
these security services in swarm robotic networks. It is clear
that some security problems are similar to those experienced
by other related technologies, and that some solutions from
these technologies may apply to swarm robotics. However,
not all of these shared problems have been fully solved. Fur-
thermore, the swarm robotic environment introduces particular
security challenges that do not exist in other technologies.

A. Resource Constraints

According to our definition of swarm robotics, the robots
should be relatively simple. The less complicated a device is,
the greater the challenge in providing security becomes. This is
due to resource constraints: storage for static and ephemeral
data is restricted; communication bandwidth is constrained;
and processing power is limited. Most importantly, where
mobile devices are concerned, power consumption has to be
minimised to preserve energy.

Resource constraints restrict the types of existing security
technologies that can be deployed and special cryptographic
mechanisms may be required to reduce the consumption of
resources on such devices [37]-[39]. However, attacks on the
provision of resources can still lead to the device becoming
inoperable — permanently so if the resource is not renewable
e.g. a battery. This would result in loss of availability of the
device and potentially the swarm.

B. Physical Capture and Tampering

Robotic swarms are unique in their combination of physical
entities with autonomous behaviour, mobility, and distributed
control. Consequently, the owner of a swarm may not know the
exact location of each device and what other entities may be
in the vicinity. Thus individual swarm robots may be captured
by an attacker.

Physical capture of a robot may lead to immediate loss of
availability. The attacker may also use the device to manipulate
data being reported, and may attack the device hardware to
extract any secret data.

In the worst—case scenario an attacker could modify the device
and re-introduce it to the swarm, enabling a number of other
attacks to be carried out. Such a rogue device may continue
to manipulate data as the swarm moves to new locations. It
may eavesdrop on communications. It may even be able to
introduce malicious code or commands to other devices. In
the worst case it would be able to alter the behaviour of the
swarm without the attack being detected. This capture and ‘re-
introduction attack’ is unique to swarm robotic technology.



C. Monitoring and Control

Systems employing swarm intelligence do not have a hierarch-
ical structure with specific points of monitoring and control.
Moreover, the individual entities within these systems take de-
cisions autonomously, based on local sensing and communica-
tions. With such systems it is evident that there could be many
risks if, for any reason, deliberate or accidental, they went ‘out-
of-control’. These risks include many security violations such
as loss of confidentiality, integrity or availability. Monitoring
and control presents an interesting challenge to security within
swarm robotics.

D. Communication

Unlike the related technology discussed in Section II, robotic
swarms may be designed to interact either explicitly, or
implicitly [40].

Explicit communication can be achieved via broadcast or
directed messages. Radio frequency (RF) and infra-red (IR)
technologies have been widely used for explicit communic-
ations within swarms. Other technologies include coloured
LED display, body-language or sign-language, colour patterns
on a robot’s body, coil induction, haptics, audible sounding,
combination of LED display and audio signalling and acoustic
signalling in an underwater environment.

Implicit communication is unique, amongst the technologies
discussed in Section II, to swarm robotics. By considering
implicit communication, we include interaction via sensing
other robots and their behaviours, and interaction via the
environment. The latter acts as a sort of shared memory and
is known as stigmergy [6], [41], [42].

From a security perspective, any open implicit or explicit
communication method can be jammed, intercepted or oth-
erwise disturbed relatively easily by an attacker. The security
of RF and IR has been well-researched, but the security of
the remaining more ‘exotic’ interaction methods needs to be
thoroughly investigated and presents a fascinating security
challenge.

E. Swarm Mobility

Security is difficult to provide in any mobile environment,
however the mobility of robot swarms, combined with the
autonomous behaviour, is quite unusual. This has some inter-
esting characteristics that might make some security services
easier to implement than for related technologies.

One example is entity authentication discussed below. Swarm
robots may be able to move towards the peer that they wish to
authenticate. The authentication service could then be provided
through visual sensing and physical data exchange. A similar
example is key distribution: robots may move within the
swarm to distribute shared keys.

However any constraint on the movement of swarm members,
for example to remain in the ‘bounds’ of the swarm, could
present additional security issues.

International Journal on Advances in Security, vol 2 no 2&3, year 2009, http://www.iariajournals.org/security/

295

F. Entity Authentication and Identity

As discussed in Section III, in some applications it may be
very important for a swarm robot to determine whether it is
interacting with a legitimate entity or not. Data origin and
entity authentication often require some notion of identity.
This is a particular problem where individual identity within
a swarm is undesirable [43]. However, other work on robotic
swarms has used group identity [44], or individual identity
which is broadcast regularly [45].

If identity can be assumed or changed, then attacks can be
launched on entity authentication, confidentiality, integrity and
availability. The notion of identity within a robotic swarm thus
presents an interesting challenge from a security standpoint.

G. Key Management

Security services deployed in a robot swarm inevitably require
the need to manage cryptographic keys [46]. These keys define
which pairs (or groups) of robots can apply security services.
As robots join and leave a swarm, it may be necessary to
update this keying material. Thus the dynamic and interactive
nature of a swarm presents sophisticated key management
challenges although the intelligent mobility of the swarm may
provide some novel solutions to this.

H. Intrusion Detection

When an unauthorised entity joins a network it is sometimes
called intrusion, and the field of network intrusion detection
is well-established [47]-[49]. However, the physical nature of
the entities in a swarm robotic network means that intrusion
in a robotic swarm robotic network is not the same as
intrusion in a traditional data network. Deliberate intrusion
was alluded to in Section IV-B and accidental intrusion in
Section III-D, where several swarms may operate in the same
geographical location. In these cases the intrusion mechanism
is the physical insertion of a rogue agent into the swarm, which
is not addressed by the established network intrusion detection
systems.

Intrusion detection systems typically attempt to detect an-
omalous behaviour in the network. In a robotic swarm this
behaviour may extend to the physical behaviour of individual
robots. New mechanisms will be required to detect anomalous
physical behaviour. Moreover, the autonomous nature of robots
and collective emergent nature of the behaviour of the swarm
will make any anomalous behaviour difficult to detect.

If undetected, one or more foreign robots could infiltrate the
swarm, either maliciously or accidentally, and ultimately affect
the desired emergent behaviour. The situation is illustrated
in figure 1 where the shaded nodes represent foreign robots
infiltrating the swarm. In figure 1a a single intruder has entered
the swarm. It is not unreasonable to expect the swarm to
be able to detect this intruder. If several foreign robots can
infiltrate the swarm, as shown in figure 1b, it may be easier
for the intruder to affect the behaviour of the swarm. As
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Figure 1: Intrusion of rogue robots into a swarm

more foreign robots infiltrate the swarm, Ic, it will become
more difficult to distinguish the intruders from the original
swarm, particularly if the notion of identity within a swarm is
forbidden.

Once an intruder is detected, an appropriate response will need
to be formulated according to an Intrusion Protection System
[49]. Depending on the application the response could be to
simply ignore the rogue device, to monitor its behaviour, or to
find a way to either disable it or remove it from the system.
In some scenarios it may even be desirable to manipulate the
behaviour of the intruder in a counter-attack.

Intrusion detection and protection looks to be particularly
challenging in a swarm of robots, and will need a specifically
tailored approach.

1. Managing Learning

Robotic swarms are designed to learn and react to environ-
mental changes by means of adaption. A malicious entity
might present changes to the environment which will cause a
swarm to adapt in an undesired way. For example, if anomaly
detection is used to detect intrusion based on learning and
monitoring typical behaviour, then a malicious entity could
manipulate the environment to change the pattern of ‘typical’
behaviour in order to gain entry to the network.

V. CONCLUSION

The development of swarm robotic technology has reached
a point where many new applications beginning to emerge.
Therefore, we believe that this is an opportune moment to
take a closer look at the security of swarm robotic systems -
before widespread deployment.

To that end we have identified several unique features of
swarm robotic networks that distinguish them from related
technology and consequently justify further study from a
security perspective. Most notable of these characteristics are
the autonomous behaviour of the swarm and the emergent
behaviour. Although much has already been accomplished to
provide security for related technologies, the characteristics of
autonomy and emergent behaviour, combined with mobility
and distributed control, make robotic swarms significantly
different from these technologies to raise a number of new
security problems. These new security problems are not only

of theoretical interest but will have implications on many
practical applications of swarm robotic technology.

Bearing this in mind, we described a number of challenges
to robotic swarm security, many of which are unique to
this technology. For example, the application of stigmergic
communications may provide a new attack surface that will
require the development of new security mechanisms. The
notion of identity within a swarm may also necessitate research
into the provision of entity authentication within a swarm. And
finally the potential to modification of emergent behaviour if a
malicious entity manages to infiltrate the swarm may require
further investigation into intrusion detection, especially where
the intruder is a physical mobile agent. We therefore believe
that an investigation of the above areas is timely.
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