International Journal on Advances in Networks and Services, vol 8 no 3 & 4, year 2015, http://www.iariajournals.org/networks_and_services/

192

Deriving Robust Distributed Business Processes with Automated Transformations of
Fallible Component Processes

Lei Wang,
Luis Ferreira Pires
and Marten J. van Sinderen

CTIT, University of Twente,
the Netherlands
Emails: {1.wang-1, 1l.ferreirapires, m.j.vansinderen}Qutwente.nl

Andreas Wombacher

Achmea, the Netherlands
Postbus 866
3700 AW Zeist
Email: andreas.wombacher@achmea.nl

Abstract—Due to the possibility of system crashes and network
failures, the design of robust interactions for collaborative busi-
ness processes is a challenge. If a process changes state, it
sends messages to other relevant processes to inform them about
this change. However, server crashes and network failures may
result in a loss of messages. In this case, the state change is
performed by only one process, resulting in global state/behavior
inconsistencies and possibly deadlocks. Our idea to solve this
problem is to (automatically) transform the original processes into
their robust counterparts. The robust initiator process re-tries
failed interactions by resending the request message. The robust
responder then replies with the possibly lost response message,
without processing the request again. We illustrate our solution
using a subset of Web Services Business Process Execution
Language (WS-BPEL). A WS-BPEL process is modeled using
a so called Nested Word Automata (NWA), to which we apply
our transformation solution and on which we perform correctness
proof. We have also analyzed the performance of our prototype
implementation. In our previous work, we assumed that a certain
pre-defined interaction follows the failed interaction. In this work,
we lift this limitation by allowing an arbitrary behavior to
follow the failed interaction, making our solution more generally
applicable. This paper is an extension of our previous paper [1].
The additional contents of this paper is the following.

Keywords-robust; collaborative processes; control flow; WS-
BPEL; interactions; system crash; network failure; automata.

I. INTRODUCTION

The electronic collaboration of business organizations has
grown significantly in the last decade. Often data interchange
is based on processes run by different parties exchanging
messages to synchronize their states. If a process changes
state, it sends messages to other relevant processes to in-
form them about this change. However, server crashes and
network failures may result in a loss of messages. In this case,
the state change is performed by one process, resulting in
global state/behavior inconsistencies and possible deadlocks.
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In general, a state inconsistency is not recovered by the
process engine that executes the process. This can be seen
from a screen dump of errors after a system crash of the
process engines such as Apache ODE and Oracle BPM, as
is shown in Figure 1. Figure la shows that in the Apache
ODE process engine the initiator sends the message to an
unavailable server. Figure 1b shows that in the Apache ODE
process engine the initiator sends a request message, and
the responder crashes without sending the response message.
Figure 1c shows the Oracle process engine 12c, which sends
message to an unavailable server (see Figure 1).

Figure 2a shows that normally, a business process is
deployed to a process engine, which runs on the infrastructure
services (OS, database, networks, etc.), where system crashes
and network failures may happen. Our solution to recover
from failures is to transform business processes into their
robust counterparts, as shown in Figure 2b. The robust process
is deployed on the unmodified infrastructure services and is
recoverable from some interaction failures caused by system
crashes and network failures. Our solution has the following
properties: (1) the application protocols are not modified. We
do not modify the message format nor message sequence, e.g.,
by adding message fields that are irrelevant for the application
logic or adding acknowledge messages to the original message
sequence. The service autonomy is kept in that if one party
transforms the process according to our approach and the
other party does not, they can still interact with each other,
although without being able to recover from system crashes
and network failures. (2) the process transformation is trans-
parent for process designers. (3) the solution conforms to the
process language specification. We use the standard process
language constructs without extending the language to avoid
making the robust process depend on a specific engine. In
this paper, we illustrate our solution using WS-BPEL. WS-
BPEL is a language for specifying business process behavior
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15:42:22,.154 ERROR [INUOKE] Failure during invoke: Mo respon
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failed: Connection refused
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(c) Service unavailable

Figure 1. Interaction failures
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(a) Interaction failures

(b) Robust process transformation

Figure 2. Our idea to cope with failures.

based on web services. As an OASIS standard, it is widely
used by enterprises. However, other process languages may be
applicable as long as they support similar workflow patterns.

This paper is an extension of our previous paper [1]. The
additional contents of this paper is the following.

1)  We analyze the possible synchronization failures in
more detail.

2)  More Nested Word Automata models of WS-BPEL
activities are described inthis paper,suchas, “invoke”,
“receive” and “reply” activities.

3)  Onmitted information on the correctness criteria and
correctness evaluation process is presented in this
paper.

4)  Process transformation complexity of our soultion is
analyzed.

This paper is based on our previous work [2][3][4][5],
where we assumed that a certain pre-defined interaction fol-
lows the failed interaction, i.e., the only sequence control is
assumed that the further interaction is sequentially following
the failed interaction. In this paper, we lift this limitation
by allowing an arbitrary behavior to follow the failed inter-
action, making our solution more generally applicable. We
support conditional control flow and loops and their arbitrary

combination as possible further interaction after interaction
failure. The structure of the paper is the following: Section
IT analyzes possible interaction failures. Section III proposed
our process transformation-based solution. Section IV validates
our solution. Section V discusses related work and Section VI
concludes our paper.

II. INTERACTION FAILURE ANALYSIS

This section analyzes possible interaction failures of col-
laborative processes caused by system crashes and network
failures.

A. Process Interaction Patterns

Process interaction failures are specific to interaction pat-
terns. In [6], 13 interaction patterns are identified. In this paper,
we focus on the send, receive and send-receive patterns. This
limitation is not severe because more complex patterns can
be composed using these basic interaction patterns. Figure 3a
shows an initiator that sends a one-way message to a responder.
The initiator behavior corresponds to the send pattern, while
the responder behavior corresponds to the receive pattern. In
pattern send-receive in Figure 3b the initiator combines one
send and one receive pattern. We call this pattern asynchronous
interaction in the sequel of the paper. In Figure 3c, the initiator
starts a synchronous interaction by sending a request and
getting a response, which characterize the send-receive pattern.

B. Process Interaction Failures

Table I shows a failure classification scheme [7]. Crash
failure, omission failure and timing failure are considered in
this work. Crash failure is referred as system crashes in this
paper. Omission failure and timing failure occur when the
network fails to deliver the messages (in a specified time
interval) and are referred to as network failures in this paper.
However, response failures due to a flaw in the process design
and arbitrary failure, also referred to as Byzantine failure,
which is more of a security issue, are out of the scope of
this work.
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(a) send and receive

(b) send-receive case 1

(c) send-receive case 11

Figure 3. Process interaction patterns.

TABLE 1. Failure Scheme.

Type of failure Description

Crash failure

Server halts, bus is working correctly until it halts.

Omission failure
Receive omission
Send omission

Server fails to respond to incoming requests.
A server fails to receive incoming messages.
A server fails to send messages.

Timing failure

Server’s response lies outside the specified time interval.

Response failure
Value failure
State transition failure

Server’s response is incorrect.
The value of the response is wrong.
The server deviates from the correct flow of control.

Arbitrary failure

Server may produce arbitrary responses at arbitrary times.

Interaction failures caused by system crashes and network
failures are pending request failure, pending response failure
and service unavailable [3]. As all failures possible in the
interaction patterns of Figure 3a and Figure 3b are covered
by Figure 3c, we look only into the interaction failures of the
interaction pattern in Figure 3c. Service unavailable (marked
as Xgp) is caused by a responder system crash or a network
failure of the request message delivery. At process level, the
initiator is aware of the failure through a catchable exception of
the process implementation language. Pending request failure
(marked as Xgrpq) is caused by initiator system crashes
after sending a request message. The initiator is informed
of the failure after restart, e.g., through catchable exceptions.
However, the responder is not aware of the failure, so that
it replies with the response message and continues execution.
Pending response failure (marked as Xrpgp) is caused by a
responder system crash or a network failure of the response
message delivery. In both cases, the responder replies with
the response message (after a restart if the responder system
crashes) and continues execution. However, the connection gets
lost and the initiator cannot receive the response message. The
initiator is aware of this failure after a timeout.

C. Assumptions concerning the failure behavior

Due to the heterogeneous infrastructure, e.g., different
process engine implementations or network environments, we
have to make the following assumptions concerning the failure
behavior of the infrastructure:

1) Persistent execution state. The state of a business process
(e.g., values of process variables) are kept persistent and
survive system crashes.

2) Atomic activity execution (e.g., invoke, receive, reply).
A system crash means that the execution is stopped only after
the previous activity is finished and the next activity has not
started. A restart means that execution resumes from the pre-
vious stopped activity. These assumptions correspond with the

default behavior of the most popular process engines, such as
Apache ODE or Oracle BPEL Process Manager (released as a
component of Oracle SOA Suite). In Apache ODE’s term, this
is named as persistent processes in their default configuration.
Otherwise, this configuration can be modified to “in-memory”
at deployment time [8]. For Oracle BPEL Process Manager,
this is named as “durable” processes, otherwise is named as
“transient” processes. By default all the WS-BPEL processes
are durable processes and their instances are stored in the so
called dehydration tables, which survives system crashes [9].

3) Network Failures interrupt the established network con-
nections and the messages that are in transit get lost.

III. PROCESS TRANSFORMATION BASED SOLUTION

Figure 4 shows our approach based on process transforma-
tion. The transformation is implemented at an abstract level
by using NWA (Nested Word Automata) [10]. NWA is an
extension of the classical automata, which maintains the nested
syntax of WS-BPEL process. Furthermore, its automata based
definition, which facilitates the description of reliable inter-
action principles, correctness proof and complexity analysis
formalized. Figure 4 shows that the process transformation
is divided into three steps: Transforml transforms a business
process into a NWA, Transform?2 transforms the NWA to the
NWA'’ of a robust process, and finally, transform3 generates
the robust process from the NWA’.

A. Business Processes

We choose WS-BPEL [11] as process specification lan-
guage in our work. However, other process languages may be
applicable as long as they support similar workflow patterns
[12]. A WS-BPEL process is a container where relationships
to external partners, process data and handlers for various
purposes and, most importantly, the activities to be executed
are declared. As an OASIS standard, it is widely used by
enterprises. We use Nested Word Automata (NWA) [10] to

2015, © Copyright by authors, Published under agreement with IARIA - www.iaria.org



—=| Business
=<3 Processes

International Journal on Advances in Networks and Services, vol 8 no 3 & 4, year 2015, http://www.iariajournals.org/networks_and_services/

195
Robust

<<} Processes

B |

[NWA'©

[Processes |

[NWA”of |

Robust

lrocesses | € Foncto
4 Transform

Business —

Figure 4. Process transformation

Figure 5. NWA model of a process.

describe the underlying semantics of WS-BPEL and use them
as a basis for our formal evaluation. We choose NWA be-
cause we need to model the nested structure of WS-BPEL
syntax. While traditional finite state automata can be used for
describing all possible states of messages, and their sending
and receiving sequences, they lack the capability of describing
nested structures of activities.

An NWA is an automaton that has hierarchical nesting
structures. Formally, an NWA A over an alphabet X is a
structure (@, qo, Q, P, po, Pf, dc, 95, 6,) consisting of
a finite set of (linear) states (),
an initial (linear) state ¢g € Q,

a set of (linear) final states Q)5 C @,

a finite set of hierarchical states P,

an initial hierarchical state pg € P,

a set of hierarchical final states Py C P,

a call-transition function 6. : Q x ¥ — @Q X P,

an internal-transition function §; : Q X X — @, and
a return-transition function d,: Q x P x X — Q.

The definition of @, go, @ ¢, d; corresponds to the definition
of a finite state automata over an alphabet X [13]. The alphabet
Y represents all possible process behaviors, e.g., <process> €
> represents the starting of a business process, 7m; € X rep-
resents receiving a message while !m; € ¥ represents sending
a message. An internal transition 6;(¢;,'m;) = g; represents
that the process replies a message !m; at the state g; and then
enters the state ¢;. The hierarchical states P, pg, Py are used to
describe the nesting structure of an NWA. A call transition ..
enters the nested automaton while a return transition 9, leaves
the nested automaton. The other transitions are also found in
traditional automata, and called internal transitions. A nested
structure is graphically represented as dashed box. The NWA
model of a WS-BPEL process is shown in Figure 5. A call
transition d.(qo, <process>) = (q1,pq) starts from the initial
state and a return transition 0,.(g2, p,, </process>) = qs leads
to the accepted state. The NWA model of an activity NWA(act)
is nested within the NWA of the process. This is described by
the hierarchical state p,.

WS-BPEL activities are divided into two categories,
namely basic and structured activities. The currently supported
structured activities are if, pick, while and sequence, as shown
in Figure 6. The conditional branch (if), repeat (while), and

sequential (sequence) activities are modeled as shown in Figure
6a, 6¢c, 6d, respectively. Figure 6b shows the model of a pick,
which is another case of conditional control flow that depends
on the type of the incoming message. The flow (concurrent
execution) or the other forms of loops (RepeatUntil, ForEach)
are not considered now and will be considered in future
work. Each structured activity model has exactly one call
transition and one return transition to enter and leave its nested
structure(s), which is represented as a dash box.

The models of basic activities are visualized in Figure
7. These models can be nested (to replace the dash box in
Figure 6) in the models of structured activities. However, the
model of exit is an exception. Once the transition exir fires, the
NWA goes to a terminated state. From this state, the NWA is
deactivated (no transition will leave this state), which breaks
the well-nested structure.

B. Transformation Method

An operation that can be safely repeated is called idem-
potent [7]. Idempotent operations can be recovered by re-
sending the request message. However, a request resent to
non-idempotent operations (such as bank transfer operations)
triggers potentially incorrect executions. Our solution for non-
idempotent operation is that when a failure happens, a resent
message is replied with a copy of the previous processing
result.

In the example of Figure 8a, the WS-BPEL snippet receives
a message m1, performs some (non-idempotent) processing,
then replies with a message m2. The next incoming messages
could be m3 or m4. If the initiator sends request m3 or
md, this implies that the initiator has successfully received
the response message m2. If due to an interaction failure, for
example, the initiator crashes and fails to receive the response
message m2, the initiator can recover by resending request
message ml. Thus, the responder can be aware of whether
failures have happened by inspecting the incoming message.
If the incoming message is a resent message, this implies that
a failure happened in the previous interaction. In this section,
we will first present our formal method of calculating the
set of failure-resent messages at a state. We then transform
the responder process to use a copy of the previous result as
response. Figure 8b shows that in order to make a copy of
the response message, we use an assign activity to keep the
result value in a process variable $copy. In the pick activity,
we add an onMessage branch to accept the resent message m1
and use the variable $copy as the response. However, a resent
message could be sent multiple times before the response is
ultimately received. We nest the pick activity in a while to cope
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Figure 6. NWA model of WS-BPEL structured activities.
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Figure 7. NWA model of WS-BPEL basic activities.

(c) while
? Ims assign wait
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a) receive ) reply (c) assign ) wait
(a) i (b) repl i (d) wai
<sequence>

<receive variable="m1" ... />
<I-- some process -->
<reply variable=""m2" ... />
<pick>
<onMessage variable="m3".../>

<onMessage variable=""m4".../> </onMessage>
</pick> C<Jpick>" T
</sequence> </sequence>

<sequence>
<receive variable=""m1" ... />
<!-- some process -->

(a) example WS-BPEL snippet

(b) transformation, step I

Figure 8. WS-BPEL example of our solution.

with the duplicate resent message. Our process transformation
algorithm is presented as follows.

1) Responder Transformation Algorithm: For a WS-BPEL
process, given its NWA model (@, qo, Q¢, P, po.Py,d¢, 0, 6r)
over the alphabet X, we assume that the alphabet that rep-
resents the response messages is X,.sp and the alphabet that
represents the request messages is X4, thus .., € ¥ and
Yresp © 2. The transformation algorithm is as Figure 9.

The algorithm iterates through all combinations of a state
¢, a request message ‘M., and a response message !Myegp.
In line 2, we check if the message pair (?Myeq, 'Mresp)
corresponds to the request and response for a synchronous
operation and at state ¢, the response message !m,¢, is sent,
represented by a transition &;(g, !myesp). This is the failure
point that the response message may be lost due to interaction
failures and where our transformation method applies. As
defined in line 3, we first make a copy of the response message,
as shown in Figure 10. The NWA model of reply activity in
Figure 10a is replaced by an NWA model of a sequence activity

1: for all ¢ € Q, "Myeq € Lreg aNd Mgy € Yiresp do

20 if (Myeq, Mresp) 18 a synchronous message pair and
0i(q, 'Myresp) is defined in NWA then

3: save_reply(q, 'Myresp)

4: N « next_receive(q, 'Myresp)

5: for all 7m ey € N and ¢ € Q do

6: if 0;(qnext, ?Mnext) is defined in NWA then

7: trans form_receive(qnext, "Mnest)

8: else if O.(Gnext, 7Mnest) is defined in NWA then

9: trans form_pick(qnest, "Mnext)

10 end if

11: end for

12:  end if

13: end for

Figure 9. Responder process transformation algorithm

in Figure 10b, in which a reply activity model and an assign
activity model are nested. The assign activity model represents
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Figure 10. Responder process transformation, reply activity.
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Figure 11. The automaton A(!m;, ?mneat).

the copy of the reply message into the variable m.,p,. In order
to process the possible resent request message ?my., due to
the lost of the message !m,., sent at state ¢, we calculate the
set of all possible next incoming messages, which is defined as
next_receive(q, 'Myresp) in line 4. We construct an automaton
A("Myesp, "Mipeqt) as in Figure 11 to describe that a process
replies with a message !m;.s, and waits for some possible
next incoming message "Mpeqi. 0(qo, Myesp) = ¢1 models
the reply of the response message !Mmycsp. 0(q1, L/ req) = ¢1
represents some process execution in which no messages
are received. 6(q1, ?Mnest) = g2 represents that the process
receives an incoming message ?Mypeqt- 0(g2, X)) = g2 models
any process execution. For the process NWA model, at some
state ¢, a reply of a message !m,.sp is represented by an
internal transition d;(g, myesp). We change the initial state
of the process NWA model to from gg to ¢, and call this
automaton NWA(q). Starting at ¢, after replying the message
!"Myesp, if one possible next incoming message is ?Myeqt, then
NWA(q) N A("Mesps TMinest) # 0, i.e., the process modeled
by NWA has the behavior described by A(1mycsp, "Mineqt)-

The intersection operation N between an NWA and an
finite state automaton is defined to check whether the busi-
ness process modeled by the NWA has the message send-
ing and receiving behavior modeled by the automaton. The
intersection operation is based on finite state automata. We
“flatten” an NWA to a finite state automaton by skipping
hierarchical information, described as follows. Given a NWA
(@, q0,Qy, P, po, Pr, ¢, d;,0,) over the alphabet X, the “flat-
tened” automaton is A(Q, go, Qf, %, ), where @, gy, Qs and
Y are the same as the NWA, the transition function d is defined
as

1)  6(gi1,a) = ¢z, if the NWA has an internal transition
51'((111, a) = g;2-

2)  6(ge1,a) = geo, if the NWA has a call transition
dc(ger, a) = (p, ge2)-

3)  0(gr1,a) = gro, if the NWA has a return transition
6r(qr1ap7 (l) = qr2.

Both call transitions and return transition are treated as flat
transitions that the hierarchical state p is not considered. The
intersection operation can be done between two finite state
automata, as defined in [13].

We define the set of all possible next incoming messages
as next_receive(q, 'Mresp) = {"Mneat|"Mnpest € Bregh
NWA(Q) N A(!mrespa ?mnewt) 7& @

For all ?myeqr € next_receive(q, 'Myesp) and gneqzt € Q,
if at the state gpe,: the next incoming message 7mMipert
is received, two cases of transition may be defined in
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NWA: in a model of a receive activity as an internal tran-
sition  0;(qneat, ?Mpext) or in the model of a pick ac-
tivity as a call transition 0.(qnext, ‘Mnest). For the first
case (line 6), as shown in Figure 12a, the procedure
transform_receive(gnext, TMnext) 18 introduced as follows.
We replace the transition with a pick activity with two
branches, as shown in Figure 12b. One onMessage branch
models the receive of the resent message ?m,., and the reply
of the result message 7.op,. The other onMessage branch
models the receive of the message ?myc.:, and after that
we set the flag success to true to indicate that the previous
interaction is finished successfully.

However, a possible loss of the response message Mcopy
triggers multiple resending of the request m,..,. Therefore, the
pick activity is defined in a while iteration so that multiple
requests ?m,., can be accepted. Figure 12c shows that the
while iteration ends when the flag success is set to true.

For the second case (line 8), as shown in Figure 13a, the
message ?Mye.¢ 1S one of the messages in my, ..., m,,. Figure
13b shows that we then add a call transition <?m;.; > to
model that the process accepts the resent message, and an
internal transition !mp, to represent the reply using a copy
of the previously cached result m.op,. In the other branches,
the nested NWA(act) is replaced by the model of a sequence
activity, in which we model the assignment of the flag variable
success to true, followed by the original NWA(act). Similarly,
in order to cope with a possible loss of the response message
Meopy, the pick activity model is nested in a while iteration
to handle multiple resent messages, as shown in Figure 12c.
We do not directly prove the correntness of this algorithm,
however, the correctness of the transformed processes by this
algorithm have been proved in Section IV.

After the transformation, at some states the responder can
receive more messages than the original process, because the
resent message can be accepted and be replied. However, the
request is not processed again. In this sense, we do not give
malicious initiators any chance of jeopardizing the process by
changing the sequence of requests or sending the same request
multiple times.

C. Initiator Transformation

The initiator starts the interaction by executing the invoke
activity. An invoke activity, which is shown as Figure 14a, is
replaced by the model of a scope activity, which consists of
an NWA of a fault handler and a sequence activity model.
Nested in the sequence activity model there is the model of
the original invoke activity, followed by an assignment of the
false value to a process variable w. The whole NWA of the
scope activity is nested in a while activity model.

The whole model represents the process behavior of invo-
cation. If failure happens and gets caught by a fault handler, the
process waits for a specific time period and finishes the scope
activity, then the outside while makes the invoke activity be
executed again, until it finishes successfully and the variable
w is assigned to false. The possible interaction failure is
modeled as the transition fail. This is a reasonable failure
model since that if a failure happens the control flow is
deviated from the normal flow to the end of the scope to which
a fault handler is attached, rather than leading the process to
an exceptional end.
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Figure 12. Responder process transformation, receive activity.

¥ NWA(act);
<?m1> </onMsg>
) :</Eick> 5
?
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______ J

(a) Responder, pick activity

(b) Transformed responder, part I

Figure 13. Responder process transformation, pick activity.

(a) Initiator

assign <while>

| s byt e

(c) Transformed initiator, part II

Figure 14. Initiator process transformation.

1) Recoverable Assumption: Assume that (?mycq, !Myesp)
is a pair of synchronous request and response messages,
the process receives request message ?m..q, then at state g,
the process sends the response message !Mmes,. However, if
TMyeq € next_receive(q, Myesp), then one of the next possi-
ble messages is still 7m,.q, in this case, the responder cannot
distinguish a resent message due to a failure from a normal
request message. Thus, we have to require that in the process
design the condition ?m,.., ¢ next_receive(q, !myesp) can be
met. However, by following a few process design principles
during the design of the original process, this condition can
be met. An example is a split of message ?my.q into two
different messages, 7m,cq1 and 7m..qe (for example, one
message is used to send request, the other asks for results). The
initiator sends the two messages back to back. If a responder
receives ?Myeq1, then it waits for 7my.eq2, rather than waiting

for 7my.eq1 again.

IV. EVALUATION

This section presents the correctness validation of our
solution. We also evaluate the performance overhead of our
prototype under different workloads. Finally, we analyze the
complexity of the transformed process by comparing it with
the original process.

A. Correctness Validation

The correctness proof shows that the solution introduced
in Section III provides a robust process. The core of the
proof is to define the correctness criteria for asynchronous and
synchronous interactions and represent them such that they can
be automatically evaluated.
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Figure 15. The setup of the correctness proof.

Figure 15 shows the setup of our correctness proof. We
take the test set of 726 example WS-BPEL processes, which
implement all possible Internet Open Trading Protocol (IOTP)
interactions [14], and we transform them into the NWA model
of the corresponding robust business process. The proof is
finished by checking that the NWA process model is a subset of
the correctness criteria, which are modeled as automata. Given
an automaton A(Q,X,0d,qo, F), each state in @ represents
a state of the messages sending and receiving status. Set %
models of all possible process behaviors, e.g., sending and
receiving messages. d is transition function: Q x X — @ that
models the state transition triggered by process execution, e.g.,
for states ¢;,q; € Q and !m € X, §(g;,!m) — g; represents
that at state ¢;, the process replies with message !m and then
enters state ¢;. The correctness criteria automata models the
set of correct message sending and receiving sequences. We
present the correctness criteria as follows.

1) Initiator Side Correctness Criteria: There are two cri-
teria due to the interaction patterns: the criteria for a single
message sending and the criteria for synchronous request and
response message pair. In this paper, we discuss only the latter
due to the page limitations. The automaton is visualized as
Figure 16a. A correct interaction is regarded as, a request
message 7m]1 can be sent at state gg and can be resent multiple
times at state ¢; until a response message !m2 is received at
state ¢o. The correctness criteria automaton is formally defined

as {Q? qo, Qf7 Ey 5}, where

o X ={?ml,!m2}. ?ml and !m2 are the synchronous
request and response messages.

e Q=1{q,q,q} and Q= {g2}-

e  For the transition §(qo, ?m1) = ¢1, the state changes
from gy to ¢; on the input ?ml and stays on state q;
on the input ?m1l (transition §(g1,?ml) = ¢1). This
represents that a request could be sent multiple times
due to failures. Transition §(q,!m2) = g represents
that if the response is received the initiator is in an
accepted state and any transition is accepted (transition

(g2, ) = qo).

2) Responder Side Correctness Criteria: The property we
want to validate is that any resent message can be accepted
by the transformed process and replied. Given a process,
assume that the synchronous request and response messages
are m; and m;. If the transformed robust process model
is NWA’, for state ¢; and transition !m;, we have ?m; €
next_receive(q;,!m;). The idea behind it is that after the reply
message !m; is sent, the robust process can accept possible
resent messages due to failures. In this case, the response
should be sent without reprocessing. The criteria are shown
as Figure 16b.
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The process control flows can be designed in arbitrary
ways, and since we cannot exhaust all possibilities, we use
a WS-BPEL test set that implements all possible IOTP inter-
actions, which is a total of 726 BPEL processes. After the
transformation of the test processes into automata, we apply
the subset check to evaluate the correctness of the WS-BPEL
test processes, i.e., we prove that for all processes and their
NWA model and criteria automaton A, NWA € A, i.e., all
messages sending and receiving sequences are correct.

We take the process in Figure 8 to illustrate the correctness
validation. An original WS-BPEL snippet shown in Figure 8a
is transformed into the robust counterpart, and their automata
models are shown as Figures 17a and 17b, respectively. At
state go, where the message !mo is to be replied, the set
of the possible next incoming messages of the responder is
next_receive(qa,!m2) = {?ml,?m3, ?m4}. The criteria for
the synchronous request ?7m1 and the response !m?2 is shown as
Figure 18. First, we do a subset check to prove that the original
is not a subset of the criteria. Actually, we can see that the
message sequence (.., 7m1,!m2,..,7m1,!m2,..7m3,..) can be
accepted by the criteria automaton. However, this sequence
cannot be accepted by the model of the original process, since
there is no transition defined for the second ?ml. Second, we
do a subset check to prove the transformed automata model is
a subset of the criteria, i.e., all sending and receiving message
sequences are correct.

B. Performance Evaluation

In Figure 2 of the whole setup, if the infrastruc-
ture (OS, process engine, hardware and network configu-
ration) is the same, performance depends mainly on the
process design and the workload, i.e., performance =
Test(ProcessDesign, workload).

We use similar setup of our performance test with our
previous performance tests [15], which is shown in Figure 19.
We use the cloud infrastructure from Amazon EC2. The ini-
tiator and responder processes are deployed on two computing
instances and we use a local client to collect the performance
data. At the node initiator, the original and transformed initator
processes are deployed. At the node responder, the original and
transformed responder processes are deployed. At the node
performance data collector, a local client is deployed.

We evaluated the performance overhead of our transformed
process under different workloads. The number of requests
sent per minute by the local client complies with a Poisson
distribution with parameters A = 5 and A = 10 requests per
minute. We used these workloads because according to our
tests under the available hardware and software configurations,
higher workloads would exhaust the server resources. We
use the open source Apache ODE process engine where an
embedded Derby [16] database is used. The Amazon EC2
instance type is tl.micro with 1 vCPU and 0.594GiB memory.
Each test run lasted for 60 minutes, but only the response
times in the 30 minutes in the middle of this period have been
considered (steady state).

The performance data is shown as Table II. Under the
workload of A = 5, the average performance overhead of our
transformation mechanism is 92 ms. Under the workload of
A = 10, the average overhead is 130 ms. We conclude then
that the performance overhead increases with the workload.
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Figure 16. Correctness criteria of process transformation.

(a) Automaton model of the original process

(b) Automaton model of the transformed process

Figure 17. Illustration of the correctness validation, robust NWA model of Figure 8.

I/!'my  I/{?m3,?m3,?mg}

Responder

EC2 &

Initiator ﬂe azon |

-

Performance - N
Data Collector s

N
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TABLE 1. PERFORMANCE OVERHEAD.

Origin_[| Trans [ Overhead
Workload A = 5
287 ms [[ 379 ms [ 92 ms

Origin [ Trans [ Overhead
Workload A = 10
322ms [ 452ms | 130 ms

However, we expect lower performance overhead when the
infrastructure is scalable, like in a cloud environment.

C. Process Design Complexity

We have implemented the process designed in Figure 10,
Figure 12 and Figure 13 using WS-BPEL. The number of
activities before and after the process transformation is shown
as Table III. The transformation is applied to one reply activity
and the receive (or pick) activities in the set next_receive().

As an example, by applying our process transformations, a
reply activity is replaced by one sequence structured activity
and two basic activities: reply and assign nested in it.

<receive .../>
<assign name="assgl” ... />
<if ...>
<condition .../>
<assign name="assg2” .../>
<else>
<!— Some Processing —>
<assign name="assg3” .../>
</else>
</if>
<reply .../>

V. RELATED WORK

Solutions based on exception handling [17][18] is process-
specific. WS-BPEL supports compensations of well-defined
exceptions using exception handlers. However, elaborate pro-
cess handler design requires process-specific knowledge of
failure types and their related recover strategies. Alternatively,
we try to ease the process designers from dealing with synchro-
nization failures by a transparent process transformation from
a given business process to its recovery-enabled counterpart.

A fault tolerant system can be built by coping with the
occurrence of failures by applying redundancy [7]. Three kinds
of redundancy are possible: information redundancy, time
redundancy and physical redundancy. However, the existing
solution either requires more effort of the business process
designers, or additional infrastructure support, or both.

On physical layer, the robust solutions on process engine
level [19][20] dependend on a specific process engine. We
defined our solution based on the WS-BPEL building blocks
without requiring extensions at the engine level. However, the
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TABLE III. Number of activities before and after transformation.

Before transformation

After transformation

Initiator 1 (invoke)

7 (2 sequence, 2 assign, 1 while, 1 scope, 1 invoke)

Responder 1 (reply in the set next_receive())

3 (1 sequence, 1 reply, 1 assign)

Responder 1 (pick with n onMessage branches in the set next_receive())

2n + 5 (1 pick, n + 1 sequence, 1 reply, n + 1 assign, 1 while)

transformed process can still be migrated to other standard pro-
cess engines. Reliable network protocols such as HTTPR have
been proposed to provide reliable synchronization. However,
the deployment of these solutions increases the complexity
of the network infrastructure. We assume that system crashes
and network failures are rare events, thus extending the in-
frastructure may introduce too much overhead. Further, the
solutions are not applicable in some outsourced deployment
environments. For example, in some cloud computing envi-
ronments, user-specific infrastructure configuration to enhance
synchronization is not possible. Dynamic service substitution
[21][22] is a way to perform recovery by replacing the target
services by equivalent services. In [23][24], the QoS aspects
of dynamic service substitution are considered. In our work,
we do not change the business partners at runtime.

Information redundancy recovery is based on replication.
Our cache-based process transformation is information redun-
dant because a cache is a kind of replication. Time redundancy
solutions include web services transactions. The WS-AT [25]
standard specifies atomic web services transactions, while
WS-BA [26] standard specifies relaxed transactions so that
the participant can choose to leave the transaction before
it commits. However, if a transaction rolls back, a process-
specific compensation is required. Actually, transactions can
deal with well-defined failures. The 2-phase commit distributed
transaction protocol can not deal with system crash (referred
to as cite failure in [27]). However, in a special case of process
in which all participants send vote results to a coordinator, if
the coordinator crashes before sending the vote results to any
participant, all the participants are blocked and the final results
of the transaction remain unknown.

VI. CONCLUSION AND FUTURE WORK

In this paper, we have identified three types of interaction
failures caused by system crashes and network failures and we
have proposed a process interaction failure recovery method
to cope with system crashes and network failures. This paper
is an extension of our previous work [2][3][4][5], where we
assumed that a certain pre-defined interaction follows the failed
interaction. In this paper, we lift this limitation by allowing an
arbitrary behavior to follow the failed interaction, making our
solution more generally applicable. The challenge is to accept
the resent message due to failures with the arbitrary control
flow of the responder process. We transformed the business
process design into nested word automata model. At a state
that models the reception of an incoming message, we add
an additional transition to accept the resent message due to
failure. We have proved the correctness of our process trans-
formations and we implemented a prototype to test the runtime
performance of our method. The transformation complexity
of our solution is analyzed. Currently, the transformation
process is semi-automatic. We have implemented the automatic
transformation from a WS-BPEL process to the NWA model,
however, the transformation of the NWA model to the robust

counter part is manually. In future, we will automate the
transformation process and we will investigate more complex
process interaction patterns.
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