ICSNC 2012 : The Seventh International Conference on Systems and Networks Communications

An ABAC-based Policy Framework for Dynamic Firewalling
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Abstract—This paper presents the Policy Framework of
DynFire, a novel approach for attribute-based, dynamic control
of network firewalls. DynFire allows an individually controlled,
secure access to IT resources of a large organization, with
particular focus on mobile users and users with restricted
rights, such as subcontractors. The basic assumption behind
DynFire is that, within a secured network domain separated from the Internet, a temporary binding between an
IP address and a single user ID can be established. Users
with different attributes can authenticate to the network and
get individual access to network resources. To administrate
such a large amount of users and different access rights
within a secured network domain of an organization, which
includes distributed organisational zones, a policy framework
is needed. The following paper presents a policy framework for
dynamic and distributed firewalls which is able to grant access
control on a per-user basis, with multitenancy capabilities and
administrative delegation.
Keywords-dynamic firewall control; network security; policy
based network access control.

I. I NTRODUCTION
Firewalls are a well-understood and widely deployed
means of protecting IP networks [1]. Their use is based on
the assumption that the network can be divided into distinct
domains with different security requirements and threat
levels [2]. Located at domain boundaries, firewalls forward
or reject network traffic between these domains, according
to security policies that are usually configured statically into
the firewalls [3]. However, this assumption, and thus the
applicability of firewalls, is increasingly challenged. With
the widespread use of mobile wireless as well as remote
access over the Internet, domain borders get more and more
blurred.
A mobile user changing from one access network to
another, usually, receives a new IP address randomly chosen
from an address pool. Therefore, IP packets, usually, do
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not carry enough information for a firewall to perform userbased access control decisions. While this puts the usefulness of firewalls into question, other developments reinforce
the need for them. As the operator of a large campus network, we encounter an increasing number of devices in our
network, which are not “classic” telecommunications or office PC equipment. This includes, e. g., building automation
systems or scientific measurement devices. While these systems are often vulnerable due to missing or outdated security
mechanisms (e. g., operating system updates, virus scanners,
password policies, etc.), they also have an increased need for
remote access, e. g., for maintenance technicians. Placing a
firewall in front of such systems may improve security, but
conventional firewalls with static policies are not flexible
enough for fine-grained access control. Wide spread firewalls
and distributed administration added new requirements to
enterprise institutions firewall scenarios. This paper presents
the Policy Framework of DynFire, a new framework for the
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dynamic attribute-based configuration of firewalls. The rest
of the paper is structured as follows. Section II describes
the system architecture of DynFire. Section III present the
Policy Framework. Section IV summarizes the related work.
Section V concludes the paper and summarizes further steps.
II. DYN F IRE S YSTEM A RCHITECTURE
The goal is to create a policy framework for the architecture DynFire to provide dynamic firewalling. It can perform
attribute-based access control to decide which user can
access firewall secured resources. DynFire as such cannot
be a solution for the whole Internet. Instead, it can be
used to secure the IT resources of a single organization. It
is assumed that this organization operates a network that
is protected from the Internet by firewalls. The DynFire
administrators do not create firewall rules based on individual IP addresses, but describe the desired communication
relationship between users and services (network resources)
in an administration panel in the form of policies.
Figure 1 shows the concept of DynFire. When a user
logs into the network he receives a temporary IP address.
The “Firewall Manager” uses the temporary binding between
user and IP address and the policies to create firewall rules,
which are related to a single device used by a single user.
Those firewall rules are valid as long as this particular user
is logged in. In a complex network topology the Firewall
Manager has to configure all firewalls on the paths between
the users and the resources, respectively. The architecture is
shown Figure 2 and each main component is introduced in
this section.
A. Policy Config GUI
The Policy Config GUI is the central instance to administrate all policies of the system. Every administrator and
owner is able to login and control its assigned zones. Additional administrators have the possibility to enter policies
for their users in very comfortable way as already described.
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The network access device is responsible for authenticating and logout of the user. It creates context information
about the user e.g., from which location the user is logged in.
This context information will be carried along the username
and the IP address to the policy controller.
C. Policy Controller
When the Firewall Manager is notified about the login
and temporary binding between UserID and IP address is
received. It executes an access evaluation algorithm with will
be described later in this paper. The algorithm returns a set
of permissions, which permits the user to access all for him
enabled services. These permissions contain the IP address
of the resource, the port of the service, and the transport
layer protocol (TCP or UDP) used by the service. The source
IP address was passed by the network access device. Firewall
5-tupel rules can be generated from these data. In specific
cases where protocols using dynamic ports are involved,
additional information about the service is sent together
with it. These additional information advices the firewalls to
deploy this firewall rule in a special manner. For example,
the firewall has to activate a connection tracking module to
be aware of related connections. These related connections
have to be accepted as well. Information about the concerned
firewalls is retrieved from the Topology Awareness Module.
Then, the rules are sent to the Firewall Provisioning Module.
In case of a logout the Policy Controller remove all associated rules for the user.
D. Topology Awareness Module
The Topology Awareness Module has to find all firewalls
on the path between two given hosts. Therefore, it has to
know the network topology. The current version is able to
work with a static topology map. An advanced version that
can detect the topology automatically based on LLDP (Link
Layer Discovery Protocol) [4] and SNMP (Simple Network
Management Protocol) [5], is currently under development.
It will also interact with the routing protocol, in order to
configure firewalls on the alternative path, in case a rerouting
occurs.
E. Firewall Provisioning Module
The Firewall Provisioning Module is responsible for transferring firewall rules to a set of firewalls. Several protocols
for firewall control exist [6]. The SIMCO protocol [7] was
chosen, because of its flexibility and simplicity. Several
SIMCO implementations for Linux (iptables), Cisco, and
Juniper routers are currently under development or testing.
Furthermore it is possible to integrate the Firewall Manager
into the Astaro Command Center [8], which provides an
integrated firewall solution. This multitude of supported
firewalls allows DynFire to be deployed in heterogeneous
network environments.
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III. P OLICY F RAMEWORK
Common access models like RBAC [9] or ABAC [10]
(which is used in this work) are very abstract specified
models and not suitable for an implementation. They do
not deal with the problem “HOW” a rule can be evaluated.
If one does not find a suitable representation of your rules,
the model still works but it will become nearly impossible
to administrate, because rules could become to complex
to define by network administrators. However, ABAC is a
generic model that describes neither how the attributes and
the evaluation function look like, nor how the evaluation
process works. We developed a representation of high-level
policies, which provide an intuitive way to grant access to
firewall secured resources and an efficient way to evaluate
firewall rules.
A. Capabilities
In the following, each main feature is described in detail
and why it is needed.
1) Policy Definitions: In DynFire, a policy describes how
a user can access a resource or a server. In particular:
Under which condition a user can access a service
on a resource.
A typical example would be a policy like:
“Bob can access the wiki of his institution during
daytime.”
DynFire adds additional possibilities for a fine granular
definition of conditions. So, it could also be possible to
define a policy like:
“Alice can access the ssh-server only if the intrusion detection system of the network set its client
health value 5 or more and she is connected via
VPN, but not via WiFi.”
The Policy Framework refers to three different terms here.
The Who is already determined during the login process.
The condition is a logic that grants access if all associated
credentials match.
Services: DynFire associates services with subsets of
a host. In common firewall understanding, a service is
described by its port. Typically, this is also true for DynFire;
but, in addition, there can be more information to describe
abstract services like âIP-telephonyâ.
Not all firewalls may support all different type of services.
So the interpretation of the service description has to be done
at the provisioning level of the DynFire firewalls.
Resources: A resource is typically a host or a group of
hosts where a service is running on. The hosts themselves
are identified by their IP addresses. This means that
resources are typically a set or range of IP addresses.
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2) Multitenancy Capabilities and Delegation: As described in the introduction of this paper, DynFire is targeted
at medium to large scale networks. In particular, this means
the administrative tasks like granting access to a resource
can not be done by a single administrator, especially if the
corresponding Resources are not within his administrative
domain. Following the structure of big organizations, DynFire divides the network into different parts based on their
networks and subnets.
This means that the top administrator owns all network
resources and may split them into different parts. Each part
is represented as a subset of the original network. Those
subsets can be assigned to other administrators that can
assign policies for their subset of the network but not for
other subsets. This allows DynFire to provide a scalable administrative hierarchy that decentralizes the responsibilities
in the network.
3) User Groups: To handle a potential big number of
users, DynFire administrators can group users. Besides
normal assignments of access control to users, the same
should be possible for groups. Groups may defined by
any administrator in their administrative domain. It is also
possible to add groups to other groups and create recursive
group definitions for better usability and scalability of the
group definitions.
4) Context-sensitive Rule Evaluation: Since mobility has
has grown importance, this is reflected by adding contextsensitive functionality to the framework. A user may access
the network via different networks and devices. This can be
reflected in the defined rules, like allowing unencrypted mail
access only over a secured connection.
5) Audibility: In distributed administrated network it
should always be possible to track the changes and know
who is responsible for the changes. In DynFire, it is possible
to restore any state of the Policy Framework in the past
a check who changed the configuration. This is mostly
motivated by legal requirements and in order to allow
analysis during or after attacks on resources in the network.
B. Components
The Policy Framework implements some basic components required for the policy specification and rule evaluation. It is capable to extend this list by any parameters users
provide during the login process.
DynFire uses some terminology that will be described
in this section. Most of the terms are much overloaded in
the literature. We tried to align the common understanding
of those terms with the functionality of DynFire. Figure 3
shows a possible implementation of the frameworks. The
different entities will be described in this section.
1) Credential: ABAC is based on attributes. In this case,
the attributes are represented by credentials. Credentials can
be assigned to users by administrators or they are formed
during the login process of users. Also, every permission,

120

ICSNC 2012 : The Seventh International Conference on Systems and Networks Communications

Figure 3.

DynFire Policy Model

which is required for getting access on a service running on
a corresponding resource, has a list of credentials users need
to have for getting access. In addition, there is a list including
forbidden credentials. Thus, if a user possesses a credential
which is element of=20 such a list, it is not possible for
one to get such a permission. Each credential technically is
evaluated in the same way. This means that there can be
additional credentials added over time, especially without
adding additional source code in the policy evaluator. The
design itself allows adding additional parameters that must
(or must not) match the user credentials.
The implementation of DynFire currently considers four
kinds of Credentials:
(a) Group credentials
A group only allows access to a resource if the user is in
the required group. As shown in Figure 3, a group can
contain itself. This results in the possibility to implement
recursive groups. The side-effects, like looped groups,
are resolved in the database through stored procedures
which is the common solution to keep data consistency.
(b) Location credentials
A location credible typical is set in the login process.
This information is typically passed from the login
program. For example, if the user logs in via VPN,
the VPN login process can set the parameter. Based
on this information the user may be granted access to
the resources or not. Other possible location credentials
are 802.1X [11] (e.g., WiFi) or any other network
authentication method to map an IP address to a user.
(c) Health credentials
An external entity provides information about the host
that the user uses to login. During the policy evaluation
process, this value is checked against the specification
in the policy and have to match the minimum value. For
example, a intrusion detection system can scan the host
for possible security holes or the Network MAC address
is known by the anti-virus software of the network and
provide the information that the logged in system runs
the newest virus scanner.
It can be a simple value like “secure” and “not secure”.
It can also provided a fine granular specification like a
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range from 1-100, 10 for example, would means a low
security status.
(d) Time credentials
A time credential enables the specific permission only
during a fixed time. Typically, this can be used to allow
access to a resource only during the working days.
2) Permission: A permission in the Policy Framework is
a combination of:
(a) required credentials
(b) forbidden credentials
(c) resources
(d) services
This means that the users, which possess all needed credentials (a), and none of the forbidden ones (b), have
access to the resource (c) via the service (d). A simple
example is that the user Bob from VPN can access the
server 192.168.123.15 via ssh if he is belonging to group
Administrators and did not login via WiFi.
3) Zones: To separate different subnets from each other
the term “zone” is introduced. A zone is collection of
network or IP ranges. The root zone contains the complete
network managed by the Policy Framework. This network
can have some child that contains a subset of the network(s)
of this root zone. Let
Mf = {netf 1 , netf 2 , netf 3 , ...}

(1)

be zone where netx is a network in CIDR notation with
the relation ⊆. A network ni ⊆ nj , when all IP addresses
of the network ni are in the network nj . Let
Mc := {netc1 , netc2 , netc3 , ...}

(2)

be child zone of Mf . Then following is true:
∀netcx ∈ Mc , ∃netf n ∈ Mf : netcx ⊆ netf n

(3)

This means that each network in a sub-zone has to be in one
of the networks in the parent-zone. This also implies that a
network may be member of multiple sub-zones. Figure 4
shows a simple example of a zone structure. Each zone has
its own required and forbidden credentials to define what
credentials are needed to access the resources of this zone.
Admins and Owners: Administrators and owners are
two central administrative entities in the Policy Framework.
Each zone has a least one administrator and one owner. Both
have different roles in the framework. An owner is - as it
says - the owner of the sub-zone. This typically, does not
mean that this user administrates the zone. He has the ability
to assign administrators to his zone and split the zone in
different sub-zone for further delegation.
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Figure 4.

DynFire zone structure example

\

CP F z = ∅))}
(5)

The result is a set permission which can be converted
into firewall rules. Since this contains only rules that allow
connections and not forbid them, the order of the rules is
irrelevant. So, there can not be any conflicts between those
rules.
IV. R ELATED W ORK

An administrator defines local groups, services, resources
and finally permissions to a zone. Of course, an owner of a
zone can assign the administration tasks to his own account.
C. Access Evaluation Algorithm
In contrast to other access control systems, users access
rights are not checked in the event of an access attempt.
Instead after a successful authentication of the user, all
necessary firewall rules should be deployed on all related
firewalls in the network at once. As already mentioned,
permission is the aggregation of a service, a resource, and
all required and forbidden credentials. Therefore an efficient
algorithm to find out all enabled permissions for a user,
is needed. Let Z the set of all zones exiting in the Policy
Framework. Let CZN the list of credentials, which are
needed to access a zone. For Zone z, that would be CZN z .
Let CZF z the list of forbidden credentials. CP N z and CP F z
are of the same kind but are belonging to permissions. Let
CU the set of credentials the user owns. Let ZA the set,
which includes all zones the user is allowed to access. It is
defined as follows:
ZA = {z ∈ Z|((CZN z ⊆ CU ) ∧ (CU

\

CZF z = ∅))} (4)

The user is allowed to access a zone if the needed
credentials to access the zone are a subset of the attributes
of the user. Also the user must not have a credential
which is forbidden. Due to the nature of inheritance of the
zones, follows that no one can access resources from a
zone, which inherits from a zone on which the user is not
allowed to access. Thus, not all zones have to be searched.
Because if a zone that the user is not allowed to access
is found traversing a branch, you can break up and go on
with the next branch. After figuring out the zones, which
the user is allowed to access, all permissions inside these
zones, enabled for the user, have to be evaluated. So one
have to check all permissions, if the user has all needed
credentials, which are necessary for permission. In addition
the user must not have an attribute, which is forbidden for
this permission. This results in:
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Dynamic control of firewalls has been studied in detail for
Voice over IP applications [12], [6], [13]. Cisco Systems’s
TrustSec technology [14] can deploy “downloadable Access
Control Lists” (dACL) when a user connects to the network.
However, this is currently a vendor-specific solution.
Bartal et al. [15] present a firewall management toolkit
with includes a management language for abstract firewall
rules, but every change of the rule set result in a recompilation of the whole model code. Due to the distributed
structure, this could become a bottleneck in DynFire.
Frèdèric Cuppens et al. [16] proposed a framework for
describing rules for different firewalls, but the solution is
more focused on the description of a firewall rule. This
framework also does not regard the group or user based
access control. Instead, they grant access on a per host basis.
Laborde et al. [17] used a general RBAC model to design
a Policy-based network management (PBNM) system, but
kept open if it is possible to implement it into a real network
due to its complexity.
Basile et al. [18] designed and evaluated an ontologybased security policy system for networks. They regard the
administrative task but also do not regard the dynamic login
of different users. They also assumed that a user uses a fixed
workstation and so the user could not change the location.
Zhang et al. [19] defined a high-level specification language. Their approach detects conflicts in the rule specification but can not automatically deal with it. The Policy
Framework we propose does not allow the specification of
deny rules and completely avoid any conflicts in the rule
generation.
XACML [20] is a very detailed policy description language and was investigated during the specification phase.
The specifications of XACML is not powerful enough to fit
the requirements, e.g., describing the distributed administration. An overview about the complete DynFire architecture is
given in [21]. This also covers the other developed modules.
V. C ONCLUSION AND F UTURE W ORK
ABAC provides a solid basis for implementing an
attribute-based policy framework. Nevertheless, a realization of such a framework imposes high complexity in the
evaluation of the policies and the administration. This paper

122

ICSNC 2012 : The Seventh International Conference on Systems and Networks Communications

presented the Policy Framework of DynFire, an ABACbased framework for the dynamic modeling and deploying
of firewalls. It enables attribute-based access to network
resources.
We currently deploy DynFire in the campus network of
the University of Stuttgart. While finishing the implementation, we are also evaluating and analyzing the performance,
scalability, and security of DynFire.

[11] IEEE LAN/MAN Standards Committee, “Port-Based Network Access Control,” IEEE, Std. 802.1x, 2004.
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