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Abstract—Along with the growth of available information on
the internet, grows too the number of attacks to the Web
systems. The Web applications became a new target to those
invaders, due to the popularization of the Web 2.0 and 3.0, as
well as the access to the social networks system’s API’s, the
cloud computing models and SaaS. In this context, the
identification of an eventual attack to those applications has
become an important challenge to the security specialists. This
article presents a proposition of using Semantic Web and
Ontology concepts to define an approach to analyze Security
logs with the goal to identify possible security issues.
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l. INTRODUCTION

Log Analysis to search for information that can provide
data about the process of identifying evidence, events and
user profiles related to the system, consists in an ordinary
and necessary activity for the teams that administer and
manage systems. With the growth and popularization of Web
systems [7] [12], the volume of information generated in
logs has grown considerably.

The growth of generated logs made the most common
techniques used to analyze them, such as looking for
evidence of certain attacks and even compromising those by
finding patterns in the logs, not as effective as they were
before [4]. This scenario become even more complex when
there is the need to identify co-relation between the events
that are in the logs, such as identifying which operations a
determined user in which systems in the last 3 days?

Alongside the problems described, we are maturing the
definition of what can be defined as an attack and how an
eventual attacker would use it [17] [24], what allowed to be
adopted more sophisticated mechanisms, generating detailed
data about the event, but making the log analysis more
complicated.

In this context, the use of Semantic Web technologies,
specifically, the use of ontologies, in the context of security
log analysis, showed itself as a possibility of improving the
results of the searches in the log files. Generally, is expected
that the ontologies can help in the interpretation process of
interpretation of the great diversity of information that are
present in this kind of archive [3] [5] [6].
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Fundamentally, the role of ontology is to enable the
construction of a representation model of a given area
through the representation of a terms and relations
vocabulary [21]. According to Gruber [9] , Ontology is a
formal and explicit specification of a shared
conceptualization. Thus, as a formal specification, the
ontology can be processed by computer software with
precision in the analysis, facilitating the search in the log
files and thus improving the efficiency of the results analysis
[8].

This article aims to concisely present the proposal for the
use of ontologies to analyze and process logs generated by
web application firewall [15], identifying the generated types
of information, its importance and the problems related to the
log files.

The remaining sections of this paper are divided as
follows: Section 2 presents the difficulties related to log
analysis and security. Section 3 presents the use of
ontologies for log analysis. Section 4 presents the results of
the experiment. Finally, Section 5 presents the conclusions.

Il.  LOG ANALYSIS DIFFICULTIES AND SECURITY

The information stored in the logs are invaluable to the
security area, for they have the attacks records, input ports,
IP numbers, evidence of invasion, typed commands, among
others. In addition, logs can be considered as a source in
constant growth, due to the use of systems on a daily basis.
Kimball and Merz [11] present some problems found in the
log files, such as; multiple file formats, dispersed
information, incomplete, inconsistent and irrelevant data,
which makes the analysis and extraction of information from
these files harder to accomplish.

The security auditor or system administrator has as part
of their daily routine duties a rather hard activity, the
research and analysis of logs. This task is considered difficult
and time consuming, because the log files are created
without a semantic description of their format, making the
extracting of the meaning of the data impracticable, showing
only the words typed in the search, resulting in poor quality
results. According to Guarino [10], this limitation occurs
because when the data is generated without the use of
ontology, it can present ambiguities and vagueness of
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elements. This situation becomes more serious when we face
major files with gigabytes of information.

IIl.  THE USE OF THE ONTOLOGY FOR LOG ANALYSIS

There are various definitions found in literature about
what is ontology. Originally the term was born in the field of
philosophy, being a word of Greek origin, which deals with
the nature of being and its existence. In the field of Computer
Science, it was first applied in the artificial intelligence field
to computational representation of knowledge, being
considered an abstract model of a domain. Below are some
of the most used definitions for the term ontology:

e According to Gruber [9], "ontology is a formal and
explicit specification of a shared conceptualization.”

e The W3C consortium [25] defines ontology as: "the
definition of terms used to describe and represent an
area of knowledge."

e According to Noy and McGuinness [16], there is no
one correct way to model a domain, meaning that
there is more than one way to develop an ontology.

The basic components of ontology are classes
(organized in taxonomy), relations (used to connect the
domain concepts), axioms (used to model sentences that are
always true), properties (describe characteristics common to
the instances of a class or relationships between classes) and
instances (used to represent specific data).

Ontologies are used for modeling data from specific
domains and also allow inferences to discover implicit
knowledge in these. Despite the considerable increase in the
use of ontologies, build a complete ontology covering all the
expressiveness of the domain continues to be a hard work,
making the work of a multidisciplinary team a necessity, in
which case it would be an ontology engineer, a security
expert, among others, and acting in a participatory and
integrated [22] [24].

More specifically, in this work, we are interested in
building ontology for the representation of data available in
security logs of web applications. In this context, ontologies
can be useful for improving the classification of the attacks
occurred and the identification of related events.

In the next session, we present an overview of ontology,
and describe the methodology used for its creation.

A. General description of the proposed ontology

The proposed ontology, OntoSeg, has as main objective
the representation of data generated by the application
firewall log ModSecurity on this work. From a detailed
analysis of several samples of the log we identified various
classes and their relations. Table 1 presents a brief
description of the main classes that compose the ontology for
the representation of the security log.
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TABLE 1. MAIN CLASSES OF PROPOSED ONTOLOGY

Class Definition

Audit log header Represents the log header, and contains the
following information: date and time, 1D
(transaction 1D, with a unique value to each
transaction log), source IP, source port, destination

IP and port of destination.

Request Headers Represents the request Header, contain the
information of the request and the header of the

solicitation that was sent by the client.

Request Body Represents the body of the transaction, contains the

contents of the client request.

Intended Response Represents the status line and headers, this part is

Headers reserved for future use, so it is not implemented
Intended Response Represents the body of the response of the
Body transaction, the response body contains the actual

case the transaction is not intercepted.

Response Headers Represents the header of the actual response sent to

the the client, contains data and headers

Response Body Represents the body's effective response to the
request, but this part is reserved for future use, so it

is not implemented

Audit Log Trailer Represents additional data, contains additional meta
data of the transaction obtained from the web server

or ModSecurity

Reduced Multipart
Request Body

Represents the body of the request reduced, Part | is
designed to reduce the size of the request body with
irrelevant content from the standpoint of security,
transactions that deal with uploading large files tend
to be big

Multipart Files
Information

Represents information about the files, the objective
of this part is to write the metadata information
about the files contained in the request body, this
part is reserved for future use, so it is not
implemented

Matched Rules

. Figure 1. Represents the rules, contains a record
Information

with all the rules that occurred during the
processing of transactions ModSecurity

Audit Log Footer Represents the end of the log, your goal is just to

indicate the end of a log file

Figure 1 represents the relationships proposed in
OntoSeg. As can be noted several branches show the
complexity of the domain.

The basic relationships between the classes are
performed using the property ID (transaction ID, with unique
value to each transaction), derived from the log ModSecurity
[15] that defines the ModSecurity log main class, and from
this we have the following derived classes:

e Response_header: contains all the

related to the HTTP header response

e Request_headers: contains all the information related

to the HTTP request header

e Audit_log_header: contains all

related to the header of IP and TCP

e There still is a set of information that derive from

ModSecurity log class that contains information
about the HTTP message body from these subclasses
we have the derivation of other subclasses that
contains each of the basic elements of ontology
OntoSeg.

information

the information
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Figure 2. Figure 1. Conceptual model of ontology in protégé - radial view. [25]

Figure 2 represents the definition of the SourcePort, Get,
and SourcelP Content-Type subclasses, with their classes,
respectively, Audit_log_header, Request_headers, and
Request_headers Audit_log_header:

<owl:Class rdf:I1D=""SourcePort'>
<rdfs:subClassOf>
<owl:Class rdf:ID="Audit_log_header'/>
</rdfs:subClassOf>
</owl:Class>
<owl:Class rdf:I1D=""Get'>
<rdfs:subClassOf>
<owl:Class rdf:about="#Request_headers"/>
</rdfs:subClassOf>
</owl:Class>
<owl:Class rdf:ID="Content-Type">
<rdfs:subClassOf>
<owl:Class rdf:about="#Request_headers"/>
</rdfs:subClassOf>
</owl:Class>
<owl:Class rdf:I1D=""SourcelP">
<rdfs:subClassOf>
<owl:Class rdf:about="#Audit_log_header"/>
</rdfs:subClassOf>
</owl :Class>

Figure 2. Excerpt from the code of the ontology developed in the owl
language [13]
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B. Creation proccess of the proposed ontology

The experiment with the use of ontologies for log files
analysis was developed using an actual log of Web
applications developed by the company CESAR (Center for
Advanced Studies and Systems of Recife) that contained a
series of attacks by these applications. This server has about
212,000 page views per month from 35,900 different
addresses. The Web server used is Apache running in the
Linux operational system that uses the ModSecurity [15]
program as a firewall of web applications. The filter rules
include several filters and for most of the known WEB
attacks, for security reasons we cannot detail how they are
configured.

From the analysis of logs generated by the application
firewall, it was possible to identify the major classes of the
ontology and their relationships. The universe of terms that
compose the proposed ontology was defined based on the log
of ModSecurity that records all the transaction data from the
CESAR WEB systems. The classes were defined according
to the division of parts of the ModSecurity log and the
subclasses were established based on the configuration of
keywords enabled by the administrator of ModSecurity,
which were 41 words. This amount could be higher or lower
depending on the established configuration; the instances are
data that are part of the logs.
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Figure 3 shows an excerpt of the ModSecurity log, where
you can see that there is no semantic description associated
with its data, thus limiting the expressiveness of the
concepts.

—aZabbeZb-A—

[13/Apri2010:13:31:01 —-0300] S85A0Mja0G0AAAHXEGgAABeM 2.2 .2 2 34571
192.168.1.1 80

—a2Zab5e2b-B—

GET #fteste.asp?VARIAVEL=1""%20and%201=1%20and%20"="HTTP/M.1
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows MT 5.0)

Haost: www example. com

Cookie: ASDF=ABC; ASPSESSIONIDQSCRBASD=PADSFAFASDADASdAADA
—aZab5e2b-F—

HTTRM.1 200 CK

H-Powered-By: ASP.MNET

Content-Length: 88045

Content-Type: texthtml; charset=150-8859-1

Expires: Tue, 10 Apr 2000 13:31:01 GMT

Vary: Accept-Encoding,User-Agent

—aZab5eZb-E—

—aZab5e2b-H-—

Message:Warning. Pattern match

"R (T s(?electb (T {1,100 Mb(?:(?:length|countitop b {1,100} ?\bfrom|fromib {1,
100 bwhere) *Mb(?:d{? :umpib. *\bfrom| ata_type)l(?:to_{?:numbe|cha)linst)r))p_[7:(
7 addextendedpro|sglexe)c|(? oacreat|prepar)e|execute(? sql)?makewebtask)|gl_{?
ST at ARGSVARIAVEL. [file
“Jetc/httpd/conflextra/mod_security/modsecurity_crs_40_generic_attacks.conf] [line
"66"] [id "950001"] [msg "SAL Injection Attack™] [data "and 1="] [severity "CRITICAL"]
tag"WEB_ATTACK/SCQL_INJECTION]

Message:Warning. Fattern match "b(ud+) 7= "\ 1\b|[\"0w+)[\™ *= ?["T&\b" at
ARGSVARIAVEL. [file
“Jetc/httpd/conflextra/mod_security/modsecurity_crs_40_generic_attacks.conf] [line
"70°] [id "950901"] [msg "SGQL Injection Attack™] [data "1=1"] [severity "CRITICAL"]
[tag"WEB_ATTACK/SCQL_INJECTION]

Apache-Handler: proxy-server

Stopwatch: 1271169080460234 798372 (133 856 -)

Response-Body-Transformed Dechunked

Producer: ModSecurity for Apache/2.5.9 (http./Awww.modsecurity.org/); core
ruleset1.6.1.

Server: Apache

WebApp-Info: "www™ =" -

—aZabbe2b-7—

Figure 3. Example of an excerpt from the log of ModSecurity, which
represents a real SQL injection attack (some data has been changed to
preserve confidentiality of the company)

For the creation of the ontology were chosen: a language for
representing ontologies, a specific tool for working with
ontologies, and some methodologies for the constructions of
ontologies with defined roles. The below summarizes the
choices that were made during the creation of ontology:

e  Language for definition of the ontology:
In order to create an ontology that can be
semantically processed by computers, the OWL
language was adopted, that has these characteristics,
and currently is the language recommended by the
W3C consortium [1].

e  Methodologies for building ontologies:
In the proposal, the following methodologies were
used to develop ontologies [2]:

o] 101: Methodology of the simplified and
interactive  process, which has the
following steps: Determine the domain and
scope, consider reuse, list relevant terms,
define classes and their hierarchy, define
classes properties, set property values and
creating instances.

o] Uschould and King: Methodology
consists in four distinct stages: Identifying
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the purpose of the ontology, construction,
evaluation and documentation.

o] Methontology: Methodology  that
suggests a life cycle of evolutionary
model, composed by the following phases:
planning, specification, knowledge
acquisition, conceptualization,
formalization, integration, implementation,

evaluation, documentation and
maintenance.
e Tool for the creation of the ontology:

The Protégé [20] tool was chosen that allows the
construction and edition of ontologies through a
graphical interface of easy interaction. It also allows
the insertion of new capabilities by installing plug-
ins. In our case the OWL and Jambalaya plug-ins
were installed. Other features of this tool are the
importing and exporting of ontologies, open source
and be developed in Java.
Based on the comparative study of SILVA, Daniel
Lucas; ROCHA SOUZA, Renato; ALMEIDA,
Mauricio Barcelos [2], which presents the
methodologies for building ontologies, three
methods were selected according to the activities
involved in the proposal, as described in Table 2.

TABLE Il. METHODOLOGIES USED IN EACH STEP OF THE LIFE CYCLE OF THE

ONTOLOGY
METHODOLOGY
ACTIVITY Uschould e 101 Methontology
King

Determination of the
propose of the ontology.

Definition of classes,
properties and instances.

Construction of the
conceptual model.

Implementation.

Verification and
validation.

Maintenance.

IV. RESULTS AND TESTS

Among the benefits of using ontologies are: the
classification of the terms of the logs, relationships,
inferences, formalization, reuse, sharing, among others, we
will show some gains in the context of research.

To prove the improvements in research in the generated
logs, was used the ontology described in the previous
sections to analyze the logs. In addition, the ontology is
necessary to use a query language, called SPARQL [18],
which since January 2008 is recommended as the standard
by the W3C Consortium [14] [19].

This language allows querying ontologies through
clauses, which can combine several classes at the same time
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and also make filters in the searches. A compiler for
SPARQL [18] is already integrated in the Protégé tool [20].
To strengthen the evidence of the improvements in
research involving the use of ontology in comparison with
the traditional keyword searches, see below some situations:

1. A security auditor must analyze the log events that
occurred in the 10th day of a month until the 10th
day of the following month, that has the ip address
range of 192.168.0.13 to 192.168.0.97 with
destination ports 3306 and 443, and is on schedule
from 21:30 to 24:00 h.

2. A security auditor wishes to know what IP address
or group of addresses generated more attacks and in
what times.

Considering the situations above, we have one, between
two ways to proceed:

1. Search  with the use of  Ontology:
It would be enough to use the select command with
the filter clause containing the classes mentioned
above, and be answered with only the desired data
to analyze.

It could also create a search interface using the
language SPARQL query language or another, to
prevent the auditor to need to know and type the
commands queries.

2. Searches without the use of ontologies :

Quite difficult to be generated because that for the
auditor to make the analysis he wants, he would
first have to read many logs manually separating by
keyword and then make de co-relation, with the risk
of losing data, since only the search for information,
he will be ignoring the other data you want.

Below are the consult solutions in SPARQL to the
situations described above:

SELECT ?ID ?SourcerlP ?DestinationIlP ?Timestamp
WHERE { ?ID rdf:itype :ID . ?SourcelP rdf:type
:SourcelP ?DestinationIP rdf:type :DestinationlP .
?Timestamp rdf:itype :Timestamp GROUP BY
?SourcelP } ORDER BY ASC(?SourcelP)

Figure 5. SPARQL Consult in the Ontology, situation 2

In this sense, the implemented ontology fulfilled its role
very well, according to what was previously planned, the
searches were carried out in a simple way in the ontology
producing the most interesting and visible results in
comparison with the traditional consultations using only key
words, obtaining better results for event logs identification.

It is seen that with the approach proposed in this paper,
the activity log analysis was made simple and independent of
the complexity of the log and the generated data volumes
allowing the realization of co-relations between events more
efficiently

V. CONCLUSION AND FUTURE WORKS

This study aimed to take the first steps in using
ontologies for analysis of security logs. For that purpose the
logs generated by the program ModSecurity were initially
used. As a starting point the log that was generated by this
tool on a web server of CESAR (Center for Advanced
Studies and Systems of Recife) was used. The ontology
modeling was accomplished from the understanding of the
logs the model the ontology.

The performed tests proved that there was an easier log
interpretation and analysis, allowing the performing of more
complex consultations and the implementation of co-relation
of events very effectively.

Finally, we proved that the demand for log audits that use
ontologies is very large, for the tools and current research
procedure is very limited, constituting a critical point in
analyzing logs. In this context, this work was made to
contribute to the attending of this demand.

SELECT ?1D ?DestinationlIP ?DestinationPort ?SourcelP
?SourcePort ?Timestamp ?Cookie ?mod_security-message
WHERE { ?ID rdf:type :ID . ?DestinatiolP rdf:type
:DestinationIP .

?DestinationPort rdf:type :DestinationPort . ?SourcelP
rdf:type :SourcelP . ?SourcePort rdf:type :SourcePort .
?Timestamp rdf:type :Timestamp . ?Cookie rdf:type
:Cookie . ?mod_security-message rdf:type :mod_security-
message

FILTER((?TimeStamp > xsd:date(*2010-07-09") &&
?TimeStamp < xsd:date(“2010-08-11") &&
(?DestinationIP > 192168012 && ?DestinationIP <
192168098) && (?DestinationPort = 3306 ||
?DestinationPort = 443) && (?TimeStamp >
xsd:time(“21:29:00”) && ?TimeStamp <
xsd:time(“24:00:01”))) }
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