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Abstract— Almost every software system must include a
security module to authenticate users and to auth@are which
elements of the system can be accessed by each .uSdis
paper describes a reusable security software modul¢hat
follows the Role Based Access Control model (RBAChut
implementing fine grained roles and grouping them rto
“security profiles”. This leads to a great flexibility to configure
the security of an application by selecting the opations
allowed to each profile, and later, by registeringthe users in
one or several of these profiles. The security motkihas been
designed and developed to be the initial code bawse for the
development of any Use Cases oriented Java EE syste
offering from the beginning a flexible, extensible and
administrable access control to the elements of thapplication.
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integrating the CincoSecurity module: user autlvation,
registration in the application server of the finées derived
from the security profiles the user belongs to, dgdamic
construction of a personalized menu containing dihly
entries leading to the use cases allowed for ther.us
Additionally, CincoSecurity contributes to the apation
being constructed with use cases to administerséoairity
profiles, to manage user registration in these rigqurofiles
and to administer passwords. Additionally, CincaSitg
comes with use cases to register new modules, sewases
and new services, as they become available during a
development project, for their security to be adstiable.

In the following section, this paper presents tH2AR
security model on which the CincoSecurity modulbased,
and more specifically, the RBAC model applied te th
context of Java Application Servers. Then, addiion
concepts provided by the CincoSecurity module are
introduced, as well as its entities model. Latbere is a
description of the use cases coming with the CiecaBty

This paper summarizes the experience of the authoggodule (e.g., create a new user, create/edit aiseptofile,

designing and developing a reusable security modaléed
CincoSecurity, that has been used for several yearsntrol
access to the elements of web applications writtedava
Enterprise Edition (J2EE initially [8] and latervdaEE 5
[9]). Currently, the module CincoSecurity is avhia[17]
under the GPL license, and is used by some softh@uees
in Colombia.

add/delete users from a security profile, etc.)th&tend, the
paper provides a short summary and references ¢o th
detailed guidelines [18] for integrating the Cineo8rity
module to a Java EE application built with the Seam
framework [11]. Finally, there is a comparison witther
works, followed by the conclusion and a short desion of

our future work.

CincoSecurity implements a RBAC (Role-Based Access

Control) [6], providing high flexibility to controbccess to
the various elements of a Web application, suchthas
invocation of an operation of a business compontd,
access to a web page, and the access to elemdinits that
page. The innovation of CincoSecurity is the useeny fine
grained roles, each
associated with the invocation of an operation dluginess
component. From these fine roles —which can bectlyre
controlled by the application server— CincoSecualipws
to define “security profiles” as sets of fine geroles. This
facility of security profiles gives a great flexiby for
configuring the security of an application by séleg the
operations allowed to each profile, and later, d&gistering
the users in one or several of these profiles.

Any Java EE web application that is to be constaict
with the Seam framework [11] gets the following éfits by
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role having a single permissio

The RBAC model introduced the concept of “role” to
control the access to computing resources. The RBXA@
was first proposed by Ferraiolo and Kuhn [2], based

revious works of Baldwin [1]. The initial proposal this

odel creates a role for each type of job within an
organization (cashier, customer service personjceoff
director, ...). Then, each role is assigned with Het of
access permissions that are required for this tfpgob.
Finally, each user is enrolled into one or moresdlrather
than to specific permissions). This model simpdifsecurity
management because the roles (with their associated
permissions) tend to be stable, and users can tedaor
retired easily from roles. The RBAC model allows
reinforcing the “least privilege” principle by givg each user

EvoLuTION OF THERBAC SECURITY MODEL
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the minimum set of permissions required to perfdrim
work, by enrolling him only in the appropriate rel@].

From the initial RBAC model (called Core RBAC) the
work of Sandhu and colleagues [3] defined extendedels,
such as the hierarchical RBAC (to include role dniehny
with inheritance of permissions), and constrain&AR (to
prevent, for example, to assign a user to 2 cdinficroles,
or to restrict the time slot in which a user care uke
permissions of one of its roles).

The main applications of the RBAC model have been i
Data Base management Systems,

application servers [5][6][7].

The wide spread of RBAC models, implemented in

numerous products from many providers, led to @efim
ANSI standard [4] in 2004, aiming to standardize
terminology, promote its adoption and improve pieitlity.
However, the current RBAC ANSI standard (consistif@
reference model and a functional specification) base
limitations and gaps as indicated in the work oftide and
colleagues [7].

I1l.  THE RBAC MODEL APPLIED TOJAVA EE

APPLICATION SERVERS

Since the late 90's, the emergence of Applicatenves
brought a new way to build web applications (baththe
enterprise Java platform and in Microsoft .NET),thwi
business components managed by containers thaidpsov

enterprise security e
management systems, and Web applications that run o

author is Gavin King [11][13]. Seam allows to difgc
expose and use in the Web layer the entities asthdss
components of the application. This simplifies enously
the development by eliminating the intermediariesd a
conversions between the layers of the applicatt@am has
been widely accepted and has been incorporatémtiretent
Java EE 6 standard, under the name of “Web Beans”.

To control access to resources in a Java EE afiplica
that uses the Seam framework, the following stiategre
required [12]:

An annotation is used to protect each method of the
session EJB3. This annotation indicates which roles
are authorized to invoke the method.

The url of each JSF (JavaServer Faces) web page
can be protected in the navigation flow descriptor
(pages.xml) so that it can be accessed only bysuser
belonging to one of the specified roles.

Each button or element of a JSF web page can be
protected so that it is rendered only to users
belonging to one of the specified roles.

C. User authentication

In a Java EE application that uses Seam,
authentication service must be specified in thecrig®r
components.xml. This service shall be a methodaéss of
the application, and must implement a query in JRGlva
Persistence Query Language) [10] to verify the 'sser
password (alternatively this process can also lréoimeed

the

added services for security, transaction managemenwith a LDAP server).

parallelism, pool of connections, logging, etc. [8]

Additionally, the authentication service must atdmiain

Regarding security, Java EE Application Servers [9}the roles of the authenticated user. With the Seam

implement the Core RBAC model [6] to control theess to
resources based on the roles the user belongs tvdér to
take advantage of these security services (andonutrite
code in the application to internally control acce®
resources), it is necessary to specify the rolesthef
application, the association of resources to rotes] the
association of users to roles.

A. Enrolling usersin roles

In a Java EE application that uses a databasert® thte
authentication and authorization information, tlodofving
entities EJB3 (Enterprise Java Beans - version 18 a
required [10]:

corresponding support table in the database)pte st

users and passwords.

Entities shall be implemented (with its supporieab

in the database) to specify the association of eac

user with one or more roles.

A “User management” use case shall

implemented to enroll a user in one or more roles.
These facilities are included in CincoSecurity. i&ny,

it is also possible to manage users, passwordscdesl in a

LDAP (Lightweight Directory Access Protocol) server

be

B. Controlling accessto resources

Seam is a framework to develop Java EE applications n. A U
useful and indivisible result to the user.

that is being developed by JBoss since 2005, wposeipal
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component called “Identity” these roles can be ddethe
session and informed to the application server.

D. Controlling accessto a JSF page

The application server verifies if the user belongsa
role allowed to access the requested JSF pagdf aodthe
page is displayed. Similarly, inside the page otthe
elements that the user is authorized to see arevnsho
(elements such as buttons and text boxes can gpétif the
attribute “rendered” what roles can see them).

E. Authorizing an action froma JSF page
In a JSF page a button’s action is typically astedi

An entity “User” shall be implemented (with its with the invocation of a method of an session EJB3%

server verifies that the user roles allow him teoke the
associated method (assuming that the method isgteat by
an annotation indicating the roles that can invigke

h IV. ADDITIONAL CONCEPTS IMPLEMENTED BY THE

CINCOSECURITY MODULE
In addition to the security concepts of Java EE

applications that use the Seam framework [11][1tBE

CincoSecurity module implements additional concefots
provide greater flexibility to define the permisssofor user.

A. Usecase and services

Definition: A use case is a system’s capacity tivdea
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- — « Each service (method) of the session EJB3 is
page fields are pageP page Q page R

protected by an annotation indicating the role

associated to 4 — g [ A e
enﬁggg:;g; | — AT — associated Wlth. the service. The name of this [E()Ie
Sisgesmne 218 ,'- the concatenation of the use case name with the
i ? i name of the service (with “ " between). For

L example, theupdate method of the session EJB3
invoke EJB that supports the use cgsmfileGestion will have

services

the following annotation:
@Restrict("#{s:hasRole('profileGestion_update")}")

session EJB

j CEeerdianny, » Access to each JSF page of a use case is protacted
entities shared the navigation flow descriptor by the role for
Snes naliuse entering to the use case. For example, the page

Figure 1: Elements of a Use Case implemented ia E&/with Seam profiles.xhtml of the use casprofileGestion has a
o o o _ navigation flow descriptor callegrofiles.page.xml
Definition in terms of its implementation in Javi Bith which contains the following restriction:
Seam (see Figure 1): a use case consists of onedi®) <restrict>#{s:hasRole('profileGestion’)} </restrict
business entities and a group _of services (actithres) act «  Each button in a JSF page should be displayed only
upon them. These actions are implemented as metifoals to users with the role associated to invoke thmact
session EJB3. One or more JSF pages display aétsitmf of the button, which corresponds to an EJB3 service
the entities involved in the use case, and atedbuwif the (method). For example, tharofiles.xhtml page of
session EJB3 controlling it. In those JSF pagesetlage profileGestion use case contains a button whose
actions that invoke the services of the session3EJBese associated action is to invoke thpdate method of
EJB3 methods are programmed in terms of queries and the session EJB3 that supports the use case.
modifications to the persistent business entitidhe Consequently the button tag indicates that onlg it
navigation flow descriptor contains rules to dedide next showed to the rolprofileGestion_update
page to display. <h:commandButton id="update"
B. Module value="Update" styleClass="button

action="#{profileGestion.update}"

Definition: A module is a set of related use caSdwe rendered="#{s:hasRole('profileGestion_update¥}
CincoSecurity module comes with the following usses, E Securitv profile
that will be explained below: security profiles ragement, ' url y_p ' - ) _
users management, change of password, basic gecurit A security profile is a set of fine roles, eachefirole
reports, registration of menu entries, and regismaof  €xpressing the right to invoke a service belongm@ use

modules, use cases and services. case. Unlike the role, the concept of security ifgdé not
) _ supported directly by application servers and niestuilt
C. Finegrainedroles with additional entities.
The CincoSecurity module works with fine grained The use cases of the CincoSecurity module allow the
security roles: association of users to roles via security prafiles
» A role for entering to each use case. The name * A user can be enrolled in one or more security
assigned to this role is the same name of thease ¢ profiles, so he/she will have the set of fine roles
(which is also the Seam name of the session EJB3 allowed by the union of these profiles.
that supports the use case). e There is amany-to-many relationship between users
» Avrole to invoke each service within a use case,(i. and security profiles.
each of the methods of the session EJB3 that ¢« There is a many-to-many relationship between
supports the use case). The name assigned to this security profiles and roles.

role is “use case name”_"name of the method”.

F. Actionsafter a user authentication

D. Protection of resources After a user is authenticated, CincoSecurity cals all
« Each session EJB3 that supports a use case ftige fine grained roles from the security profilée tuser
protected with an annotation indicating the role fo belongs to, and informs them to the applicatiorvese(by
entering to the use case. For example, the&ssigning these roles to a Seam component called
profileGestion use case is supported by the sessidfidentity”). Additionally, the following actions ar
EJB3 ProfileGestionAction.java (which implements performed by a EJB3 Login:

the interface ProfileGestion.java); this EJB3 Has t e The session timeout is set, according to the
Seam name “profileGestion”. Consequently, the role parameters stored in the database.

for entering to this use case is called « The user's menu is built, containing only the eri
“profileGestion” and the EJB3 class will have the leading to use cases allowed to the user.

following annotation: e The security information of the user is added ® th
@Restrict("#{s:hasRole('profileGestion’)}") session context, should the application logic néteds
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It is important to remark that the access to usesaot
authorized to a user by any profile is preventetiim ways.
From one side, not authorized use cases do noaappée
user’s menu. From the other side —even if the tygers in
the url of a not authorized use case— the apjgitaerver
throws a security exception because the fine miefitering
to this use case was not included in the list o fioles that
was informed to the application server.

CincoSOFT skeleton MENU:  Home  Main Security actions
| () Sec Change Password [ N R c—

(O sec.Login r "
& Sec. Profiles gestion m
=" -

0
{ Sec.Users gestion .
{ Sec.Menu gestion
« Welcome, sysadmin! 0 Sec. Parameters
0 Stucture » ) Sec.Modules
0 Reports v ) Sec.Usecases

.3;;,'; O sec.Services

T, T

Figure 2:User menu allowing access to all use cases of Giemarity

The screen snapshot of Figure 2 shows the menu of a

user that is enrolled in security profiles allowiaccess to all
the use cases of the CincoSecurity module.

CincoSOFT skeleton MENU:

Security actions
@ Sec. Change Password e N T -

Home

Main
@ Sec.Login

O Sec. Menu gestion r—,;m

p——y

e Yeicome, nuevo!

The screen snapshot of Figure 3 shows the menu of e

another user that is enrolled in security profil®wing
access to just a few use cases of the CincoSecuoidyle.

V. ENTITIES MODEL OF THECINCOSECURITY MODULE

The entities model shown in Figure 4 illustrate the

relationship one-to-many from Module to Usecase, faom
Usecase to Service.

parent [ 0z 1
1 N
Module e *

module
<<PK>>id:int 1 1| <<PK>>id:int
name: String \_\*> Usecase 0:1 e | titulo: String
Module useg, e e icon:String
ases| <<PK>>id:int  [;gec® actio.n-String
name: String 5
display: String 1 status: Status
""Cas, .
Sery:
Profile * MVicey Service
*
<<PK>>id: int profiles services | <<PK>>id:int
name: String 1 name: String
version:long lProfilg * Userprofile display: String
Userprofiisd| <<PK>>id: int
*_
User \es
‘,serv“’“ Parameter
<<PK>> username: String |yser
name: String <<PK>>id:int
password: String name: String
value: String
description: String

Figure 4:Model of entities of the CincoSecurity module
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Figure 4 also illustrates the relationship manyrany
between Profile (security profile) and Service, veall as
between Profile and User (via the intermediate tenti
Userprofile).Each menu entry may have submenusy (onl
terminal menu entries have an action for goinght® entry
page of a use case).

The system parameters are arbitrary. They can ée, us
for example, to record the session timeout, thé pétthe
directory to store reports, the address of pringis

VI. USE CASES OFFERED BY THEINCOSECURITY
MODULE

The following are the use cases offered by the
CincoSecurity module:

A. CRUD Usecases

The CincoSecurity module offers:

e A use case to list/add/edit and rem@arameters
of the application.

« A use case to list/add/edit and remawedules of
the application.

* A use case to list/add/edit and remove ke cases
of a module.

« A use case to list/add/edit and remove $kevices
of an application’s use case.

* A use case to list/add/edit and remowenu entries

Gestion of menus of the system

arch parameters

id | moduleid | parentid | usecaseid titul icon action action

355 92 345 94 playOrange jpg password Select

1152 92 345 1145 playOrange.jng profiles Select

11792 345 1308 playOrange jpg users Select

6 92 345 95 playOrange.jng #login lagouty Select

M5 92 Security actions playBlue jog Select

1386 92 6514 1384 playorange.jng usersProles Select

1330 92 6514 1337 playOrange.jng profilesUsers Select

6457 82 6513 6446 playorange.jng moduleList Select

6456 92 6513 6447 playOrange.jng usecaselist Select

6459 92 6513 6448 playOrange.jng senviceList Select

6455 92 45 64d4 playOrange.jog menuList Select

6456 92 345 6445 playorange.jog parameterL ist Select

6513 92 345 Structure playBlue jog Select

Figure 5: Use case to list/add/edit or remove nemities.

It can be easily specified which menu entries have
submenu, as well as the use case associated wétimanal
entry (see Figure 5).

B. Management of security profiles

This use case allows to add/edit/remove securitfilps.
Initially, the existing security profiles are listeWhen a
security profile is selected, the modules, use scamed
allowed services are shown, so that the user cankcbr
uncheck services (see Figure 6 in the next page).

Similarly, the user can create a new security [@ofn
this case, the system displays all modules, ankimwit, the
use cases and services, for the user to seleet #tiosved by
the new profile.
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Selected profile:

securily viewer

Update

permissions of profile
maodule use case

security

]

enter
Sec, Change Password

]

change

®

enter

&

Sec. Login get menu

&

login

]

enter

create maenu

oo

Sec. Menu gestion delete menu

&

select menu

]

update menu

Figure 6: Use case to manage security profiles

C. Management of users

This use case allows to add users of the applitatio
indicating its name, login and password. It alsloves to
enroll the new user in one or more security prefile
D. Password change

This use case allows a user to change his passwo
Passwords are stored encrypted.
E. Report of security profiles vs users

This use case reports, for each security profilbickv
users are enrolled.
F. Report of usersvs security profiles

This use case reports, for each user, in whichriggcu
profiles is enrolled.

VII. HOw TO INTEGRATE THECINCOSECURITY MODULE

TO AJAVA EE SEAM APPLICATION

The CincoSecurity module is open source with GPL

License [16]. It can be downloaded from SourceFdigg
in the form of an Eclipse project [15]. It comesadg to be
deployed on the application server JBoss [14], dart be
installed in any other Java EE application server

module explains in detail how to deploy and exedhi
module, and how to integrate it with a Java EE iapfibn
built with Seam. In particular, detailed explanatioare
included for registering application’s use cased services
in the security module. An earlier publication abdhe
CincoSecurity module, oriented to programmers, $eduon
these technical details [18].

It is important to emphasize that to incorporatel an
manage the security of an application, the modofethe
application, the use cases contained in such medahel the
services offered by these use cases must be megistego
the CincoSecurity module (by using CincoSecurity'se
cases provided for this). This way, the fine radssociated

Copyright (c) IARIA, 2011.  ISBN: 978-1-61208-124-3

cations and Services

with these services can be included in the secpribyiles,
and the access to these use cases will appedrs menu of
authorized users.

VIIl. COMPARISONWITH OTHERWORKS

There are other security modules proposed for dva J
EE technology. Currently, in the SourceForge pdttate is
a dozen of software projects related with sectoityyava EE
5 [9] applications, but most of them are proposeithout
implementation (i.e., they are in planning statuSyvo
relevant projects with implementation and good ptace
from users are the following:

JPA Security [19] is an Access Control Solution for
the Java Persistence APl (JPA) [10] with suppart fo
role-based access control, access control lists
(ACLs) and domain-driven access control.
Compared with CincoSecurity, this project does not
offer access control to web pages as CincoSecurity
does. JPA Security uses access rules in terms of
database operations, which provides a differerg typ
of flexibility from CincoSecurity, where security
profiles are defined in terms of the services effier
by the use cases of the application.

[fleXive] [20] is a Java EE 5 open-source framework
for the development of complex and evolving web
applications. It offers an administration modulatth
manages users and security. It implements an access
control list based approach, combined with roles.
Compared with CincoSecurity, this project uses 10
coarse roles with predefined permissions related to
the administration module, while CincoSecurity lets
to define any number of security profiles, each one
as a set of fine roles related to the serviceshef t
application (not only to the security services). We
believe it is more intuitive to associate the ugers
these security profiles and not to the [fleXive]
Access control lists (ACL), that define lists of
permissions attached to arbitrary objects. [fleXive
does not offer access control to elements of web
pages, as CincoSecurity does.

With respect to recent proposals for extendingRBAC
model, some research works as [21][22] try to cdii
validate the correctness of roles usage in an egifln, for
solving what they call the fragility of traditionalynamic
checks. CincoSecurity does not implement staticks$ebut
Ats strategy of fine grained roles enables to aatenthe
correct incorporation of security in a web appliwat In
effect, by following the names discipline explainiedthis
paper it is possible to automatically add annotettito each
method of the session EJB3 controlling a use daserder
to permit its access only to users having the as®utfine
role; it is also possible to automatically modifytton tags of
JSF pages for rendering it only to users having the
corresponding fine role.

On the other hand, it is important to note thanSe#ers
a complete security module [13], that is based aarse)
roles, permissions and rules, that achieves a flexble
control of resources. The CincoSecurity module gake
advantage of the Seam security by using some &datkties

rd.
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related with authentication, restriction annotagidar roles,
and tags of JSF pages for rendering only for theapiate [1]
role. However, we believe that for an administratds more
difficult to write rules for granting fine permissis to roles
(as is done in the Seam module), than to configetirity
profiles by checking the services of the applicatto be [
granted (as is done in the CincoSecurity moduldsoA
given that CincoSecurity does not use permissiangules
(only fine grained roles), the incorporation of ety to a [3]
web application can be automated, as it was exain [4]
above; with the Seam module it seems more diffitolt
automate the incorporation of security. [5]

IX. CONCLUSION AND FUTURE WORK

Needless to say that developing a secure Java HE
application is a difficult job, where dozens of Saldetails
must be handled coherently. The CincoSecurity nedull’]
provides a complete code baseline to develop a Ekva
application with the Seam framework, incorporatiingm (8]
the beginning full and flexible access controltie tise cases
and services of the application being developede Th[g]
CincoSecurity module also provides the use caspsresl to
administer the users and their access permissiotisetuse [10]
cases and services of the application being degdlop

With respect to the Core RBAC model [6], an access$ii]
permission is materialized in CincoSecurity as tigét to
invoke a method (service) of a business comporféine  [12]
grained roles are defined and implemented, eacthavieg  [13]
just one permission to invoke a single method (sejwof a
business component (session EJB3). There is alfinea [14]
grained role to allow entrance to each applicaarse case,
as well as a fine grained role to grant accessaoh ene of  [1°]
the services provided by the use case. The coneEpt
“security profile” is defined and implemented ased of fine [16]
grained roles. 17]

The CincoSecurity module takes advantage of the IO\X/
level access control principle implemented by anyg
application server, by feeding the application sewith the
fine grained roles included in the security prcfil¢the
authenticated user belongs to. Additionally, the
CincoSecurity module dynamically builds a custordize
menu containing only the entries leading to thelieption’s
use cases authorized for the user. (20]

The CincoSecurity module is a Java EE 5 application
built using the Seam framework [11][12]. It is distted
under the GPL license and can be freely downlodosd
http://sourceforge.net/projects/cincosecurity. ©Becurity  [21]
is used by several software houses in Colombia.

As future work, CincoSecurity will be extended to
automate the incorporation of security to a webliegfion
(business components and web pages), as welliasltmle
other capabilities of the Seam security modules lidkentity
management, in a compatible way with our approach.

(22]
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