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Abstract—Shadow IT describes the supplement of “official” T
by several, autonomous developed IT systems, proses and
organizational units, which are located in the busiess
departments. These systems are generally not knowaccepted
and supported by the official IT department. From te
perspective of IT management and control it is nessary to
find out, which interrelations exist with shadow IT and what
tasks are resultant. So far only little research dgts on this
topic. To overcome this deficit the presented proj targets on
a scientifically based definition of shadow IT, thanvestigation
of best practices in several companies and the déepment and
application of instruments for the identification, the assessment
and controlling of shadow IT.

Keywords- Shadow IT; IT Controlling; IT Governance; I T
Service Management.

l. INTRODUCTION

grew up with it and use it in their daily privatéel Thus,
however, the expectation regarding the IT envirammia
their job is going to increase [3]. If the IT defpaent is not
able to satisfy their needs, the “emancipated” sisgart to
take care of their IT devices and applicationsBntselves
[4][5].

In this paper, we present first results of our aese
project “Shadow IT” [6]. Apart from the theoreticahalysis
of some detailed questions on this phenomenon td i
definition, it is particularly necessary to develmethods for
the identification and evaluation of shadow IT alfdition to
that best practices have to be collected and tkelaieed
approaches have to be assessed in business. Several
companies will be analyzed for data collection &mdthe
verification of the methods mentioned above. Agl steps
are important to build a stable basis for develgpan
integrated and practical approach to control shatiowSo
far, we have set up the research concept and warkdtie

IT management and control focus on the effectivedefinition and the layout of the methods.

efficient, transparent and compliant
information technology to achieve a best possibfgsrt of
the business objectives [1]. This includes the migation of
risks and the recognition and realization of opymttes for
improvements. The “official” IT infrastructure, deleped,
managed and controlled by the IT department,
supplemented in most companies by an unofficial
Business departments have a multiplicity of othemdivare,
software and IT employees. Generally these exittout the
awareness, acceptance and support of the IT degatrtirhe
resulting, autonomous developed systems, proceasds
organizational units are usually characterized Sbatlow
IT" [2].

organizatiof o

For this paper we will give a brief literature rewi in
Section Il. Based on this analysis, research cuestare
derived. In Section Il we will present a detail@elscription
of shadow IT and its occurrences. Section IV inticeEs the
_first concepts and developed methods for the ifieation
Iand evaluation. Section V concludes with a bridfomk and

ITnext steps of the study.

Il.  STATE OF THE ART

This section examines the state of the art on dipect
shadow IT. Therefore, an overview of the most adersible
literature is given. Based on this, open reseansstipns
will be derived.

From IT management’s perspective, some questions . .
arise: What does the existence of shadow IT meaitsto A. Literature Review

implementation? Does IT management have an infliemc

In spite of its rising significance, shadow IT has far

the growth or reduction of shadow IT? And whatgnly attracted little attention in science. Somfenences can

continuative tasks result from this subject?

be found using the term shadow IT. But mostly,ttc has

Shadow IT is not a new phenomenon, but due to SOomg tangential-role or it is only mentioned in cortiet with

current trends its significance is increasing [Rew and
primarily web-based technologies allow an easy sxedgth
low initial costs — so, on the first look, it is sgafor a
business department to select and get admirabgeiVices
by itself. In addition to this the end users thewee play a
particular role for growing shadow IT. Especiallpung
employees have a strong bond to the usage of ITheas
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the main issue of the considered work. Most refegsrare
practical reports or blogs, which are based onailhor’s
experience with no scientific foundation. Tablehbws the
central contributions, which are often referredotowhich
provide a solid investigation of the topic.
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TABLE I. LITERATURE REVIEW

Reference Main content

Reference

Main content

Sherman,
2004 [7]

This article focuses on Business Intelligence shalig

e.g., Excel- or Access-based systems, used to
information to reports, which are not supplied fréme
official IT. The systems start small and grow conélly

over time, which makes them costly to maintain. T
data shadow systems can be recognized through
interviews on how reports are created. Shermanste
several reasons for their development: 1) Miss
fulfillment of user’'s needs; 2) Shadow IT is easy
develop and seems to be “cost-free”; 3) A soluii®n
needed, but the realization of official IT projetékes
too long. To control shadow IT he suggests an invguio
communication between business and IT and

creation of data marts to secure consistent databas

Worthen focuses on web tools and private devices as
shadow IT. He highlights security and compliance

violations as central risks. He is not considerthg
prohibition of shadow IT, because this could cause
Worthen, conflicts between business and IT departments., Ated
2007 [14] potential of user-driven innovations, which représean
opportunity of shadow IT, would be ignored. Instéed
underlines, that the IT management has to findaegty
to deal with this subject. Worthen makes some ggner
recommendations on how IT could handle shadow IT

the

Bayan,
2004 [8]

Bayan describes reasons and effects of shadowd Bia
approach how IT can deal with it. As the main rease
mentions the combination of reduced IT budgets

increasing IT demands. This forces business depatn
to develop their own IT. Furthermore, shadow IT
more focused on the business needs, it seems fj
cheaper from business view and it appears to Herf
and more dynamic than official IT. He refers priityar
to security risks as the main effect of shadowliirhis

approach Bayan suggests to search for shadow i
technical scanning tools. Afterwards, security gapbe

identified systems should be detected and clo
Finally, the implementation of new shadow IT sholoéd
reduced by achieving a better fulfillment of thesimess
needs.

In their study the authors focus on shadow collation
systems, e.g., social software, wikis, etc. Theglar
the rising usage of these systems due to an eaby an

Jones et al.,
2004 [9];
Behrens/
Sedera,
2004 [10];
Behrens,
2009 [11]

These publications refer to a study on a singleleva
IT system in an Australian university [8]. The spu
describes an eight-year life cycle of a shadowwsof

system, which was implemented and supported péar
to an official system. The work shows the possi
reasons for its implementation and the opportuitied
risks shadow IT can have. Furthermore, the w
presents a few lessons learnt [10] on how manage
and the official IT should react on existing shaddwit

is stressed that contrary to the common opinioni@ival
IT also has positive sides: It can be a source
innovation.

Raden,
2005 [12]

In his work Raden concentrates on spreadsheets for

Business Intelligence. In his opinion this is th@sm
common kind of shadow IT. These spreadsheets o
due to a lack of satisfaction of business requirgme

universally used, autonomous, fast and porta
opportunity to fill these gaps. He highlights ditfet
problems through the behavior of developing shatio
spreadsheets, e.g., wasted time, inconsistent duss
logic and inefficiencies. He concludes that a comypa
wide supply and integration of databases connettie|
all official IT systems can reduce the negativees.

ccur

ble

=1

d

Schaffner,
2007 [13]

Schaffner describes effects and reasons for

development of shadow IT. As effects he lists saivi
risks, such as poor engineering techniques, inefffiies
and compliance problems. His main argument for
existence of shadow IT is an insufficient alignme
between business and IT. Typical efforts to red
shadow IT, like the prohibition of shadow IT or tk
locking of administrator rights, don’t have anyeefs.
Schaffner suggests a closer cooperation betw
business and IT to increase the IT understanding
business processes and requirements.

the
er

the
nt

uce
e

een
of
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such as reporting. Spreadsheets are an expressive,

Shumarova/ . .
Swatman cost-free access and the growing merger of prigate
2008 [15] work life. They deduce and discuss three basitesjies
on how to handle these shadow collaboration syst&ms
and Rejection and banning; 2) Limitation and regulati8h
Acceptance.
is
0 be The topic of this master thesis is the search &oises of
AS compliance defects in companies. In an empiricadyst
Dols. 2009 which analysis Dutch and Belgian subsidiaries ofCPv
[16] ' shadow IT is identified as one of two reasons farhs
wit defects. The work shows the state of the discussion
the topic shadow IT. Additional effects, causes |or
sed. recommendations on shadow IT are not compiled.
B. Open Research Questions
The analysis of the articles listed in Table 1 &mther
y  existing references indicate a number of relevaehassues.
These open research questions are listed in thegrzgh.
alle 1) Definition and theoretical framework: The term
ble  shadow IT is mostly described in an experiencetedlavay.
ork An academic, cohere and consistent definition atisiv IT
men and its classification according to a theoreticahfework is
missing.
of 2 Methods to deal with shadow IT: There are no

specific methods or tools on how to deal with shad®.
The existing frameworks and best practice appraacheh
as ITIL [17] or COBIT [18], do not offer solutionegarding
shadow IT. To develop a consistent methodologytliis
subject, the first steps are to identify shadown Ppractice
and to evaluate the collected data. The developethods
need to be empirically tested. Best practices énetkamined
companies could be collected, to find out how sssfte
companies deal with this topi€he answers to the first two
research questions should establish a detailed fasithe
following research work.

3) Business view: Most articles focus on shadow IT
from IT view. The possibilities and consequencesthaf
topic for the business are only analyzed occasipnal

4) Positive effectss The existing work primarily
associates shadow IT only with negative effectser&his
barely a focus on the opportunities of shadow IT.
Nevertheless, to identify the potentials of usévedr
shadow IT, it is necessary to identify positive coumes of

99



ICDS 2012 : The Sixth International Conference on Digital Society

shadow IT like improved process orientation andtefas
adoption of technical innovations.

5) Integrated approach: Mainly, the current
contributions only focus on partial aspects of sivadT. To
handle the increasing phenomenon in practice angivi®
organizations an orientation on the controllingsb&dow IT

a balanced set of instruments and methods is regess

Therefore, it is useful to collect best practicesl @evelop
an integrated, scientific approach including ifatien to the
different elements and tasks of IT management;
governance and IT service management.

I1l.  DEFINITION AND OCCURRENCES OSHADOW IT

In Section |, we defined Shadow IT as a collectain
systems developed by business departments withppost
of the official IT department.

Moreover, the emergence of shadow IT can be exlain
with information asymmetries and conflicts of imsr
between IT and business departments [23]. Infoonati
asymmetries associated with this relation exishesrrectly
understood business requirements by the IT andlaskaof

knowledge by the business departments in general IT

subjects and offered IT services. This asymmetrylead to
overpromised offers regarding service levels anitivsoe
functionality and overcharged prices for IT sersic&he
business departments experience these effectsharefdre

ITthey try to reduce these risks. As a result, theplay their

own (shadow IT) solutions.

IV. IDENTIFICATION AND EVALUATION OF SHADOW IT

This section presents the current level of the aiebe
project in identifying and evaluating shadow IT.iS hefers
to research question 2 and includes the colleabibivest

This definition of shadow IT includes a variety of practice data in the analyzed representative cor@pan

different occurrences [2]. One aspect is the usdd&ocial

Media Software” for business communication and dat

exchange or other services offered by providersnftbe
internet, e.g., Cloud Computing or Software as avi€e
[14][19]. Furthermore, shadow IT includes the depetent
and operation of self-built applications. In mamses these
applications are Excel or Access based [7] andémphted
by employees in the business departments. Moredker,

subject includes purchasing, in-house developmemd a

support of business intelligence solutions [12]the field of
hardware, shadow IT relates to the integration eif-s
procured notebooks, servers, network routers, gmEnbr
other peripherals [13]. These devices are procdiezttly
from a retailer, instead of being ordered via tlffecial 1T
catalogue. A special case is the own purchasingalfile
devices, such as smartphones or tablets, and #ue ws the
related applications in the company network [20haky,
another occurrence is the development of own I|Tpstp
structures inside the business departments [12]]h3¢ase
of IT incidents or problems technology-friendly leslgues
are asked for help.

éA. I dentification Methods

Generally, there are three possible strategiesther
collection of shadow IT information: 1) technicatladyses
[8]; 2) interpretation of help desk requests anddBgct
surveys of employees in the business departmepts [7

The first approach is to identify shadow IT hardevar
software with technical tools. Existing license mgement
software and a network analysis tool for shadovwdware,
which has been already developed in cooperatioh this
project team, can be used. The second method & ks
information retrieved form the company’'s serviceslde
Incidents and problems identified there can be stigated
on shadow IT as project experience proves thatnaneble
number of calls is related to unofficial IT.

The third approach is a process oriented surveys It
based on structured interviews and process momitoio
find out, which IT tools employees use in their lgai
business. Based on the experience gained in thiesgiews,
we will try to develop standardized questionnatesollect
more information on user behavior and the usagehaflow

For the definition of shadow IT it is necessary to!T-

differentiate the term from end user computing (BUIG
this concept, the development of applications isghted to

The types of results from this identification phase,
e.g., graphical process descriptions with actuatu3 tools

the end users [21]. In contrast to shadow IT, EWC jand process-oriented IT landscapes with identifieddow

officially initiated and supported. Primarily EUG applied
for the development of very easy IT solutions based
official platforms or for basic, individual configations
concerning specific applications.

The phenomenal description is one way to develop a

definition for shadow IT. Another way is to congi@isting
work on informal organization [22] structures: Uficifl

and hidden shadow IT processes are created ingasdth

official structures. Similar to informal organizati structures
shadow IT differs from official policies and estishks own
structures and processes. In addition, the emeegehboth
phenomena is linked with a distinct orientation &oes
employees’ needs and results often from a lackinvithe

formal structures, e.g., the autonomous acting usirtess
departments pictures an irregularity concerningdbeision
of centralization within the defined IT governance.

Copyright (c) IARIA, 2012.  ISBN: 978-1-61208-176-2
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Figure 1. Process-oriented Shadow IT Landscape - Example
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IT. Fig. 1 illustrates exemplarily the presentatmfnshadow

TABLE II. SHADOW IT EVALUTAION CRITERIA

IT in a process-oriented landscape on an abstratthagh

Shadow IT evaluation criteria

level. The identified shadow IT is assigned to onseveral
value chain activities [24], such as Operation

Administration. Also, the kind of shadow IT is showThis
type of representation can be refined on a level
departments and business processes to achieve a n
detailed view. Thus, the process-oriented IT laadsc
allows picturing the shadow IT impact on business.

The different methods for shadow IT identificatioave
certain advantages and disadvantages. The teclamddielp
desk analysis enables a direct and quick searckhadow
IT within the company's IT architecture. Howevet, i$
difficult to find all existing shadow IT occurrersewith

these techniques and it is not possible to defiraiow IT
related processes. In contrast to this, the stredtu
interviews are based on the business processaswazal the
process-relation of identified shadow IT. Howevéhjs
method depends on the knowledge and willingnesthef

Mayor criteria Sub-criteria level | Sub-criteria level 11
Strategic relevance
Business process
Relevance o IT securit
Criticality - y
Compliance
IT service managemen
. Hard-/Software
System quality - -
Engineering process
Quality Service quality
Information quality
Quality of business processing
Use of resources and professionalism
. Number of users
Size
Shadow IT components
Shadow IT service processes

interviewed users, e.g., the users might try te lsidadow IT

Innovative potential

applications from the interviewer. Furthermoregtadf work

and time is necessary to apply this method. Due¢hé&o

Parallelism

described facts a combination of the methods istioed:
The technical and the help desk analysis shouldthlee
foundation for the process survey. Thereby the es@e and
disadvantages can be reduced and process-relatdts rean
be provided.

B. Evaluation Methods

After the identification of shadow IT, each spezifi
system has to be evaluated. This validation is napo to
assess first needs of action due to risks. Theuatiah

Apart from these criteria, it is essential to eatduthe
innovative potential of the shadow IT instance.alip it is
of interest to judge, if shadow IT is operated pelrdao an
existing, official IT-System or if it is complememy. Table
Il summarizes the different major and sub-critesfathis
shadow IT evaluation model.

All sub-criteria on the different levels need to be
weighted individually for the regarded company aated
for each located shadow IT instance. For the Spemifteria

results build the basic input for the developmerit oevaluation different procedures and models, suahatsirity

guidelines and strategies. The following sectiorneflyr
presents an evaluation model developed in the study

For the evaluation, it is necessary to
comprehensive information on the company and thatsT
policies and strategies. The general aim is to ndefi
aggregated characteristics to evaluate locatedoshdd.
Based on shadow IT examples in literature and di&ons
with companies and due to existing interactionslwdow
IT with risk management, IT governance and IT sErvi
management topics, several parameters can be desive
mayor evaluation criteria.

The mayor criterion relevance describes the sicgriite
and importance of a located shadow IT instancetlier
investigated organization. Therefore, the analysisthe
strategic relevance and the shadow IT criticaliipaerning
the business processes, the IT security, the camgaiand
the IT service management is necessary. The maiyeri@n
quality refers to the system, the service and iifigrination
quality of the located shadow IT. Furthermore, éffects of
shadow IT on the quality of business processingofis
interest. The size of shadow IT is evaluated wéthard to its
use of resources and professionalism, its distdhuin the
company and its penetration with components ansklVice
processes.

Copyright (c) IARIA, 2012.  ISBN: 978-1-61208-176-2

models, can be applied. The total ratings of thpnaiteria
are based on the weighted ratings of their sulerciit With

collectthese results each shadow IT instance is trandfénte a

High

O

Symbol ||: Parallelism

Shadow IT Relevance

Color: Innovation: innovative (black) - neutral (grey)

regressive (white )

High

(Size: Size of Shadow 1T

Shadow IT Quality

Figure 2. Shadow IT Evaluation Portfolio - Example
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portfolio as exemplarily shown in Fig. 2. The poli
consists of the two axes relevance and qualitysittefor an
instance and the color for the innovative potenfiaparallel
existing instance is marked with two parallel lindhe
portfolio indicates which shadow IT instances hawebe
addressed with a high priority and establishes sisbfor
further management approaches to control shadow IT.

Furthermore, the development of shadow IT-relateg k

performance indicators is an intended aim of thejegt.
Based on this, it is possible to realize relevamdhmarks.

V. CONCLUSION AND FUTURE WORK

This paper introduced our research on shadow I'E Th

(8]

9]

[10]

[11]

importance for IT management is shown and existing;y

references are analyzed. As a result of this aisalgsveral

open research questions could be pointed out. We haji3]

shown the initial steps and ideas of the researajeg with
the focus on the definition, the identification agnhluation
of shadow IT.

For the next steps, the theoretical questions an thl14]

definition of shadow IT and its relation to IT mageanent

disciplines have to be compiled. Besides, a detaile
development of the discussed methods and their rexalpi

appliance in practice will be carried out. Bestcties for
the handling of shadow IT will be investigated ihet
companies involved. Based on the results of dataation,

the research project aims at the development aftagrated
and practical approach to control shadow IT. Thiabtes
the revelation of its innovative potentials and faether

development to a “User-driven IT".
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