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Abstract—When discussing the security of e-government ap-
plications one of the most crucial aspects is the identification of
the users (aka citizens). On the one hand, the authorities and the
users want to be sure beyond doubt that a certain action or record
is related to the correct individual. On the other hand users
do not want to have their actions or data in different domains
(like health-care, taxes, register of residents, legal authorities)
being linked to each other by the authorities. In this paper, we
propose an efficient mechanism, which guarantees both, unique
identification and inter-domain privacy protection. First of all, the
proposed scheme is a replacement for the domain-specific citizen
identifier defined by the Austrian authorities, but the scheme may
be used as well in other scenarios, depending on unlinkable and
unique identifiers.

Index Terms—e-government; system-wide unique identifier;
domain-specific identifier; pseudonyms; anonymity; UUIDs;
GUIDs.

I. INTRODUCTION

Concerning e-government, accountability of actions or
records is one of the most important requirements. On the
one hand, authorities would like to know, which user (citizen)
has taken a certain actions or, which user is the owner of a
certain record. On the other hand, the users do not want their
actions or records being mixed up with actions or records
of other users. So both groups need and want accountability,
which strongly depends on unique identification of the related
instances.

Despite the need for unique identification of citizens, most
commonly data protection acts (or similar legal requirements)
prohibit the (direct) use of unique identifiers (like passport
serial numbers or social insurance numbers) outside the scope
of these identifiers. Additionally, the users demand privacy
protection, i.e., users do not want their actions (or records) to
be linked across different domains. For example, data related
to health care should not be linkable to data of social insurance
and vice versa. So for both reasons, legal regulations and
privacy protection, we need some sort of digital pseudonym,
which uniquely identifies a citizen, but hampers the linking
across domains.

The remainder of this paper is structured as follows. First
we will briefly discuss related work concerning the generation
of unlinkable (and unique) identifiers. After analyzing the
drawbacks of the different schemes, we introduce the so called
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concept of collision-free numbers, which are used to generate
system-wide unique domain-specific citizen identifiers. The
paper will close with some modifications of the proposed
scheme and open problems, which are the scope of future
research.

II. RELATED WORK

In this section, we will briefly discuss internet/industrial
standards and some straightforward techniques for the gener-
ation of unlinkable unique identifiers. Besides these, we will
discuss the approach of the Austrian authorities in more detail,
as flaws in this approach brought up the idea of designing
a replacement. Basically, all generation processes described,
“try” to provide two properties for the identifiers at the same
time:

o Uniqueness: No two (or more) citizens should be as-
signed the same identifier. If this happens, this could
result in records or actions of different persons becoming
inseparably mixed up.

e Privacy: Identifiers used in different domains should
not be linkable to each other. In some scenarios even
the linking between the person and its identifier should
be impossible, which results in complete anonymity. In
principle this results in the requirement that identifiers
“should look” random.

A. UUIDs and GUIDs

A widely adopted approach for system-wide unique sys-
tem parameters are universally unique identifiers (UUIDs,
see [1]) and globally unique identifiers (GUIDs, see [2]),
Microsoft’s implementation of UUIDs). There exist several
variants of GUIDs, but these variants either use the MAC
address to guarantee uniqueness or they employ hash-functions
or purely pseudo-random values. Except the first one, which
violates the privacy requirement (the MAC address may be
linkable to the user), none of them can guarantee uniqueness
(since cryptographic hash-functions always come with the risk
of duplicates).

B. National Citizen Identifier

In Austria, each individual is assigned a unique so called
base number (B — Basiszahl), which is either the individual’s
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number in the central register of residents, or B is the number
in the so called supplementary register, if the person is not
subject to registration. Since the Austrian data protection act
prohibits the direct use of the base number B, the derivation
scheme for unique unlinkable domain-specific identifiers con-
sists of two major phases (see Figure 1):

1) Disguising the base number B by use of an injective
transformation, which results in the so called base iden-
tifier (bID).

2) Deriving the domain-specific citizen identifier (dcID)
by use of the base identifier (bID) and the domain
identifier (dID).

Phase 1: Disguising the base number consists of the

following steps:

1) Input: base number B (12 decimal digits)

2) Binary encoding of B (5 byte)

3) Extension of B to fill two 3DES blocks (16 byte =
128 bit) by use of the following format:

b= B||seed|| B|| B,

where || denotes the concatenation of bit strings and
seed is a secret constant (8 bit), only known by the
authority, which holds the register of residents.

4) Encryption of the binary representation of b by use of
3DES [3] in CBC mode [4], [5] (no padding needed
since the input is a multiple of the block size):

¢ = 3DES;(b),

where the secret key £ is only known by the authority,
which holds the register of residents.

5) For the ease of further usage, the result is Base64-
encoded [6] to form the base identifier:

bID = Base64(c).

Citizen Identifier
(base number B)

Phase 1: Disguise the
person-related
base number B

!

Domain Phase 2: Derivation of
Identifier —» the domain-specific
dID Citizen Identifier

|
|
|
|
|
|
|
|
i | Base Identifier biD
|
|
|
|
|
|
|
|
|

Fig. 1. Original derivation of the domain specific citizen identifier dcID
Analysis: The system-wide unique base number B is en-
crypted by 3DES (a block cipher) using a fixed key and
seed. Hence this is an injective function and the output, the
base identifier bD1, is system-wide unique as well. From the
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security point of view it has to be mentioned, that in case
the secret key k& becomes publicly known, all base identifiers
can be decrypted and actions identified by use of the base
identifier can be linked to persons by use of the base number
B. Additionally, each individual is assigned exactly one base
identifier. Hence, actions or records identified by use of the
base identifier may be unlinkable to persons directly, but ar
at least linkable to each other. If one of the linked actions or
records provides information about its initiator or holder, all
other linked actions or data sets can be linked to this specific
person.

To overcome the problem of inter-domain linking discussed
above, the Austrian authorities proposed to use a derivation
scheme, which generates a so called domain-specific citizen
identifier (dcID) based on the individual’s base identifier
(bID) and a domain identifier (dID). In order to avoid
duplicates, the domain-specific citizen identifiers should be
unique with high probability.

Phase 2: The derivation of the domain-specific citizen
identifier dcID from the base identifier b/ D and the domain
identifier dI D consists of the following steps:

1) Input: Base identifier b/ D (Base64-encoded) and do-
main identifier dID (according to the corresponding
regulation [7] two to fife ISO/IEC 8859-1 [8] upper case
characters)

2) Concatenation (||) of base identifier bI D, a fixed prefix
and the domain identifier dI D to form the string s:

s= (bID||“+" ||URN — prefiz||dID),

where URN — prefix is the ISO/IEC 8859-1 string
“urn:publicid:gv.at:cdid+”.

3) Calculation of the SHA-1 hash [9] of s, which results
in a 160 bit value h:

h = SHA-1(s)

4) Finally, i (as a binary string) may be directly used
as domain-specific citizen identifier dcID or may be
Base64-encoded before transmission or printout.

Analysis: Since domain-specific citizen identifier are de-

rived by the use of a hash-function, there is the risk of
duplicates regardless the fact, that the input to the hash-
functions are system-wide unique. Hence there is the risk
of inseparable records of different individuals e.g., in E-
Government databases.

C. Other Approaches

There exist at least three straight forward solutions for

generating random and system-wide unique parameters:

o Centralized generation and check obviously avoids
duplicates but is quite inefficient concerning storage (all
previously generated parameters have to be stored for
later comparison) and communication (each instance,
which needs a parameter has to wait for the centralized
generator to send it). Additionally, the centralized gen-
erator has full control over the generating process and
knows all parameters.
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o With Local generation and (centralized) check, only
the generation itself is done locally, but the comparison
against all previously generated parameters has to involve
all other generators or a centralized service. Again, effi-
ciency and security are quite questionable.

o Local generation based on pseudo-random number
generators (PRNG, see [10] for details) can avoid cen-
tralized storage and comparison and is efficient in terms
of memory and communications. But in order to avoid
duplicates, all PRNGs have to use a common key or
common secret parameters. So, if one of them is com-
promised, all of them become insecure. Additionally, the
generated parameters are no longer random, but pseudo-
random and this approach is not suitable for software
implementation, because by use of software, the system-
wide key (or secret parameter) cannot be protected suffi-
ciently.

A more sophisticated approach is the so called location-
and time-based generation, which simply uses location and
time provided by a GPS receiver to derive a unique seed
for the generation process. The idea behind this concept: two
generation processes cannot take place at the same place and
the same time. Besides the fact that the GPS signal will not be
available at all locations, the according paper does not specity,
how (pseudo-) randomness and uniqueness are maintained (see
[11] for details).

D. Summary of Related Work

Summarizing the related work, we see that none of them
fulfills both requirements at the same time: system-wide
uniqueness and privacy protection (full or inter-domain un-
linkability).

III. PRELIMINARIES

After briefly revisiting basic cryptographic algorithms used
in this paper, we will present the core building block of unique
domain-specific identifiers: so called collision free number
generators (CFNG, introduced in [12], [13]).

A. Cryptography

We assume that the reader is familiar with Symmetric
Encryption (like DES [14], 3DES [3], or AES [15]) and
Hash-functions (SHA-1 [9] or RIPEMD160 [16]), and refer
to [10] for further details.

In order to keep the output of symmetric encryption as short
as possible, we will employ Ciphertext Stealing. Let /5 be the
block-length of a symmetric encryption function E. Let u be
a plaintext, where lp < [, < 2lp. If u is encrypted straight-
forwardly by padding u up to 2lp bits and then encrypting
two blocks, the length of the corresponding ciphertext c is
l. = 2lp. Using the CBC mode [4], [5] with ciphertext stealing
[17], ¢ can be generated such that [, = [,. This works as
follows: First v is cut into the blocks w; and us, where [,,, =
lp and l,,, = I, — Ip. Then u; is encrypted by use of E and
a properly chosen key k resulting in a block c;||ce, where
le, =1, —lp and l., = lp — l.,. Then the block ca||us is
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encrypted by use of £ and the same key k resulting in the
block c3. This works, since [., + l,,, = lp. The ciphertext of
w is then ¢1]|c3 and contains sufficient information to compute
u, if k is available. The length of cis I, = I, + ., = l,. An
example for a 64 bit block cipher (like DES) encrypting an
79 bit input can be found in Figure 2.

Fig. 2. CBC mode with ciphertext stealing

Details on Elliptic Curve Cryptography (ECC) can be

found in [18]). For the ease of reading this paper we will just
define the basics of ECC.
Definition: Let F(Z,) be an elliptic curve group, where p
is an odd prime. Let P € E(Z,) be a point of prime order
¢, where q|#E(Z,). The Elliptic Curve Discrete Logarithm
Problem (ECDLP) is the following: Given a (random) point
Q € (P) and P, find k € Z, such that Q = kP.

By SM (k, P) we henceforth denote the Scalar Multipli-
cation kP in E(Z,). It is believed that the ECDLP using
l, = 1, = 160 is secure against powerful attacks like Pollard’s
rho algorithm [18].

Point Compression [19]: A point on an elliptic curve
consists of two coordinates and so requires 2{,, bits of space. It
is clear that for every x-value there exist at most two possible
y-values. Since they only differ in the algebraic sign, it suffices
to store only one bit instead of the whole y-value. A point
(z,y) can hence be stored as x||b, where b = y MOD 2, and
then only requires [, 4+ 1 bits of space.

This has the only drawback that if we want to include this
point in some computations, we first have to compute the
two possible y-values and then decide by b, which of them
is correct. In our case, we are only interested in saving space.
There is no necessity to compute y here.

B. Collision-free Number Generators

In [12], we proposed so called collision-free number gen-
erators (CFNGs) as a mechanism for generating random
but system-wide unique (cryptographic) parameters. Basi-
cally, these generators disguise a unique (eventually publicly
known) parameter by use of a randomizer. In the scope of
e-government identifiers, the information being disguised will
be the digital identity of the citizen. The resulting param-
eter will be a system-wide unique domain-specific digital
pseudonym.
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Type 1 CFNG (CFNG1)

Fig. 3. Basic construction of Collision-free Number Generators (CFNGs)

The output o of a basic — type 1 — CFNG (denoted as CFNG
1 in the remainder of this article, also see Figure 3) is of the
form
o= f(u,m)||r = fr(u)||r = CENGL(),

with f being an injective mixing transformation for an arbi-
trary but fixed randomizer r and wu, r defined as above. We sug-
gest to either use an injective one-way mixing-transformation
for f, according to Shannon [20] (e.g., symmetric encryption)
or an injective probabilistic one-way function, based on an
intractable problem (e.g., the discrete logarithm problem [10]).
In this paper, we will just revisit the proofs of uniqueness.
For a detailed discussion of randomness, efficiency and privacy
protection, we refer the reader to [12].
Theorem: Outputs of Type 1 CFNGs are unique during their
lifetime.
Proof: Consider two outputs of two arbitrary type 1 CFNGs:
01 = CFNGll() = fﬁ (U1)||T1 and 01 = CFNGlQ() =
fro(u2)]|re, with r1, 7o being random and w; = IDq||enty
and ug = IDsl|enty. With respect to the randomizers r; and
r9, there are two cases:

1) 71 # 7o: This directly means that o1 # 09.

2) r1 = ro = r: Now, both calls of the generators employ
the same randomizer and f, becomes injective. Hence
fr(u1) and f,.(ug) will be different if and only if u; =
ID1||enty and ug = IDs||ents differ in at least one bit.
This is always true, because

a) different generators use different identifiers (I D, #
1Ds), and
b) if we call the same generator twice (i.e., [D; =
1D>), the values cnt, and cnto will differ, because
the counter is incremented at each call of the
generator.
Hence the outputs 0; and oy will be different again.
]
When analyzing CFNGs, which employ a block ci-
pher E (CBC mode with ciphertext stealing) for f (o =
E,.(ID||ent)||r = c||r), it is obvious that the identity of
the generator is not protected sufficiently. Everybody who
gets hold of an output o can retrieve the identifier D of

the according generator by simply decrypting ¢ by use of r:
ID||ent = D, (c).
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We will see that this may not be a problem in certain appli-
cation scenarios; but, in order to guarantee the protection of
the generators I D we have either to change our requirements
on f, or we have to slightly change the design of CFNGs.

o To provide privacy, f has to be a cryptographic one-way
function. Candidates include injective probabilistic one-
way functions based on an intractable problem like the
(ECC) discrete logarithm problem [10].

o In the case that f is a (bijective) symmetric encryption
function, we can employ an additional (injective) one-
way-function g to the output or to the randomizer of the
original CFNG, which results in the variants depicted in
Figure 4 (CFNG 2 and CFNG 3):

1) The first variant simply hides the output of a type
1 CFNG by use of function g:

0 = g(CFNGI1()) = CFNG2(),

2) The second variant only hides parameter r (which
is needed to invert function f) by use of function

g:
o= f(u,7)|lg(r) = fr(u)l|g(r) = CENG3(),

Type 2 CFNG (CFNG2)

Type 3 CFNG (CFNG3)
Fig. 4. Variants of Collision-free Number Generators

Corollary: Outputs of type 2 and type 3 CFNGs are unique
during their lifetime.
Proof: Function g, applied to the unique inputs in type 2
and type 3 CFNGs is a injective one-way-function. Hence ¢
applying g cannot destroy the uniqueness of the outputs.

|

IV. OUR PROPOSAL: UNIQUE DOMAIN-SPECIFIC CITIZEN
IDENTIFIERS

In this section we present three methods to generate unique

and unlinkable domain-specific Citizen Identifier:

o Method 1 (the basic principle) may be directly used as a
replacement for the scheme described in Section II-B as
it uses the same inputs (and inputs lengths) and generates
outputs of equal length.

e Method 2 uses slightly different (shorter) inputs, but
employs more randomness to disguise the inputs. Nev-
ertheless it may also be used as a replacement for the old
citizen identifiers.
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e Method 3 uses the base number (60 bit) as the source
of uniqueness instead of the base identifier (128 bit) as
methods 1 and 2 do. As with method 2, shorter inputs to
the encryption function allow more randomness.

A. Basic Principle

Based on a type 2 CFNG employing elliptic curve cryp-
tography (ECC — see [18] for details), elliptic curve scalar
multiplication (SM) and point compression (PC) we will
now present a generator for system-wide unique and inter-
domain unlinkable identifiers. As in the original scheme, our
replacement (see Figure 5) generates 160 bit identifiers. But
in contrast to the original scheme, these outputs are provably
system-wide unique, as we employ type 2 CFNGs (see Figure
4 left) parameterized as follows:

1) Inputs: Base identifier b/ D (128 bit) and domain iden-

tifier dI D (five uppercase letters encoded in 24 bit).

2) Starting from the output length of 160 bit we have
to subtract one bit to encode the y-coordinate of the
ECC-point, 24 bit to encode the domain identifier and
128 bit to store the base identifier. This results in 7 bits
remaining for the randomizer.

3) The unique and inter-domain unlinkable identifiers
dcl D is of the following form:

dcID = PC(SM((DES(u, k) || r), P)),

where where P is a so-called generator point of the
elliptic curve, || = 7 and k = msbsg(H (r)). In order to
reduce redundancy and the bit length of the input of the
encryption function, we omit the constant URN-prefix.
Since we employ DES to encrypt the base identifier, we
need to expand the randomizer r (7 bit) to 56 bit. This
can easily be achieved by use of a hash-function H (e.g.,
RIPEMDI160 [16] or SHA-1 [9]) and a trimming function msb,
which extracts the 56 most significant bits: k¥ = msbsg(H(7)).
Note that the low entropy of key k is not a severe problem
here, because the only purpose of k (based on randomizer r)
is to hamper brute force attacks (by a factor of 27 = 128 in
this setting).

B. Variant 1

Up to now, the Austrian e-government act [21] and the
corresponding domain regulation [7] define just 35 different
domain identifiers (see Table I).

So spending 24 bit to store the domain identifier dID is a
massive overhead. A more practical solution is reducing the
bit length of dID by half (i.e., to 12 bit) and using a binary
encoding instead of the text encoding. By this, the length of
the randomizer r can be enlarged by 12 bit, which results in
|r] = 19 bit.

C. Variant 2

This variant directly uses the base number B (5 byte =
40 bit) instead of the base identifier b/ D (128 bit) and hence
shortens the input of the encryption function by 88 bit. We
will use some of the bits to embed additional data X, which
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TABLE I
CURRENT LIST OF DOMAIN IDENTIFIERS

e-government domain regulation — appendix to § 3 — part 1
AR AS BF BW | EA EF
GH GS GS-RE | JR | KL KU
LF LV RT SA SF SO
SO-VR | SR-RG SV UW | VT \'A%
WT 7p
e-government domain regulation — appendix to § 3 — part 2
BR HR KI Ol PV RD
VS VS-RG ZU

might hold a counter in order to provide different identifiers
within the same domain. The remainder of the bits will be
used to enlarge the randomizer to 80 bit and replace DES with
SKIPJACK [22] (block length 64 bit and key length 80 bit)
in CBC mode with ciphertext stealing. This finally results in
unique and unlinkable domain-specific identifiers of the form:

deID = PC(SM((SKIPJACK, (B || X || dID) || ), P)),

with |B| = 40 bit, | X| = 15 bit, |dID| = 24 bit and |r| =
80 bit.

Note that the direct use of the base number (which can also
be the passport or social insurance number) may be prohibited
by law. In this case, variant 1 or the basic scheme have to be
used.

V. CONCLUSION AND FUTURE WORK

We are aware of the fact that the proposed scheme is
first of all a replacement for a national standard for gener-
ating unlinkable domain-specific identifiers (which does not
completely fulfil its own requirements). But nevertheless,
provably system-wide unique unlinkable and domain specific
identifiers based on collision-free number generators (CENGs),
parameterized as defined in Section IV-A, may be employed
in other application scenarios as well. These scenarios include
identifiers in the context of e-business, the replacement of
UUIDs and GUIDs [12], temporary MACs for untraceable
network devices [23], and digital pseudonyms [24], [25].
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