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Abstract—Bare PC applications run on ordinary desktops
and laptops without the support of an operating sy®m or
kernel. They provide immunity against attacks targéing an
underlying operating system, and have been shown fmerform
better than applications running on conventional sgtems due
to their reduced overhead. We describe a bare PC Blserver
and a SIP user agent designed for VolP and give dgls of
their internal implementation. The server and user agent
include streamlined SIP functions and message handg,
efficient CPU tasking, protocol and application inertwining,
and direct Ethernet-level data manipulation. The SP server
provides registration, proxy, and redirection servces, and the
user agent is integrated with lean implementationsof the
necessary protocols within the bare PC softphone.a@e PC SIP
servers and SIP softphones can be used for buildirggcure and
efficient low-cost VolP systems, or deployed in esting VolP
networks with conventional SIP servers and user ages.

Keywords-bare machine computing; bare PC; SIP
implementation; SIP server; SIP user agent; VolP.

l. INTRODUCTION

Telephony systems over the Internet continue tdvevo
enhanced VolP

with the development of new or
technologies. SIP [1] is an important protocol thedvides
support for VolP by handling functions such as sall up,
user authentication, user registration and locatiand
billing support. Although SIP is a general-purpgsetocol

that can also be used for video conferencing, msta
messaging and gaming, it is predominantly usedytada

VolIP systems. Conventional SIP implementationseivers
and softphones require the support of a traditiopalrating

system (OS) such as Windows or Linux, or an OS dlern

SIP phones are also frequently implemented
hardware/firmware typically with an embedded OSe BtP

implementations in OS-based systems take advarége

their rich supporting environment and capabiliteexd are
convenient to use.

However, an OS-based full SIP implementation is not

always needed. If a higher level of security orfgenance
is desired at low cost, a customized SIP servea &IP
softphone running on a bare PC (ordinary desktopptop
without a conventional OS or kernel) would be measily
secured or designed for high performance. For elgnap
0OS-based system may be difficult to secure agaittatks
that target vulnerabilities of the underlying OSar8 PC
systems are inherently immune against such attaickse
they have no OS. In addition, compared to theirb@Sed
counterparts, they also have reduced code comylexid
code size, making it easier to analyze their cadeécurity
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flaws. Moreover, due to their simplicity and thenited
services they offer, they also have fewer avenyees dor
attackers to exploit. Also, studies of bare PC V8ebvers
[2] and email servers [3] have shown that they qenf
better than their OS counterparts.

Thus, a SIP server or SIP user agent running oara
PC can be expected to provide secure and effitm@ntost
operation. Moreover, since there is no OS, leasiogs of
the necessary protocols can be intertwined withbtre PC
SIP server or SIP softphone application to reduce t
overhead of inter-layer communication and improve
performance. A preliminary performance study of Haee
PC SIP server (see the related work section betowlirms
that it performs better than Linux or Windows-basgié
servers with very few exceptions.

In this paper, we describe the design and impleatient
of a bare PC SIP server and a bare PC SIP UA.ricpiar,
we discuss the details of SIP operations, messagdlihg,
and task structure on the bare PC SIP systems. [§de a
examine possible causes for the few performance
bottlenecks identified in the bare PC SIP servefopmance
study and note possible future design improvements.

As with other bare PC applications, the SIP seorer
user agent implementation and interfaces to theweme
constitute a single self-contained executable. SeUA is
also integrated with the bare PC softphone. The B& SIP
server and SIP UA implement only the key elemeftSIB
and have minimal functionality compared to convemil
OS-based SIP servers and SIP UAs. Also, the SIP
implementations are UDP-based, and the serverislsss.

SIP server implementation over TCP is under
development. The bare PC SIP server and bare PC SIP
softphone currently run on an 1A32 (Intel Architere 32-

Nhit) or Intel 64-bit architecture in 32-bit modehdy can be

used for building secure or high-performance bateoRly
VoIP networks, or interoperate with conventional-kxsed
SIP servers and SIP softphones as discussed baldhei
section on testing.

The rest of this paper is organized as followsSéttion
I, we briefly survey related work. In Section li4e give an
overview of bare machine computing. In Sectionsahd V
respectively, we describe the design and implentientaf
the bare PC SIP server and UA. In Section VI, wseuhs
testing of the SIP server and UAs. In Section Wi, present
the conclusion.

II.  RELATED WORK

There are numerous implementations of conventisifal
servers and SIP softphones on various OS platfofimsse
SIP servers and UAs run on conventional OSs. Ind4IP
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server is implemented on top of an existing Slieksthn [5],
SIP servers and SIP UAs are implemented on theiS@a
OS. A client-side SIP service offered to all apgiicns
based on a low-level SIP API is described in [6]{1], the
features of a new language StratoSIP for programrbiAs
that can act respectively as a UA server to onp@ntand
as a UA client to another are presented. In [&, WA is a
SIP-based collaborative tool implemented by usixigtieg
SIP and SDP stacks. In [9], a Java-based SIP #oisosed
for monitoring manufacturing systems over the img¢r The
focus of [10] is a SIP adaptor for both traditior@alP
telephony and user lookup on a P2P network thas do¢
have a SIP server. The goal of such SIP serverSEhtJAs
is to offer enhanced services to clients by uskigtiag low-
level SIP stacks that rely on an OS. In contraste B°C SIP

servers and UAs that are implemented directly oe th

hardware will have less overhead and are more cstiite
secure low-cost environments.

Additional tasks may be used depending on the egtmins
included in the AO, such as an audio task for taeeiPC
softphone.

IV. BAREPCSIPSERVERIMPLEMENTATION

The bare PC SIP server supports registrar, redireot
proxy modes with or without authentication. Thevgeris
designed in a modular fashion to allow for easyatiesl and
implementation of new features, and to facilitatelgsis of
the server code. Since the bare PC SIP server
implementation is lean, only specific content fromam
incoming SIP packet is parsed. The bare PC SIRRs&®
contains about 2000 lines of code.

A Boot Sequence

The bare PC SIP server is booted by directly loadtis
AO from a USB flash drive. The protocol/task redaships
for the server are shown in Fig. 1. The bare PC S4Rver

Intertwining bare PC Web server or email serverboot sequence begins when the Main task invokes the

application and application protocols (i.e., HTTPSMTP)
with the TCP protocol contributes to its
performance over OS-based servers [2, 3]. In [14¢
performance of a bare PC SIP server is compareu thtt
of OS-based servers, and it is shown that the B@rserver
performs better except in a few cases. It is likiblgt the
performance drops are due to using a simple (ndimzed)
search algorithm for user lookup as discussed enstttion
on server implementation below. The performancdystiid
not discuss the SIP server design details or
implementation. The design, implementation,
performance of a bare PC softphone are discusséti2in
13]. However, the softphone does not include al$Pand
hence lacks the ability to communicate with SIR/eer and
set up calls with other SIP softphones.

I1l.  BARE MACHINE COMPUTING

DHCP handler to send a DHCP request for an IP addre

improved (unless the server has been preconfigured to specific

IP address). When a response arrives, the Rcv itask
invoked to process it. Next, a file containing usene and
password combinations of authorized users is tesrest
from another host on the network using an adaptatib
trivial FTP. As discussed later, multiple data stmes to
facilitate server operations such as user lookggrname
and password lookup, and state lookup are thertextéa

itsnemory. The last step in the boot process is tplalysthe
anduser interface for administering the server.

B. SP Server Internals

The bare PC SIP server uses only two CPU tasksy Mai
and Receive (Rcv), which simplifies task managenaemnt
increases efficiency. The Main task runs continualhd
activates the Rcv task whenever packets arrive him t

Bare PC application development is based on the baFthernet buffer and need to be processed. Aftesponse is
machine computing paradigm, also referred to as th&ent, the Rcv task terminates and the Main task again.

dispersed operating system (DOSC) paradigm [14}this
paradigm, a single self-supporting application objAO)
encapsulating all of the necessary functionality dofew
(typically one or two) applications executes on hiaedware

without an OS. Bare machine applications only usal r

memory; a hard disk is not used. The AO, whichoeded
from a USB flash drive or other portable storagediona,
includes the application and boot code. The apjticacode
is intertwined with lean implementations of the e®sary

For example, when the SIP Server AO’s Rcv task is
activated by the Main task upon the arrival of B 8quest
in the Ethernet buffer, a single thread of executiandles
the request all the way from the Ethernet leveth® SIP
(application) level till a response is sent, whaimplifies
server design and reduces the processing overbad, if
an arriving packet is designated for the defauP SIDP
port 5060, the Rcv task causes the Ethernet, 1&,UHDP
handlers to be invoked to process the respectiotoqol

network and security protocols. If required by theheaders using a single copy of the message. Asrsiow

application, the AO also includes cryptographicogthms,
as well as network interface and other device dgiv&uch as

Fig. 1, the Rcv task only terminates after the &fuest is
processed and a SIP response is sent by the Jafter

an audio driver in case of the bare PC softphorfee T invoking the respective protocol handlers to attahk

interfaces enabling the application to communieeté the
hardware [15] are also included in the AO. The Afdeis

headers).
The bare PC SIP server AO consists of several tshjec

written in C++ with the exception of some low-level In addition to the Ethernet, IP, UDP, and SIP dlsiethe
assembler code. The AO itself manages the resoimcas Server also requires the DHCP, FTP, and MD5 objdits
bare machine including the CPU and memory. For gigm fole of the DHCP and FTP objects were discusselieear
every bare PC AO has a main task that runs whenever The MDS5 object is used to provide support for user
other task is running, and network applicationsuiiega authentication via standard SIP authentication, (HI TP-

Receive (Rcv) task that handles incoming packetsAuthentication) if it is needed.
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C.
After the usernames and passwords from the filecad

User Database Lookup

To improve performance, future bare PC SIP server

implementations will use adaptations of data stmes and

into memory, the bare PC SIP server runs thesearch techniques used by popular Linux SIP servers

sipservergetdb() function to store them in the p. SIP Message Processing

USER_DATABASE structure: The siphandl functi th . f

Struct USER_DATABASE { he siphandler() function manages the processing o

har username [20]; re_celved SIP messages. This functlon, wh|c_h_ isedall

¢ Heob directly by the udp_handler() function after venify the

Int username_5|ze,. SIP port in the UDP header, is the key elemenhenliare

int username_hash; PC SIP server. The siphandler() function calls the

char Password [20]; parse_headers() function which goes through thep&tiRet

int Password_size; and parses out specific identifiers to identify tiype of

|3 message (for example, REGISTER, INVITE, ACK, BYE,
The  data  structures ~ HASH_TABLE  and 180 Ringing, 200 OK and 100 Trying). Within the

SORTED_TABLE shown below are also used.
Struct HASH_TABLE {

int hash_hit;

int hash_reg_db_loc[HASH_REG_DB_SIZE];
int hash_hit_size

5

Struct SORTED_TABLE {

int hash;

int hash_link;

%

In essence, the hash of each username is theraasad

parse_headers() function are specific functionsit biai
handle the following SIP tags: Header, Via, Fromg, T
Expires, Authorization, Proxy Authorization, Calll@Seq,
Contact, and Content Length. In keeping with then|&IP
implementation, only the indicated tags are parsed
expedite the processing of SIP packets (other tags
bypassed). Once the tags are parsed and the releatn
from the packet is stored, control returns to tiphandler()
function. Further processing is determined accgrdinthe
request_type returned. Only the following SIP mgesaare
routable by the Bare PC SIP Server: Register Invit

index into HASH_TABLE, which is used together with 1r¥ing, 180 Ringing, 200 OK, Ack, Bye, and Unsupeat

SORTED_TABLE to facilitate looking up the user inet

When the system (the siphandler function) has eelcidhat

USER_DATABASE structure, and retrieving information t0 do with the SIP request, processing is carrietl to

when making or receiving calls, or registering &rudhe
HASH_TABLE  structure links back to the

forward the SIP message, or a reply is sent tdSiReUser
Agent by utilizing the generate_sip_response() tionc

SORTED_TABLE and USER_DATABASE structures. The This function generates the SIP reply (or 100 Tagyin

details are as follows. First, the hash valuesstoeed in a
SORTED_TABLE array (which allows for efficient
searching for a given hash value), and each pasitiche
sorted array is linked to the specific HASH_TABLEay
corresponding to that hash value. In turn, eaclitipnsin
the HASH_TABLE array corresponds to a user thahbds

to that value and contains a Ilink back to
USER_DATABASE entry for that user.
HASH_TABLE structure links the index in the

USER_DATABASE structure to the hash value of theUsSer

SORTED_TABLE as shown in Fig. 2.

The user lookup process in Fig. 3 is done by usivg
functions: the find_hash_hit() function, which iased on a
particular hash value, and the find_user() functibat is
based on the username and size. In performance thist
search operation was found to be a likely bottl&risscause
of the username comparisons triggered by collisionsa
single hash value. The find_user() function takesername
and username size as input. It then hashes theamerand
passes the value to the find_hash_hit() functidnickvfinds
the corresponding hash table containing all thesuséth
that same hash value. The hash table is passedtdadbk
find_user() function, which calls the lookup_usédtf)ction.
The latter goes through each user in that speifgh table
and first compares the sizes of the usernameseyf natch,
it looks for a second match on the full usernarhéhd user
is found, the location containing the user’s infation in
the database, including the IP Address and porttigned.
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response) based on the values retrieved earligralbsing
the SIP request. It then calls the sipsenddatagytion,
which calls the relevant protocol handlers to farrtze
headers in the SIP reply.

Register Message: To process a Register message, th
bare PC SIP server parses the Via (IP address:podin

the@nd To (usernames@domain/IP), and Contact taghert
The calls the function check registered_users(). A @sec

similar to that described earlier is used to deieenif the

is already registered (i.e., is found in the
Registered_Users_Database). If so, only the retevan
information is updated; otherwise, the system stoaé
necessary information parsed from the SIP requehiding
the username, IP address and port number. Thigniatton

is used to generate replies back to the UA on éutaquests
until the UA re-registers or one of the parameigigpdated.
After the information is stored or updated, theveer
generates a 200 OK message and sends the replydotiuek
SIP UA.

Invite Message: For an Invite message, the bar&IPC
server parses almost all of the same fields athtoRegister
message. The server then sends messages to theacall
callee. A 100 Trying message is sent back to tHkrca
letting the UA know that the SIP Server is procegsihe
request. To send this message, the server lookbeupP
address of the caller using the process describditre It
also looks up the registration information for ttedlee and
forwards the Invite message to its UA.

10
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SIP Authentication: The Message format for an kavit IP address for the UA has not been preconfigutes, LA

request with authentication is shown in Fig. 4. SI
authentication is done by challenging the initiaquest
(Invite or Register) sent by the SIP UA. SIP useBTH
authentication techniques. The bare PC SIP Serser
designed so that each request is not authorizedssirit
receives the proper response for a given challefige.
server can be configured at start-up to operatédn wit
without authentication. An authorization flag indlies if a
particular request is approved or denied based
authentication. The bare PC SIP server processemitial
request, and then sends a challenge response batie t
requesting SIP UA. The SIP server generates aectul
response that depends on the values of realm ar@éndhe
realm is typically set to the domain of the SlIPveer(for
example, barepc.towson.edu or the IP address)n®hee is
a string that is randomly generated by the se®ece the
server receives the reply to the challenge, thddien the
authorization request are parsed from the SIP padken
the response value is computed using the MD5 alguri
and matched against the response value sent [SIFhEA.
The response value is a hash that depends on
concatenation of all values in the authorizatioquest. If
the computed response matches the response std B{P
UA, the request is approved (authorized) and norgi&
call flow processing is allowed.

E. User Interface

The bare PC SIP Server has a simple user intetifeate
displays its basic configuration and state infoioratwhen
the interface function sipserverstate() is callete displayed
information includes the number of users added he t
username and password database, and
configuration mode (proxy, redirector, authentioati
stateless, or stateful). The server can also shewsername,
ip address, and port for each user logged inteystem. An
administrator can toggle through the list of useos,
configure the server so that the display is trigdeevery
time a wuser is added or removed from
Registered_User_Database by calling sipserverstitat
the Main task.

th

V. BAREPCSIPUA IMPLEMENTATION

The bare PC SIP user agent (UA) is integrated tiéh
bare PC softphone enabling calls to be set uppksational
characteristics are similar to those of a SIP UAan

Psends out a request for an IP address and obtasmsiging
DHCP. If this is a private address, the UA is bdgnNAT
and uses STUN [16] to learn its public IP addrews port.

In this case, the UA first sends a DNS request @btdins

the IP address of a public STUN server. The bar&PON
implementation is described in more detail below.

After UA completes the initialization process ispliays

the main login menu, which enables the user tanlagito a
oparticular SIP server or to communicate directlytmd peer

as noted earlietn case SIP server login is selected, the UA
sends a SIP Register request to the server aftirpeng a
DNS resolution if needed. Once the 200 OK messages
received from the SIP server, the UA displays aifma
menu” screen as in Fig. 5. The menu has severarept
which enables the user to see the IP configuration
information from DHCP, and NAT mappings from STUN
that show the external IP address and internalteateSIP
and RTP ports for the softphone. Such informatguoseful

to troubleshoot connectivity problems. In additios,
separate option shows call status and connectivity
tiformation, and indicates whether security is Arf'quick
dial” option for selecting specific users is als@itable.

The software design of the bare PC SIP UA is simple

and modular. The essential UA functionality congalinn

the SIPUA object consists of 3000 lines of C++ collas
object is supplemented by 1) objects for cryptogramand
other algorithms needed for key establishment (HMAC
SHA-1, MD5, AES, and Base64); 2) objects implenmenti
the essential elements of the necessary auxiliesjopols
(STUN, DHCP, and DNS); and 3) objects needed by the
bare PC softphone including the Ethernet, IP, aaPU

the servegjects, the RTP, audio, and G.711 objects thadlearoice

data processing, recording, and playback on the P&
softphone, and the SRTP [17] object that providesPV
security.

B. User Agent Client and User Agent Server

The bare UA consists of two independent components:
the SIP user agent server (UAS) and SIP user atjemt
(UAC). The UAS is operationally similar to the b&€ SIP
server with respect to its handling of SIP packeier
example, it listens for call requests and its adtiare
activated by the Rcv task when a packet arrivedistaissed
earlier for the case of the SIP server. The UAC ban
activated by keyboard input. The UA functionalitg i

e

conventional OS-based SIP softphone. However, the Ucontained in a SIPUA object that is responsible for

implementation is different due to the absenceno©%& and
a built-in protocol stack, and results in a UA witdss
overhead and better security. The UA can also tljrec

processing SIP messages and SDP tags, displayen§lkh
UA interface, and interacting with the user. Thé>3A
object is integrated in a single AO with severdlestobjects

communicate with a peer (without using a SIP sgrverneeded to implement the UA.

provided the peer can be contacted via a knownligub
destination IP address and port number.

A UA Operation/User Interface
As in the case of the bare PC SIP server, onlytagks

C. STUN/DHCP/DNSSRTP

The public IP address and port learned from thdipub
STUN server is used in SIP Invite requests to enald
peer to communicate with the UA behind the NAT. The

Main and Rcv are needed for the UA, and arriving SI bare PC SIP UA sends out multiple STUN messagéado

messages and responses are processed in a siregld df
execution as described earlier. When the UA isdxhaf an
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the external port for its voice channel over RTICE the
signaling channel is proxied through the SIP ser8diUN
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is not needed to discover the external SIP siggafiart.
After the bare PC client is booted, STUN messageshie
media channel are sent every 30 seconds until HReU3
establishes the call. The Invite message contdiasldst
known media channel external port number. SinceNtAg
binding may change, the UA sends voice packetshéo t
destination host using a sequence of consecutius.pthe
UA stops sending on the other ports once voice gtacikre
received on a particular port.

Since there is no OS and no built-in protocol stank
the bare PC softphone, the bare PC SIP UA alsosnied
send DHCP messages to automatically obtain an difeas
and other essential configuration information adrtstip.

the

PC

correctly when it is connected to the Internetpésticular,

bare PC STUN implementation was found to be

adequate for connecting between clients behind NAi's
the dedicated test LAN and on an ISP network.

VII. CONCLUSION

We described the design, implementation, and cpesat
of a bare PC SIP server and SIP UA, which proviateetial
SIP functionality with less overhead and betterusgc at
lower cost due to the absence of an OS. The undgrhare

system enables the SIP server and UA to beinefit

simple tasking, lean protocols, and efficient dagendling.
The tests conducted show that the bare PC SIPrseane

The DHCP messages follow the typical DHCP call flowinteroperate with both bare PC and OS-based UAS aiso

(Discover, Offer, Request, and Ack). The softphoae also
send DNS requests to resolve the domain hame @lther
STUN server. As noted earlier, the implementatiérthe
DHCP and DNS protocols have only the minimal feagur
needed by the bare PC SIP softphone. [

The bare PC SIP UA is also integrated with SRTRe Th
implementation and performance of SRTP on a bare PC
softphone are presented in [18]. SRTP allows the tdA [2]
communicate securely with conventional SIP UAs tuat
SRTP capable. The bare PC softphone AO includes
implementations of SHA-1, MD5, HMAC, and AES in (3]
counter mode, which are used by SRTP. The bars®TP
implementation also supports addition of a reconuedn
authentication tag to the end of the RTP packet U
currently implements the SDP Offer/Answer model via
SDES for key exchange. This method is used by akver
conventional SRTP clients. The keys used to geedfs
session keys are Base64 encoded by the bare Rihodt
SRTP implementation prior to transmission. Sincés th [6]
approach for transmitting keys is not secure, T4 8g5ed by
some conventional softphones for SIP signaling.

VI.

Operational tests of the bare PC SIP server and SlP]
softphone implementations with and without autheation
and SRTP security were conducted using Dell GX-260
desktops with Intel Pentium 4 2.4 GHz processo3,AB
RAM, and a 3COM Ethernet 10/100 PCI network caroe T
test network consists of a dedicated LAN within Tloavson
University network, and an external network coneéct [iq]
through an ISP as shown in Fig. 6. The bare PCs8tizer
and user agents were first tested within the déslichAN.
Testing was performed to verify 1) correct opermtio [11]
between the bare PC SIP server and bare PC SIP
softphones; 2) interoperability of bare PC SIP gufhes
with the OpenSer v3.0.0 server [19]; 3) interopé#itgbof
the bare PC SIP server with Snom360-5.3 softph{2@s
and 4) interoperability of bare PC SIP softphondth whe
Snom softphones. [13]

Similar tests were conducted over the Internet by
establishing calls between a softphone on the eater
network and another on the dedicated LAN when tiie S [14]
servers are connected to the LAN. These testssals@d to
verify that the UA and the lean DHCP, STUN, and DNS
implementations on the bare PC SIP softphone work

1]

(4]

(5]

TESTING [7]

[12]
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that the bare PC SIP UA can interoperate with laotlOS-
based UA and an OS-based SIP server.
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INVITE sip:67890111@barepc.towson.edu:5060 SIP/2.0
Via:SIP/2.0/UDP192.168.1.56:5060;brach=0320
From:<sip:0123456@ barepc.towson.edu>;tag=0

To: <sip: 67890111@ barepc.towson.edu>

Max-Forwards: 70

Call-1D: 0010-0003-DA76506F-0@AAE2A42DF82D1D0AA
CSeq: 297386 INVITE

Contact: <sip:123456@192.168.1.56:5060>

Content-Type: application/sdp

Proxy-Authorization:Digest
username="8000",realm="BAREPC”,nonce="3bd76584",
uri="sip:123456@192.168.2.81",response="6e91de676897

Figure 1. SIP Server Protocol/Task Relationships.
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Figure 2. Database and Hash Table Relationships. = e e A
Figure 5. UA Main Menu Screen.
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FIND_SER s ' 2) HASH USER VALUES
Function 3) USER HHASH VALUE Comprer Compier
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3 5) CHAR COMPARISON ———=r
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USER Towysan
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Metwark (ISP

Figure 3. User Lookup Process.

Figure 6. Test Network.
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