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Abstract— Almost every software system must include a
security module to authenticate users and to authare what
elements of the system can be accessed by each .uSdrs
paper describes a security model called “CincoSecity” that
follows the Role Based Access Control model (RBACHut
implementing fine-grained roles that can be groupedinto
“security profiles”. This leads to a great flexibility to configure
the security of an application by selecting the opations
allowed to each security profile, and later, by regtering the
users in one or several of these profiles. We de#loe also a
security software module (that implements the CincBecurity
model) that we propose to be the initial code basek for the
development of any Use Cases oriented Java EE syste
offering from the beginning a flexible, extensible and
administrable access control to the elements of thegpplication
that is to be developed. Moreover, CincoSecurity kws
automating the generation of the additional code mguired to
protect the use cases and its elements of the JaveE
application being developed, with tools that add té required
security restriction code accordingly with the promsed
security model.

Keywords- Security; Access control; RBAC; Framework;
Java EE; Seam; Security automation.

l. INTRODUCTION

This paper summarizes the experience of the authol

designing and developing a reusable security modaléed
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directly control at run-time— CincoSecurity allotgsdefine
“security profiles” as sets of fine-grained rola@sis facility
of security profiles gives a great flexibility faonfiguring
the security of an application by selecting the rapens
allowed to each profile (i.e., selecting a setiné{fgrained
roles for each profile), and later, by registerthg users in
one or several of these profiles.

A Java EE web application that is to be construetid
the Seam framework [12] gets several benefits tagnating
the CincoSecurity module. When a user authenticaiso
performed, the Application Server is informed abiat fine
roles derived from the security profiles the uselohgs to,
and a personalized menu is dynamically built comai
only the entries leading to the use cases alloweth€ user.
Additionally, CincoSecurity contributes to the dpption
being constructed with several use cases to admiinike
security profiles, to manage user registratiorhase security
profles and to administer passwords. Additionally,
CincoSecurity comes with use cases to registermedules,
new use cases and new services, as they becomnabyvai
during the development project, for their securtity be
administrable.

ﬁsiness ModuleA\ ﬁsiness ModuleB\

CincoSecurity
module

Business Use Case

Al Bl

Business Use Case |

Business Use Case

- . : Bust Use Case
Security administration - |

CincoSecurity, that has been used for several yearsntrol Use Case 1 A2 Bl

access to the elements of web applications writtedava Security administration o . TS
Enterprise Edition (J2EE initially [9] and latervdaEE 5 Use Casc2 o )

[10]). Currently, the module CincoSecurity is aghle [18] : ° °

under the GPL license, and is used by some importal . | R— | T
software houses in Colombia. Secuity administration — —)

The security model underlying
providing high flexibility to control access to tharious
elements of a Web application, such as the invocaif an
operation of a business component, the access/ébh gpage,
or the access to elements within that page. Thevation of
CincoSecurity is the use of very fine-grained rpkssch role
having a single permission associated with thegation of
an operation (method) of a business component. Fnese

fine roles —whose fulfillment the Application Servean

CincoSecurity
implements a RBAC (Role-Based Access Control) [7],[

Use Case 10 |

S

Seam Framework

Java EE 5

Figure 1: What is the CincoSecurity module?
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Figure 1 illustrates the CincoSecurity module as aoles, or to restrict the time interval in whichuser can use

platform to embed and support security (and
administration) into a new Java EE application.sTineans
that, after generating the very initial codebasehaf new
application with the Seam framework [12], CincoSéygu
shall be the first module to be coupled into thewne
application, in order to be able to include and imister
security of the forthcoming business modules.

Once embedded into the new application that begins
be developed, the CincoSecurity module facilitates
automate the incorporation of security into the meadules
as they are built, by the means of tools that asltlirity
restrictions to each new use case and its elemamtiswith
administrative use cases (coming with CincoSecuiityat
configure the security of the whole application.tMfiespect
to previous work of the authors [1], this papeaisextension
that explains in detail how to automate the inceceiion of
security into a new Java EE application by applythg
CincoSecurity model.

In the following section, this paper presents tHR2AR
security model on which CincoSecurity is based, anude
specifically, the RBAC model applied in the contektlava
Application Servers. Then, additional concepts fated by
the CincoSecurity module are introduced, as wellitas
entities model. Later, there is a description & tise cases
coming with the CincoSecurity module (e.g., creataew
user, create/edit a security profile, add/deleteraidrom a
security profile, etc.). Then, the paper providessteort
summary and references to the detailed guidelih@} fpr

itsthe permissions of one of its roles).

The main applications of the RBAC model have been i
Data Base management Systems, Enterprise Security
Management Systems, and Web applications that run o
Application Server s [6] [7] [8].

The wide spread of RBAC models, implemented in
numerous products from many providers, led to defim
ANSI standard [5] in 2004, aiming to standardize
terminology, promote its adoption and improve piitlty.
However, the current RBAC ANSI standard (consistifig
reference model and a functional specification) bame
limitations and gaps as indicated in the work oftide and
colleagues [8].

Ill.  THERBAC MODEL APPLIED TOJAVA EE

APPLICATION SERVERS

Since the late 90’s, the emergence of Applicatierv&s
brought a new way to build web applications (baththe
enterprise Java platform and in Microsoft .NET),thwi
business components managed by containers thatdprov
added services for security, transaction management
parallelism, pool of connections, logging, etc. [9]

Regarding security, Java EE Application Servers] [10
implement the Core RBAC model [7] to control theess to
resources based on the roles the user belongs trdér to
take advantage of these security services (andonatrite
additional code in the application to internallyntol the
access to resources), it is necessary to speéfyoths of the

integrating the CincoSecurity module to a Java EBgpplication, the association of resources to rotesl the

application built with the Seam framework [12]. the end,

association of users to roles.

the security automation of an application that uses

CincoSecurity is explained. Finally, there is a pamison
with other works, followed by the conclusion ancslzort
description of our future work.

Il.  EVOLUTION OF THERBAC SECURITY MODEL

The RBAC model introduced the concept of “role” to
control the access to computing resources. The REX@
was first proposed by Ferraiolo and Kuhn [3], based
previous works of Baldwin [2]. The initial proposal this

model creates a role for each type of job within an

organization (cashier, customer service personjceoff
director, ...). Then, each role is assigned wite et of
access permissions that are required for this tfpb.
Finally, each user is enrolled into one or moresdrather
than to specific permissions). This model simpdifsecurity

A. Enrolling usersinroles

In a Java EE application that uses a databasene tte
authentication and authorization information, tldofving
entities EJB3 (Enterprise Java Beans - version &) a
required [11]:

An entity “User” shall be implemented (with its
corresponding support table in the database)pte st
users and passwords.

Entities shall be implemented (with its supporid¢ab

in the database) to specify the association of each
user with one or more roles.

A “User management” use case shall
implemented to enroll a user in one or more roles.

be

These facilities are included in CincoSecurity. i&rly,

management because the roles (with their associatgdis also possible to store users, passwords afes in a

permissions) tend to be stable, and users can thedaor
retired easily from roles. The RBAC model allows
reinforcing the “least privilege” principle by givg each user
the minimum set of permissions required to perfdrim
work, by enrolling him only in the appropriate relg].

From the initial RBAC model (called Core RBAC) the
work of Sandhu and colleagues [4] defined extendedels,
such as the hierarchical RBAC (to include role dniehny
with inheritance of permissions), and constrain&AR (to
prevent, for example, to assign a user to two auinfy

LDAP (Lightweight Directory Access Protocol) server

B. Controlling access to resources

Seam is a framework to develop Java EE applications
that is being developed by JBoss since 2005, whposeipal
author is Gavin King [12] [14]. Seam allows to dilg
expose and use in the Web layer the entities asthdss
components of the application. This simplifies enously
the development by eliminating the intermediariesd a
conversions between the layers of the applicatt@am has
been widely accepted and has been incorporatémtiretent
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Java EE 6 standard, under the name of “CDI" (Cdsetex E. Authorizing an action from a JSF page

Dependency Injection). _ . In a JSF page a button’s action is typically assedi
To control access to resources in a Java EE afipica \yith the invocation of a method of a session EJBBe

that uses the Seam framework, the following stief@re  server verifies that the user roles allow him taoke the
required [13]: associated method, assuming that the method isqteat by

An annotation is used to protect each method of thgn gnnotation indicating the roles that can invieke

are authorized to invoke the method. method viewHotel is allowed only to users with tteurist’
e The url of each JSF (Jav_aServer Fac_es)_ web paggle:
[10] can be protected in the navigation flow  @Restrict ("#{s:hasRole(tourist’)}")

descriptor (pages.xml) so that it can be accessgd 0 public void viewHotel(Hotel hot) {...
by users belonging to one of the specified roles.

« Each button or element of a JSF web page can be V. ADDITIONAL CONCEPTS IMPLEMENTED BY THE
protected so that it is rendered only to users CINCOSECURITY MODULE

belonging to one of the specified roles. In addition to the security concepts for a Java EE
application that uses the Seam framework [12] [13]
explained above, the CincoSecurity module implement
additional concepts to provide greater flexibilitydefine the
permissions for users.

Notice that annotations must be scattered alongade
—in the declaration of methods, in the section qlage in
the navigation flow descriptor, in the buttons tagsd
elements of JSF pages— to indicate what roles caasa
these elements. A. Usecase and services

C. User authentication Definition; A use case is a system’s capacity tivdea

- useful and indivisible functionality to the user.
In a Java EE application that uses Seam, the

authentication service must be specified in thecrig®sr /\
components.xml. This service shall be a methodaéss of pagefieldsare | pageP page Q pageR
the application, and must implement a query in JRGiva e ot L — | — e
Persistence Query Language) [11] to verify the 'SSer ucieccontss [/ iy [S—
password (alternatively this process can also éonmeed 5 / g 7 -_-

with a LDAP server).

Additionally, the authentication service must afgmiain
the roles of the authenticated user. With the Sear
component called “Identity” these roles can be ddaethe

session and informed to the Application Server.

page buttons
invoke EJB
services

session EJB
B | £)B services query
and modify the entities

D. Controlling accessto a JSF page entities shared
. . L between all use
When an http access request is received, the Agpigiic cases

Server verifies if the user belongs to a role afldvto access
the requested JSF page, and if so, the requestgel ipa
displayed.

For example, in the following piece of the navigati
flow descriptor it is specified that the access to
myPage.xhtml is granted only to users having tbarist’
role:

<page view-id="/myPage.xhtml" login-required="tree"

<restrict> #{s:hasRole('tourist’)} </restrict>

</page>

Figure 2: Elements of a Use Case implemented ia E&/with Seam

Definition of a use case in terms of its impleméotain
Java EE with Seam (see Figure 2): a use case toobisne
(or more) business entities and a group of servicat act
upon them. These services are implemented as neeticl
session EJB3 (see “use case controller” patterme Or
more JSF pages display attributes of the entitieslved in
the use case, and attributes of the session EJ&Bdmg it.
In those JSF pages there are actions that invekedtvices
of the session EJB3. These EJB3 services (methams)
programmed in terms of queries and modificationghte
persistent business entities. The navigation fl@scdptor
contains rules to decide the next page to display.

Similarly, inside the page only the elements thatuser
is authorized to see are shown (elements suchtambland
text boxes can specify, with the attribute “rend&revhat
roles can see them). For example, in the follovpiere of
page it is specified that the button “View hoted’ visible B. Module

only to users with the ‘tourist’ role: . Definition: A module is a set of related use casdse
<s:button id="viewHotel" value="View hotel CincoSecurity module comes with the following useses,
action="#{hotelBooking.viewHotel(hot)} that will be explained below: security profiles ragement,
styleClass="buttonSmall* users management, change of password, basic gecurit
rendered="#{s:hasRole(tourist)} reports, registration of menu entries, and regdistmaof
I> modules, use cases and services.
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C. Finegrainedroles case. Consequently the b_utton tag indicates that it
The CincoSecurity module works with fine-grained showed only to the rolerofileGestion_update
security roles: <h:commandButton id="update

value="Update" styleClass="button"

action="#{profileGestion.update}"

rendered="#{s:hasRole('profileGestion_update")}"
/>

A role for entering to each use case. The name
assigned to this role is the same name of thease ¢
(which is also the Seam name of the session EJB3
that supports the use case).

A role to invoke each service within a use case,(i. E. Security profile

each of the methods of the session EJB3 that A security profile is a set of fine roles, eachefirole

supports the use case). The name assigned t0 thigpressing the right to invoke a service belondimg use
role is “use case name”_ “method name”. case. Unlike the role, the concept of security ifgdé not

D. Protection of resources supported directly by Application Servers and mbst

Th . EIB3 th implemented with additional entities.
€ sezsm_nh t at_suppé)_rts a uhse clasfe 'S The use cases of the CincoSecurity module allow the
protected with an annotation indicating the role 10 5qqqciation of users to roles via security prafiles

ent?{lrg :.O the use case. F(t)rd Example, the e A user can be enrolled in one or more security
profiietoestion use case IS supported by the session profiles, so he/she will have the set of fine roles

EJB3 ProfileGestionAction.java (which implements allowed by the union of these profiles.

the interface ProfileGestion.java); this EJB3 Haes t ; ) .
Seam name “profileGestion”. Consequently, the role There is amany-to-many relationship between users
and security profiles.

for entering to this use case is called Th . ; lationshio bet
“profileGestion” and the EJB3 class will have the eré s a many-io-many refatonship between
following annotation: security profiles and fine roles.

@Restrict("#{s:hasRole('profileGestion’)}") F. Actionsafter a user authentication

_ . . After a user is authenticated, CincoSecurity calfad all
Each service (method) of the session EJB3 i§ne fine grained roles from the security profilde tuser
protected by an annotation indicating the rolepe|ongs 1o, and informs them to the Applicationveer(by
associated with the service. The name of this irle assigning these roles to a Seam component called

the concatenation of the use case name with thgyentinm  Additionally, the EJB3 Login performghe
name of the service (with “ " between). For following actions:

example, theupdate method_of the_ sess_ion EJB3 e The session timeout is set, according to the
that supports the use cagsefileGestion will have parameters stored in the database.

the following annotation: The user’'s menu is built, containing only the exgri
@Restrict("#{s:hasRole('profileGestion_update")}") leading to use cases allowed to the user.
The security information of the user is added ® th

Methods get and set do not require any annotation: session context, should the application logic néteds

they are protected with the role of entering touke
case.

Access o each JSE page of a use case is protacted It is important to remark that the access to usesaot
pag P authorized to a user by any profile is preventetiim ways.

tehneterri]r?w%gtl?r?e fllﬁsve\z/ gaessecr'%g eb;/angh?e rct)Lee foar‘ From one side, not authorized use cases do noaappée
ring ’ i ple, Pa%fser's menu. From the other side —even if the bygErs in
profiles.xhtml of the use casprofileGestion has a

L g . the url of a not authorized use case— the AppticaBerver
havigation flow descriptor calleprofiles.page.xml w5 4 security exception. This happens becehesdirte
that contains the following restriction;

- iew-id="/profileManagementinit xhtml" role for entering to this use case was not includeithe list
page view-i¢= Ipro |_e anagementinit.x of fine roles that was informed to the Applicati®erver.
login-required="true">

<restrict>
#{s:hasRole('profileManagement’)}
<[restrict>
</page>

CincoSOFT skeleton MENU:  Home  Main Security actions
Sec. Change Password R .

Sec. Login

Sec. Profiles gestion m

Sec. Users gestion w -

Each button in a JSF page should be displayed on
to users having the role associated to invoke th(« weicome, syzadmin
action of the button, which corresponds to an EJB

service (method). For example, tpheofiles.xhtml 7
page ofprofileGestion use case contains a button e 0 Seiye
whose associated action is to invoke tgdate :
method of the session EJB3 that supports the use Figure 3:User menu allowing access to all use cases of Gewarity

Sec. Parameters

Structure » ) Sec.Modules

0
°
0
{ Sec.Menu gestion
0
0
]

Reports » 0 Sec. Usecases
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The screen snapshot of Figure 3 shows the menu of a

user that is enrolled in security profiles allowiaccess to all
the use cases of the CincoSecurity module.

CincoSOFT skeleton MENU:  Home  Main Security actions

O Sec. Change Password | —
0 Sec.Login
{ Sec. Menu gestion

—p— — i

« Welcome, nueval

Figure 4:User menu allowing access to fewer use cases abSecurity

The screen snapshot of Figure 4 shows the menu of

another user that is enrolled in security profil®wing
access to just a few use cases of the CincoSecunidile.

V. ENTITIES MODEL OF THECINCOSECURITY MODULE

The entities model shown in Figure 5 illustrateg th
relationship one-to-many from Module to Usecase, faom

Usecase to Service.
parent | 0:1
Menu *

1 *
Module pe— TRy
<<PK>>id:int 1 1| <<PK>>id:int
name: String :":zm;\—:) Usecase 0:1 Frey titulo:sstring
Usecases| «aPK>>id: i pres icon:String
na::;' s:fm';t peec action: String
display: String » 1 status: Status
sa‘:"so *
Y
Profile . a""iss Service
<<PK>>id: int profiles services | <<PK>>id: int
name: String 1 name: String
version:long IProfil * Userprofile display: String
HSerprofiled| <<PK>>id: int
*
User \es
“semm“ Parameter
<<PK>>usemname: String [yser
name: String «PK»id_:int
password: String nalrne:gttr_lng
value: String
description: String

Figure 5:Model of entities of the CincoSecurity module

Figure 5 also illustrates the relationship manyrany
between Profile (security profile) and Service, veall as
between Profile and User (via the intermediate tyenti
Userprofile). Each menu entry may have submenusy (on
terminal menu entries have an action for goinght® éntry
page of a use case).

The system parameters are arbitrary. They can é@, us
for example, to record the session timeout, thé pétthe
directory to store reports, the address of thetgrimtc.

In addition to this entity model, the CincoSecurity
module also contains a view that directly assosiataiser
with fine roles. The fine roles of a user are théon of the
roles associated with the profiles the user beldngs

249

VI. USE CASES OFFERED BY THEINCOSECURITY

MODULE

The following are the use cases offered by the
CincoSecurity module:

A. CRUD Usecases

The CincoSecurity module offers:

e A use case to list/add/edit and rem@arameters
of the application.

* A use case to list/add/edit and remawedules of
the application:

. CincoSOFT demo

€ C i ¥ htipilocahostiB090/skeleton/security/moduleListModueL st seam?cid=22 B | [~ &+

CincoSOFT skeleton MENU:  Home  Main Security actions Welcome, sysadmin  Logout | %

Gestion of modules of the system

Wodule search parameters

name.

Wodule searchresuits

i name

a2 security

action

Create module

Figure 6: Use case to list/add/edit or remove meslul

« A use case to list/add/edit and remove ke cases
of a module:

CincoSOFT skeleton MENU:  Home  Main

Welsome, sysadmin Lol

Security actions.

. e
Module
id 92
name security
id name display action
94 changePassword Sec. Change Password Select
8% login Sec. Login Select
Bd44 menuList Sec. Menu gestion Select
B446 moduleList Sec. Modules Select
B445 parameterList Sec. Parameters Select
1145 profileGestion Sec. Profiles gestion Select
1337 reportProfilesUsers Sec. Report Profiles Users Select
1384 reportUsersProfiles Sec. ReportUsers Profiles Select
B448 serviceList Sec. Services Select
B447 usecaselist Sec. Usecases Select
1308 userGestion Sec. Users gestion Select
|| EETEEEN

Figure 7: Use case to list/add/edit or remove ase.c

« A use case to list/add/edit and remove $kevices
of an application’s use case.
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e Ause case to list/add/edit and remowvenu entries C. Management of users
This use case allows adding users of the applitatio

indicating its name, login and password. It alstoved
enrolling the new user in one or more security ifFsf
Gestion of menus of the system
Menu sear ch parametars » User list
Mml search results real name username Action
3EI;J 5;nmlllle id 3::!9"! id a:lsec.\ge i titulo mavo’a':?:']pg paSSW:::“" ;Lc:cn‘n nuewo nuevo
1152 | 82 345 1145 playOrangejpg profiles Select
17 02 35 1308 playorangejpy users Select sysadmin sysadmin
356 92 345 a5 playOrange jpg #loginlogout} Select
345 92 Security actions. layElue, Select delete
B514 82 345 Reports :\a:E\uej: Select visitar visitar
1386 | 82 B514 1384 playOrange jpg usersProfiles Select
1333 82 B514 1337 playOrange jpg profilesUsers Select
B457 | 82 B513 G446 playdrangejpg moduleList Select
6458 | 92 B513 G447 playOrange jpg usecaselist Select
6459 | 92 8513 6448 playOrange jpg seniceList Select Selected user:
6455 |92 345 G444 playOrange.jpg menuList Select
6456 92 215 6445 playOrange.jpg parameterList Select Username: visitor
6513 |82 345 Structure nlayBlue jpg Select Real Nal]le: » wisitar
* teguired fields
Figure 8: Use case to list/add/edit or remove neerities. e e D
. . . system profiles: user profiles:
It can be easily specified what menu entries have a secufty manager sacufty viewsr
submenu, as well as the use case associated wétimanal test
menu entry (see Figure 8). »
B. Management of security profiles ‘
This use case allows to add/edit/remove securifiles. - 10U
Initially, the existing security profiles are listeWhen a igure 10. Use case to manage users.

security profile is selected, the modules, use <amed D. Password change
allowed services are shown, so that the user cankcbr

! . This use case allows a user to change his password.
uncheck services (see Figure 9).

Passwords are stored encrypted. See figure 11:

Selected profile: . CincoSOFT skeleton MENU:
securily viewer
permissions of profile
module use case Change Your Password
securi
ty Sec, Change Password et ehiange password
change —
Password:*
enter o
Sec. Login getmenu * raiuire TRl
login Cancel
enter
craate menu O .
S (e g J— o Figure 11. Use case to change password.
select menu
uaite menu = E. Report of security profiles vs users
This use case shows, for each security profilet whars
Figure 9: Use case to manage security profiles. are enrolled.

Similarly, the user can create a new security [@ofn
this case, the system displays all modules, anirwit, the
use cases and services, for the user to selee #flosved by
the new profile.
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incoSOFT skeleton MENU:

Welcome, sysadmin

Home Mair Loge

Security actions

Report of Profiles versus Users

profiles versus users

users

profile

security manager sysadmin sysadmin

security viewer

nuevo nuevo

visitor wisitor

test

nuevo nuevo

Figure 12.Use case to show a report of profiles vs. users.

F. Report of usersvs security profiles

This use case reports, for each user, in what isgcur
profiles he/she is enrolled.

VII. HOW TO INTEGRATE THECINCOSECURITY MODULE

TO AJAVA EE SEAM APPLICATION
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needs to be added or changed, it is necessaryimmé¢he
whole code to decide what EJB services and webegltm
must be protected with the new role, thus requirtog
manually write the appropriate annotations ancetagents.

The following section describes the main ideas of a
generation framework based on Regular Expressions
techniques [24], currently being developed by théhars,
that automates the protection of a Java EE apitahat
uses the CincoSecurity module.

A. Techniques of Regular Expressionsto build code
generators

The tool required to process Regular Expressiorst el
capable of detecting in a text file the stringsithex in a
single line or multi-line— that match a given tadgegular
expression, and then, transforming the detectéugstusing
the tags. These features are the basis for building
framework for code generation.

Example of tools that process tagged regular exmes
are the java.util.regex library [24] [25] for Japegrams and
the replaceregexp command provided by the &l[26].
Below is an example of using this command to aédotiefix
new_ to the name of each property in a set of fileg tha

The CincoSecurity module is open source with GPLcontain properties (for example, a line wéth = some string

License [17]. It can be downloaded from SourceFqfdg3

in the form of an Eclipse project [16]. It comesde to be
deployed on the Application Server JBoss [15], tart be
installed in any other Java EE Application Server b
following the guidelines provided in the Seam matfili4].

becomesew_aa = some string
<replaceregexp
match="(["s]+)=(["\s]+)"
replace="new_\1=\2"
byline="true"

The documentation accompanying the CincoSecurity >

module explains in detail how to deploy and exedhi
module, and how to integrate it with a Java EE iapfibn
built with Seam. In particular, detailed explanatoare
included for registering application’s use cased services
in the security module. An earlier publication abdhe
CincoSecurity module, oriented to programmers, $eduon
these technical details [19].

It is important to emphasize that to incorporatel an
manage the security of an application, the modofethe
application, the use cases contained in such medahel the
services offered by these use cases must be megisteo
the CincoSecurity module (by using CincoSecurity'se
cases provided for this). This way, the fine radssociated
with these services can be included in the secpriyiles,
and the access to these use cases will appedrs menu of
authorized users.

VIIl. HOW TO AUTOMATE THE PROTECTION OF AN
APPLICATION THAT USES THECINCOSECURITY MODULE

The fine roles and the naming discipline propodaave
to protect the services of the session EJBs andwiie
elements that invoke these services, allow to think
automating the protection of resources of an agfidin that
uses the CincoSecurity module. Indeed, from theesaof
the services to be protected, a tool could ingethée code
the annotations (in the java sources) and thelagests (in
the JSF pages) required to achieve such protection.

With traditional coarse roles it is not possiblenake
such automation of the protection, because eaadh dinole

<fileset dir=".">
<include name="*.properties"/>
<[fileset>
</replaceregexp>

In the previous example the regular expressioks+
represents a wordbife or more non-space character). The
match attribute contains a regular expression that destia
property, enclosing in a first parenthesis the progpname
(tag \1) and enclosing in a second parenthesivahee of
the property (tag \2). These tags are used inr¢ipéace
attribute, that indicates that tlmew _ string must be added
before the name of the property. The command al$icates
that the transformation must be done for eaclofildne form
* properties in the current directory, by analyziegch line
separately.

The following example adds an annotation before the
declaration of each Java class, which specifiesdbtiction
that the user must be authenticated:

<replaceregexp

match="(public class)"
replace="@Restrict("#{identity.loggedIn}") \1"
byline="true"

>

<fileset dir=".">
<include name="*java"/>
<[fileset>

</replaceregexp>

2011, © Copyright by authors, Published under agreement with IARIA - www.iaria.org



With techniques of Regular Expressions is also ipless
to extend source files. For example,
replaceregexandloadfile, provided by the tocnt, allow to

International Journal on Advances in Security, vol 4 no 3 & 4, year 2011, http://www.iariajournals.org/security/

252

the application; the name of the database, andnsadlloe

the commanddescriptors of the new application must also bereded to

incorporate the CincoSecurity module.

assign to a property the text that matches a Regula

Expression in a first source file, and then, inegrsuch text
into a second source file, in the place matchingeeond
Expression Regular.

B. Framework of code generation based on on techniques
of Regular Expressions

The JBoss Seam generator [13] generates the initial

skeleton of a Java EE 5 application with the follogv
elements:

» Several control elements, based on the infrastreictu

frameworks JSF [10], Seam [13] and EJB3 [11].

» Several descriptor files correctly configured.

* An ant script [26] with tasks for compiling,
packaging and deployment.

* Inclusion of many libraries providing infrastructur
frameworks.

However, the code generated by Seam is not enaugh
be the basis of a serious business applicatiododis not
have important features, such as: the organizatiothe
source code into separated modules (each one vg#t af
related use cases) to facilitate maintenancenitiasion of a

module with use cases for managing the securitg th

inclusion of security constraints by fine roles arder to
protect both the web pages and the business comfzone
Consequently, once the skeleton of a new applicato
generated with Seam, it is necessary to reorgdhigénitial
skeleton and to couple it with the security module
appropriate tool could incorporate the source cofl¢he

project generated
with Seam

CincoSecurity
module

Figure 13. Generator of the security module, basetbchniques of
Regular expressions.

project generated

with Seam, now
with security

module

generator of security
module

Figure 13 shows the process followed by the geoecdt
the security module for an application previousgnerated
with Seam.

Summarizing, the security module generator is caago
by the tasks of text replacement, the tasks of iogpyhe
resulting files into the new application, and tleesks of
extending the descriptors. These tasks must beessgd
following the conventions of the tool used to pexeegular
expressions.

D. Automatic protection of new use cases by using the
elements of CincoSecurity

After incorporating the CincoSecurity module to an
application, the Seam generator of CRUDs [14] camused
to generate the skeleton of new use cases. Tatdéeithe
maintenance of the resulting application, this gatien
must be complement with a refactoring tool thatrganizes
the generated code into subdirectories for modules,
containing subdirectories for its use cases. Téiactoring

CincoSecurity module into the application. We havecan be done with (Regular Expression) tasks thatentioe
developed such tool based on techniques of Regulgjles to the appropriate directory, and (Regulapi&ssion)
Expressions. The tool takes a copy of code piedes Q@asks that fix the references in the web pages.

CincoSecurity module, and then it adds or transfothe
text, and incorporates the result into the softwargject
under construction.

To take advantage of the security facilities predidy
the CincoSecurity module (i.e., fine-grained rolasd
security profiles), the new use cases must be tezgi$ by

Other tools, also based on techniques of Regulahe means of the use cases provided by CincoSgcafter

Expressions, can add to the project use casest@hkelthat
facilitate to use JMS message queues [27], or ¢éoregort
generator capabilities, or to produce pdf files,.et

that, both the services of business componentssjEa8the
pages elements can be easily protected. A taskpalsed on
Regular Expressions, provides:

The set of all these tools is what we call a Code

Generation Framework based on techniques of Regular .

Expressions. Each tool works from proven sourceegcod
which is copied, transformed and incorporated itie
project that is being constructed.

C. Generator to couple the CincoSecurity module

The current version of the CincoSecurity module ban
incorporated only to a Java EE 5 application thatsw
initially created with JBoss Seam generator [13].

The CincoSecurity module can be directly takenhes t
generation model for the new application. The gatoertool
will look for certain strings in the source filetbhe module
and will replace these strings with the approprsitigs for
the new application. Examples of the strings thastbe
replaced are: the name of the project; the packagee of

Registration of the new use case and each ons of it
services, associating each one with a fine-grained
role.

* Registration of the menu item associated with the
new use case.

e For each method of the EJB business component that
controls the use case, an annotation with a sgcurit
constraint is added, associating it with a fineiuerd
role.

* In the descriptors of the application, a security

restriction for accessing the corresponding web

pages is added, with the role of entering intouse
case.
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A condition is added to each button on each web With respect to recent proposals for extendingRB&C
page of the use case, to make them visible only fomodel, some research works as [22] [23] try toicsilly
users with the fine-grained role associated with th validate the correctness of roles usage in an @i, for
invoked service. solving what they call the fragility of traditionalynamic

checks. In [23], Fisher et al. argument that tradial RBAC

Thanks to the concept of fine-grained role andhe t does not easily express application-level security
discipline of names proposed by CincoSecurity, theequirements. For instance, in a medical recordeeny it is
protection of the resources of the new applicatiee cases, difficult to express that doctors should only umdadhe
services and page elements) can be added autolyaticarecords of their own patients. Further, traditiofBAC
Subsequently, the administrator user can updateaberity frameworks rely solely on dynamic checks, which esak
profiles by selecting the services of old and nes@ nases application code fragile and difficult to ensurerect. They
(by the means of the use case of Management ofigecu introduce ORBAC, a generalized RBAC model allowing
profiles, provided by CincoSecurity). roles to be parameterized by properties of the nessi

objects being manipulated, with static validatioh @

IX. COMPARISONWITH OTHERWORKS program’s conformance to an ORBAC policy. Centetal.

There are other security modules proposed for &va J [22] present a theoretical foundation for correigtian
EE technology. Currently, in the SourceForge pdttate is  Operation-based RBAC policy with a data-based RBAC
a dozen of software projects related with sectioityyava EE ~ Policy. They have built a static analysis tool Java EE that
5 applications, but most of them are proposals aith @analyzes bytecode to determine if the associated\(RB
implementation (i.e., they are in planning statu§yo  Policy is location consistent, and reports potérgecurity

relevant projects with implementation and good ptaece ~ Problems. . . ] )
from users are the following: CincoSecurity does not implement static checks,itsut

JPA Security [20] is an Access Control Solution for Strategy of fine grained roles enables to autortieeorrect
the Java Persistence API (JPA) [11] with suppart fo incorporation of security in a web application. dffect, by
role-based access control, access control listfollowing the names discipline explained in thipes it is
(ACLs) and domain-driven access control. Possible to automatically add annotations to eaethau of
Compared with CincoSecurity, this project does nothe session EJB3 controlling a use case, in oalpeimit its
offer access control to web pages as CincoSecurit§cCcess only to users having the associated fie itds also
does. JPA Security uses access rules in terms Hossible to automatically modify button tags of jaes for

database operations, which provides less flexjbilit 'endering them only to users having the correspunéine
than CincoSecurity, where security profiles arefole. This automation has been explained in sedafitin

defined in terms of the services offered by the use ©On the other hand, it is important to note thanSe#ers
cases of the application. a complete security module [14], that is based ararse)

[fleXive] [21] is a Java EE 5 open-source framework/0les, permissions and rules, t_hat achie\_/es a flexyble
for the development of complex and evolving wepcontrol of resources. The CincoSecurity module gake
applications. It offers an administration modulatth 2dvantage of the Seam security by using some Giatsties
manages users and security. Some flexjvd€lated with authentication, restriction annotadidar roles,

characteristics are a reliable data store backed by @nd tags of JSF pages for rendering only for thcgpiate
relational database, native JavaEE 5+ supporf,()le- However, we believe that for an administréttés more
complex data structures, fine-grained securitydifﬁcun to write rules for granting fine permissis to roles
WebDAV and CMIS inte;faces and fully open '(as is done in the Seam module), than to configewirity
source. It implements an access control list basefrOfilés by checking the services of the appligatio be
approach, combined with roles; user accounts can Bg@nted (as is done in the CincoSecurity moduleoA
assigned to any number of user groups. Accesf'ven that CincoSecurity does not use permissiamsrules
control lists —which are assigned to user groups-only fine grained roles), the incorporation of wely to a
define a list (Read, Edit, Create, etc.) of perioiss  WEP application can be automated, as it was exgain
attached to an arbitrary object. Compared withabove; with the Seam module it seems more diffi¢olt

CincoSecurity, this project uses 10 coarse rolgs wi 2utomate the incorporation of security.

predefined permissions rela_ted to the adml_nlslmauo X CONCLUSION AND FUTURE WORK
module, while CincoSecurity lets to define any )
number of security profiles, each one as a seinef Needless to say that developing a secure Java EE

roles related to the services of the applicationt (n application is a difficult job, where dozgns of ﬂahjetalls
only to the security services). We believe it isreno Must be handled coherently. The CincoSecurity nedul
intuitive to associate the users to these securitprovides a complete code baseline to develop a Hdva
profiles and not to the [fleXive] Access contraitsi ~ application with the Seam framework, incorporatifipm
(ACL), that define lists of permissions attached tothe beginning of the development process, a fudl féexible
arbitrary objects. [fleXive] does not offer accessaccess control to the use cases and services apfieation

control to elements of web pages, as CincoSecuritpeing developed. The CincoSecurity module also igesv
does. the use cases required to administer the userthainciccess
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permissions to the use cases and services of fileatpn  [6]
being developed.

With respect to the Core RBAC model [7], an access
permission is materialized in CincoSecurity as tight to
invoke a method (service) of a business comporfene
grained roles are defined and implemented, eacthawiag 8]
just one permission to invoke a single method (sejwof a
business component (session EJB3). There is alfnea
grained role to allow entrance to each use casaelsas a
fine grained role to grant access to each oneefténvices
provided by the use case. The concept of “secprifile” is
defined and implemented as a set of fine grainkdro (10]

The CincoSecurity module takes advantage of the low
level access control principle implemented by any[ll]
Application Server, by feeding the Application Sarwvith [12]
the fine grained roles included in the securityfifgs the
authenticated user belongs to. Additionally, the[13]
CincoSecurity module dynamically builds a custordize [14]
menu containing only the entries leading to thelieption’s
use cases authorized for the user. [15]

The CincoSecurity module is a Java EE 5 application
built using the Seam framework [12] [13]. It is Wisuted  [16]
under the GPL license and can be freely downlodosd
[18]. CincoSecurity is used by several software sesuin
Colombia. [17]

CincoSecurity module may be modified or extended to
incorporate more complex security policies (e.taberated [
policies for password handling), permissions toeascthe
different attributes of a persistent entity, oritoplement
extended RBAC models (hierarchical roles, constsain

As future work, CincoSecurity will be extended twther
automate and simplify the incorporation and adniaten
of the security of a web application, as well adndude
other capabilities of the Seam security moduleg likentity
management, in a compatible way with our approach.

(9]

(29]

(20]
(21]
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