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Abstract— In this paper, we present a security analysis of
delivering diagnostics services to the connected car in future
connected repair shops. The repair shop will mainly provide
two services; vehicle diagnostics and software download. We
analyse the security within the repair shop by applying a reduced
version of the threat, vulnerability, and risk analysis (TVRA)
method defined by ETSI. First, a system description of the
repair shop is given. Security objectives and assets are then
identified, followed by the threat and vulnerability analysis.
Possible countermeasures are derived and we outline and discuss
one possible approach for addressing the security in the repair
shop. We find that many of the identified vulnerabilities can
directly be mitigated by countermeasures and, to our surprise,
we find that the handling of authentication keys is critical and
may affect vehicles outside the repair shop as well. Furthermore,
we conclude that the TVRA method was not easy to follow,
but still useful in this analysis. Finally, we suggest that repair
shop security should mainly be addressed at the link layer. Such
an approach may integrate network authentication mechanisms
during address allocation and also support encryption of data
for all upper layer protocols with minimal modifications.
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I. INTRODUCTION

The ongoing trend with equipping vehicles with wireless
access will bring many new services into the vehicle. Mainly,
these services are used when the vehicle is on the road, but
there are also other cases when a wireless connection to the
vehicle is useful. One is the usage of WiFi-technology to
connect the vehicle to a repair shop. A wireless connection
between the vehicle and the repair shop has many benefits [1];
no cables are needed, which shorten the time for connecting
the vehicle to the repair shop, and also makes it possible
to connect more vehicles at the same time, e.g., to update
the firmware in several vehicles at the same time. However,
using WiFi-technology, where many vehicles can connect to
the same wireless Access Point (AP), also raises security
related questions; how does the mechanic know that she is
working with the right vehicle, and what support is imple-
mented in the network to protect the vehicle against malicious
network behaviour? For example, Checkoway et al. [2] have
already demonstrated some security issues with the PassThru-
device used for connecting the in-vehicle network to the
WiFi-network. When the PassThru-device was compromised,
malicious software was installed in the device, which attacked

the connected vehicle. As the vehicle is safety critical, it is
crucial that such attacks are prevented in the repair shop.

Two services are mainly requested in the repair shop,
vehicle diagnostics and software download. In this paper,
we assess the security within the repair shop when vehicles
are connected to the repair shop using wireless connections.
The analysis is performed by applying a reduced version of
the Threat, Vulnerability, and Risk Analysis (TVRA) method
proposed by ETSI [3] as it has been used for evaluating the
emerging Intelligent Transportation Systems (ITS) architecture
[4]. Originally, ETSI defined this method for use by their
standards developers to analyse telecommunication systems
[3]. Even though this is a rather limited setting, we believe
that results from such an analysis, not only will derive security
mechanisms for this environment, but also can be used for
secure vehicle diagnostics, software download, and possibly
other services in a larger more generalised environment.

The rest of this paper is outlined as follows. Section II
presents the related research within the area. The analysis
method, together with an overview of the repair shop and
its services, are given in Section III. In Section IV, the
model of the repair shop network is described followed by
the security objectives in Section V. An inventory of assets is
established in Section VI. Threats and vulnerabilities are then
identified and the countermeasures are derived in Section VII
and VIII, respectively. These countermeasures are then used in
Section IX for discussing one possible approach for addressing
the security. The paper closes with a discussion and proposal
for future work in Section X and our conclusion in Section XI.

II. RELATED WORK

Even though much effort has been spent on research in the
vehicular communication (VC) domain [5], most of the work
during the last decade has been directed towards systems for
ensuring the safety of the vehicle and less towards security.
However, the effort in addressing security of VC systems
seems to have increased during the last few years. Both the
SeVeCOM project [6] and the EVITA project [7] have been
addressing security with focus on communication between
vehicles and within the vehicle, respectively. In the SeVeCOM
project, a security architecture for VC systems was developed,
and one of the outcomes was the three security services
of secure beaconing, secure neighbour discovery, and secure
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geocasting [8]. Methods for handling identification and privacy
(by help of pseudonyms) using certificates and how to revoke
these were also proposed.

Efforts in defining a standardized platform for ITS applica-
tions have also been spent [9, 10] and the security for such
an ITS architecture has also been evaluated [4, 11]. Both
software download and remote diagnostics are included as
applications of this ITS platform [12]. However, in this paper,
we look at the vehicle diagnostics as a stand alone service
within the repair shop, outside the scope of the ITS platform.
We extend the Local Area Network (LAN) in the repair shop
with a wireless connection to the vehicles. Hence, we assess
security within a local network without Vehicle-to-Vehicle
(V2V) communication. Vehicles connect to and disconnect
from the local network and local network devices are included
in the assessment.

Specialised approaches for providing secure software down-
load and firmware updates to vehicles have been proposed
[13–15]. In these approaches, protocols for secure software
download have been described, protocols that can cope with ar-
bitrary distance between the vehicle and the software supplier.
Furthermore, methods for ensuring that the firmware is flashed
correctly have also been proposed [16, 17]. These approaches
are specific to the delivery of ECU firmware and do not include
remote diagnostics. In this paper, the delivery of ECU firmware
is an integrated part of the vehicle diagnostics protocol.

Idrees et al. [18] give a detailed presentation of a remote
software download procedure including some remote diag-
nostics, which utilises the hardware security module (HSM)
designed within the EVITA project. Mechanisms for exchang-
ing necessary keys between EVITA-enabled devices and for
protection of transmitted data are described. However, we take
a broader perspective by assessing the security of the whole
repair shop network.

A risk assessment of the wireless communication infrastruc-
ture between the backend system, used for providing diagnos-
tics service and firmware, and the vehicle was performed by
Nilsson et al. [19]. In their analysis, they target end-to-end
communication between the backend system and the vehicle,
while we consider the whole repair shop network and the
included devices.

Efforts are also made by ISO to create a standardized
diagnostics protocol, Diagnostics over IP (DoIP) [20], and
some initial tests have been performed by Johanson et al. [21].
However, appropriate security mechanisms are still missing in
the DoIP-protocol.

III. BACKGROUND

A. The Repair Shop

In our previous work [22], we proposed a model of the
connected car infrastructure to clarify the possible communi-
cation paths with future connected vehicles. To derive a model
of the repair shop for our analysis in this paper, this previously
proposed model was used. An overview of the repair shop is
shown in Figure 1.

Figure 1. Overview of the repair shop
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Figure 2. Overview of analysis methods

We consider the repair shop network to be trusted. Multiple
vehicles are connected to this network, both with wired and
wireless connections, as well as the diagnostics equipment
and local servers providing necessary services to the LAN
(e.g., DHCP [23]). The internal network at the repair shop
contains wireless APs, Ethernet switches, and a connection to
the Internet. Furthermore, the vehicles in the repair shop can
communicate directly with other vehicles or devices through
an ad-hoc network.

B. Analysis Method

For our analysis, we apply a subset of the TVRA method
proposed by ETSI [3]. An overview of the method and our
subset is shown in Figure 2. We will first summarise the
complete method and then discuss the parts left out.

The TVRA method [3] can briefly be summarised as
follows; The target of evaluation (ToE) is identified and the
assets within are described together with the goals of the
evaluation. Security objectives are then identified and classified
based on the five security attributes: confidentiality, integrity,
availability, authenticity, and accountability (CIAAA). These
security objectives are then used to derive the functional
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security requirements. Then, an inventory of assets is done.
Possible vulnerabilities are then identified and classified to-
gether with their corresponding threats and their unwanted
outcome. These threats are classified based on the following
four categories: interception, manipulation, denial of service,
and repudiation. Risks are then calculated depending on the
likelihood of these threats and their unwanted outcome. Fi-
nally, a set of countermeasures are derived and a cost-benefit
analysis is performed to select the most suitable ones to reduce
the risks of the identified threats. These results are then used
to design the security services.

Four steps in the TVRA method are omitted in our analysis:
deriving the functional security requirements and calculations
related to likelihoods, risks, and cost-benefit analysis. The
functional security requirements are a more detailed speci-
fication of the security objectives and include descriptions of
how a certain security objective should be addressed in the im-
plementation, e.g., that access control should be implemented
by means of a username and password. Since we want to
find general security mechanisms and not limit the analysis
to a single security implementation, we leave this step out.
Furthermore, we do not want to calculate any likelihoods, nor
risks for the different threats and vulnerabilities and it will
therefore be up to an implementor to make a trade-off and
choose the best countermeasures and security services for their
settings.

IV. SYSTEM DESCRIPTION

A. Network Model and Assumptions

A more detailed model of the repair shop network is shown
in Figure 3. We assume that a set of diagnostics equipment,
{D1, D2, ...}, and vehicles, {V1, V2, ...}, are connected to the
repair shop network, using wireless and/or wired connections.
The diagnostics equipment can be either dedicated hardware
or a general computer used to perform vehicle diagnostics.
A local server, LS, is also available to provide necessary
services and to maintain the LAN, e.g., DHCP for dynamic IP
address allocation. Furthermore, we assume that other devices,
which are needed to run the business and not to maintain
cars, are connected to the network using wired connections.
These devices, denoted office hosts, cannot be excluded from
the model, since they need network connectivity in order
for employees to, e.g., read emails and write documents.
However, these computers may be potentially threatening to
the communication with the vehicles if misused or being
compromised. These office hosts are marked with the grey
box in Figure 3.

B. Vehicle Diagnostics Scenario

The scenario of performing vehicle diagnostics can be
divided into the following three steps. First, the vehicle arrives
to the repair shop and connects to the wireless AP. If the
vehicle lacks wireless access, the vehicle is connected to the
wired network by a mechanic in the repair shop. Then, when
the link is established, the vehicle needs to announce its
presence in the network, so that the diagnostics equipment

Figure 3. Model of the repair shop network

can find it [24]. Finally, the diagnostics equipment can initiate
a diagnostics session with the vehicle and perform its tasks,
e.g., diagnose an Electronic Control Unit (ECU) or update the
firmware of an ECU.

C. Definitions

The following definitions are used in this paper:
Diagnostics session. An established connection between di-

agnostics equipment and a vehicle.
Diagnostics data. Data, transmitted or stored, associated with

a diagnostics session. Diagnostics data is classified as
confidential or non-confidential, where non-confidential
is assumed unless otherwise stated.

ECU firmware. Program code installed in non-volatile mem-
ory of ECUs.

Confidential data. Diagnostics data classified as confidential
and ECU firmware.

Core network traffic. Network communication necessary to
maintain the network infrastructure, i.e., ARP, DHCP,
DNS, and ICMP.

Authorised device. A device is an authorised device if it
fulfils one of the following requirements:
(1) a vehicle, which has been connected to the network

by a mechanic, who thereby authorises the vehicle,
using a cable or wireless connection, or

(2) a vehicle, which has been authorised by a trusted
party to connect to the repair shop network, e.g., a
service booking system giving the vehicle authorisa-
tion to connect to the network at a reserved service
time, or

(3) diagnostics equipment, or
(4) any other device needed to diagnose a vehicle.
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Note that office hosts are not included in the definition of an
authorised device. A clear distinction between the devices in
the repair shop is made, where authorised devices are those
that take part in vehicle diagnostics.

D. Limitations

The following limitations are assumed in this paper:
1) Even though the in-vehicle network is not secure, we

assume that the communication within the vehicle is
correctly transmitted.

2) Denial of service (DoS) attacks against the network are
not addressed. Other security systems, e.g., Intrusion
Detection Systems (IDSs), are needed to identify such
activities, which we believe would be too costly and too
complicated to manage for a repair shop.

3) Theft of physical assets. The physical assets are not
considered to be of great value, but logical assets are
(see Table I).

V. SECURITY OBJECTIVES

The following security objectives are identified:
O1: To ensure the availability of the repair shop network,

only office hosts and authorised devices should be given
access to the repair shop network.

O2: Authorised devices must properly verify and validate the
source of diagnostics data.

O3: Logical assets and diagnostics data must be protected
against unauthorised modification.

O4: Logical assets must not be revealed to unauthorised
parties.

O5: Only the following communication scenarios should be
allowed in the repair shop network:
(1) devices may process core network traffic in the repair

shop;
(2) diagnostics sessions may only be established between

vehicles and diagnostics equipment;
(3) diagnostics equipment may connect to any device

in the repair shop and to backend servers at the
automotive company via the Internet connection;

(4) office hosts may establish connections with office
hosts and the Internet, and process traffic from di-
agnostics equipment.

These security objectives include some important scenarios.
For example, it is important that only authorised vehicles are
allowed to connect to the network (O1), so that vehicles,
when they are passing the repair shop, cannot connect to
the wireless AP. Another example is, that certain types of
communication should be prevented (O5), such as car-to-car
communication inside the repair shop network; if vehicles are
allowed to communicate with each other, an attacker may
utilise this possibility to try to infect other vehicles with ma-
licious software. However, since we are only concerned with
protecting authorised devices, office hosts may communicate
with other office hosts and the Internet, and process traffic
from diagnostics equipment, so that a mechanic can retrieve
necessary data to the diagnostics equipment.

Table I
ASSETS TO PROTECT

(a) Physical assets

ID Model
Reference

Asset

AP1 Vx vehicle
AP2 Dx diagnostics equipment
AP3 AP wireless access point
AP4 SW Ethernet switch
AP5 LS local server

(b) Logical assets

ID Asset Physical Assets

AL1 authentication data and cryptographic keys
stored in physical assets

AP1, AP2, (AP3),
(AP4), AP5

AL2 diagnostics data that is considered confidential AP1, AP2, AP5

AL3 ECU firmware AP1, AP2, AP5

It is also important to note that O1 only states that the repair
shop should identify and authorise devices to connect to the
repair shop network, but says nothing about how and whether
the connecting device will verify the network. Hence, from the
perspective of the network, it is important to make sure that
availability is ensured by not giving access to unauthorised
devices. However, from the perspective of the device, it is
not important if it connects to a repair shop network or not,
as long as O2 is ensured. The device will still only accept
communication from sources it can validate.

VI. INVENTORY OF ASSETS

The assets to protect are divided into two categories, phys-
ical assets and logical assets. The identified physical assets
are listed in Table Ia and the logical assets, together with the
associated physical asset, are listed in Table Ib. As already
mentioned, in this paper we only deal with threats against the
logical assets.

VII. THREAT AND VULNERABILITY ANALYSIS

An analysis of possible vulnerabilities in the repair shop has
been conducted. We will summarise the vulnerabilities here
and highlight some important issues. For details, we refer to
Appendix A.

A. Identified Vulnerabilities

Fourteen (14) vulnerabilities were identified. These were
classified based on the five threat categories defined by the
TVRA method [3]: eavesdropping, unauthorised access, mas-
querading, forgery, and information corruption.

• eavesdropping (1). Since malicious devices may eaves-
drop on network traffic, weak protection of confidential
data may lead to data disclosure.

• unauthorised access (6). Among the six vulnerabilities
identified, three were the results of weaknesses in au-
thentication and two due to software bugs. The last
vulnerability was the result of issues regarding traffic
separation. Due to weak authentication mechanisms and
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Table II
POSSIBLE COUNTERMEASURES

Countermeasure Threat Category Weakness

1 encryption interception weak protection of confidential diagnostics data and ECU firmware

2 (1) PKI + certificates unauthorised access (a) weak authentication
(2) Kerberos (b) lack of proper authentication for wireless connections

masquerade lack of proper device identification

3 (1) logical traffic separation unauthorised access (a) lack of traffic separation
(2) cryptographic traffic separation (b) software bugs
(3) firewalls

4 (1) digital signatures forgery (a) lack of data authentication
(2) message authentication codes (b) weak integrity check of diagnostics data

(c) weak integrity check in vehicle ID broadcast

information corruption weak integrity check of diagnostics data

5 timestamps forgery lack of freshness in diagnostics session

software bugs, an attacker may circumvent authentication
mechanisms or install malware, leading to disclosure of
confidential data and modification of stored data. Fur-
thermore, by circumventing the protection mechanisms
to establish a wireless connection, an attacker may also
get unauthorised access to the repair shop network.

• masquerading (2). Due to lack of proper device identifi-
cation, an attacker may impersonate as another device and
manipulate data or acquire confidential data. Even worse,
if an attacker is in possession of proper authentication
keys, for example, by a previous theft, the attacker can
act as an authorised device.

• forgery (4). Due to the lack of data authentication and
integrity checks, an attacker may fabricate and inject
malicious data into diagnostics sessions. This may lead to
problems such as wrong vehicle IDs being presented to
the diagnostics equipment. Furthermore, replay of earlier
diagnostics sessions may be possible, which may lead to
dangerous situations, e.g., an attacker replays commands
of her choice from a recorded diagnostics session.

• information corruption (1). Malicious devices may mod-
ify the data that pass through them. Therefore, weak
integrity checks of diagnostics data can lead to malicious
data being processed or stored in the vehicle. To ensure
the safety of the vehicle, it is of outmost importance that
such modifications are prevented.

We find that the exploitation of some of the vulnerabilities
results in that logical assets can be acquired or that data can
be illicitly modified.

B. Consequences of Lost and Modified Logical Assets

The loss of logical assets can have a major security impact.
For confidential diagnostics data and ECU firmware, these
might get copied, and for authentication keys, the loss of
these can cause great damage. For example, if authentication
keys to the diagnostics equipment are copied, an attacker may
be able to impersonate as diagnostics equipment and connect
to vehicles anywhere outside the repair shop. If there are no
other authorisation mechanisms which protect the vehicle from

accepting seemingly valid diagnostics sessions, the attacker
can initiate new diagnostics sessions to vehicles until these
authentication keys expire or are invalidated. Considering
the number of vehicles these keys may give access to, the
possibility of large scale attacks should not be neglected.

Modification of data can be critical. For example, if the
ECU firmware can be modified, an attacker may change the
behaviour of the vehicle in any way she desires.

VIII. COUNTERMEASURES

From the vulnerabilities found and discussed in the previous
section, possible countermeasures against these were identified
and grouped together based on the threats and weaknesses
they address. These are presented in Table II. The following
countermeasures were identified:

1) Encryption can be used to protect confidential data
against eavesdropping. Furthermore, to prevent access to
this data in intermediate storage, it can also be stored
encrypted.

2) Strong authentication is needed. Private/public keys, with
or without certificates, and Kerberos-like authentication
mechanisms [4] can be used. However, precaution needs
to be taken in case of lost keys. Either the keys should
have a short lifetime and procedures for updating these
are needed, or the keys have a longer lifetime and
procedures for revoking them are needed.

3) Several possible countermeasures can be used to handle
the lack of traffic separation within the repair shop
network and to deal with misbehaving software. Traffic
separation can be achieved either by logical separation
or cryptographic separation. Logical separation can be
implemented using virtual LAN (VLAN)-technology to-
gether with network mechanisms that only allow com-
munication between connected hosts and the uplink [25].
For cryptographic separation, communication can be split
into groups of allowed devices, where each group shares
a session key. Furthermore, network filters, i.e., firewalls,
can be used to limit network access so that software only
is accessible to those devices that need it. Thereby, the
exposure of software bugs is also limited.
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4) Digital signatures and message authentication codes
(MACs) can be used to verify the source of and the
integrity in the communication, so that forgery and cor-
ruption of data can be detected. Furthermore, the digital
signature or MAC should be created by the ultimate
source of the communication and verified at the final
destination so that possible modification in intermediate
storage can be detected, e.g., ECU firmware should be
signed by the software supplier and verified in the target
ECU.

5) Timestamps in transmitted data can be used to prevent
the possibility of replay attacks.

IX. SECURITY SERVICES

Based on the identified countermeasures, different ap-
proaches in securing the repair shop network are possible. In
this section, we will outline one approach and discuss how
this approach fulfils the security objectives, as well as how all
identified threats and vulnerabilities are addressed.

We note that security objective O5 limits the possible
communication scenarios in the repair shop network and that
there are different approaches to address this. Depending on
which approach is chosen, it will affect the architecture and
thereby the implementation of the security mechanisms. Traffic
separation is therefore discussed first, so that the architecture
for other security mechanisms is defined.

A. Traffic Separation

To address security objective O5, the use of logical traffic
separation or cryptographic traffic separation are possible.
Since logical traffic separation, using for example VLAN-
technology, depends on the equipment and communication
technology used, we believe that such an approach is limited;
it may not work in all environments, it needs to be maintained
by someone with knowledge about the technology, and it is
easy to make mistakes. The use of cryptographic separation,
on the other hand, can be independent of the underlying
communication technology and limited knowledge of the
underlying protocols is needed. We therefore suggest that the
security mechanisms addressing O5 should be implemented
using cryptographic traffic separation.

Cryptographic traffic separation can be implemented at
different communication layers, e.g., the network layer or the
link layer. We suggest that it should be deployed at the lowest
common communication layer, which is the link layer. With
this approach, malicious traffic will progress through as few
communication layers as possible, limiting the possibility of
utilising software bugs in the network stack. Furthermore,
encryption at link layer also addresses security objective O4,
protection of logical assets, and vulnerabilities VU1 and VU5,
and to some extent VU2, VU3, VU6–VU12, and VU14.

The details of how such a link layer encryption protocol
should be implemented, needs to be investigated further.
However, one interesting approach of applying link layer
encryption in LANs has been implemented and demonstrated
in the Linux operating system [26].

B. Authentication

Both public key infrastructure (PKI) with certificates and
centralised authentication schemes are possible authentication
mechanisms to address security objective O1 and vulnera-
bilities VU2–VU4, VU8, and VU9. However, we note that
PKI together with certificates have already been discussed for
usage in Inter-Vehicle Communication (IVC) [27]. Although
we leave the choice of authentication protocol open to the
implementor, special attention is needed regarding loss of
authentication keys, as discussed in Section VII-B.

Since loss of the authentication keys used by the diagnostics
equipment may give an adversary full access to vehicles,
additional security mechanisms are needed. Thus, the vehicle
should only accept diagnostics sessions when such a session is
expected. A possible approach could be to use an authorisation
mechanism where the authorisation is initiated by the vehicle’s
owner and not by the network. Another approach would be to
use temporary authentication keys for diagnostics equipment,
which are issued for a certain diagnostics session by some
trusted third party.

An interesting outcome of using cryptographic traffic sep-
aration at the link layer, is the possibility not to use authen-
tication mechanisms in wireless APs. Instead, authentication
is performed at the link layer, between the connecting device
and the DHCP service at the local server, during the process of
IP-address assignment. Approaches for DHCP authentication
have been proposed as part of link layer security protocols
[26, 28], but need to be adapted to our context. For example,
key management needs to adapted with respect to the amount
of vehicles that may connect to the repair shop and that these
vehicles may use different repair shops over time. Also, the
authorisation process to the repair shop network needs to
be adapted. This approach would remove vulnerability VU4,
since encryption keys in the wireless AP will not be needed
any more.

C. Data Integrity

Both digital signatures and MACs are possible to use.
However, we leave the choice to the implementor. What is
important regarding the chosen algorithm and its implementa-
tion, is that it ensures end-to-end integrity protection, so that
data cannot be modified in any intermediate storage. Security
objectives O2 and O3 and vulnerabilities VU10–VU14 are
addressed here.

D. Firewalls

Firewalls should be used in the Internet gateway, in front of
office hosts or in each of them, and in authorised devices in
order to further restrict access to and between devices in the
repair shop network. This would partly addresses vulnerability
VU5–VU7.

X. DISCUSSION AND FUTURE WORK

In our work, we have chosen to follow a reduced version
of the TVRA method to analyse the security of the repair
shop network. The main reason for this choice was that the
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TVRA method is used by ETSI in their ITS architecture
standardisation process. Even though the repair shop network
can be considered to be a rather limited system, the TVRA
method has not been easy to follow and apply. However,
experience from an earlier analysis of the ITS architecture
[4] helped us forward.

Of the 14 vulnerabilities identified, we found countermea-
sures that directly address twelve of them. The last two, VU6
and VU7, are related to software bugs. Firewalls and link layer
encryption may to some extent address these two by removing
traffic from unknown sources. However, malicious traffic from
known sources might still be received.

Addressing security in the repair shop network by using
link layer encryption comes with some possibilities, but also
with some drawbacks. The introduction of encryption at the
link layer offers a basic protection level that the rest of the
security mechanisms can be built on. The encryption keys
used at the link layer can be used for mutual authentication of
the connecting device and the DHCP service. Only authenti-
cated devices can thereby retrieve an IP-address together with
necessary information about the network, e.g., information
about routing and DNS. Furthermore, link layer encryption
will provide protection against eavesdropping for all upper
layer protocols. This approach may also be used in other
places, where LANs are used, e.g., in homes or in suppliers’
networks. Unfortunately, encryption is not part of the common
link layer protocols of today and such protocols need to be
developed. We know of at least one such approach that has
already been demonstrated in the Linux operating system [26];
still it needs to be investigated how such an approach will
work in our context and how key management for vehicles
and repair shops should be addressed. The main advantage of
such a protocol would be that network and data authentication,
data confidentiality, and data integrity are combined at the link
layer. The network and data authentication will not be based on
a specific communication technology, and data confidentiality
and data integrity will be provided for all upper layer protocols
at the same time.

In this work, we have addressed vehicle diagnostics within
the repair shop, i.e., within a LAN, but the identified counter-
measures may also be used when performing remote diagnos-
tics outside the LAN.

Regarding authentication keys, we found that the loss of
those used by diagnostics equipment is a major security prob-
lem. Authentications keys should therefore not give access to
vehicles unless some authorisation mechanism also approves
the access. Such authorisation can be given by the vehicle’s
owner or by issuing short-lived authentication keys to the
diagnostics equipment. How authentication keys should be
handled, especially for diagnostics equipment, needs careful
considerations and it is important that possible approaches are
identified soon.

XI. CONCLUSION

The evolution of a connected car is still just beginning and
there are many security problems that need to be solved. In this

paper, we have analysed the security of diagnostics services
in connected repair shops. This has been done by applying a
reduced version of the TVRA method. Even though we did
not find the TVRA method easy to follow, the method was still
useful. We have identified several security threats against the
repair shop and the vehicles during service, and also suggested
mechanisms to address these problems. To our big surprise,
the biggest security threat was not related to the repair shop
or the vehicles therein, but to other vehicles. If the keys used
to authenticate repair shops to vehicles are stolen or copied,
an attacker with access to these keys can create faked repair
shop networks and vehicles connecting to them will be unable
to differentiate these faked networks from real repair shop
networks. Furthermore, our analysis suggests that addressing
security at the link layer is a promising approach. This
approach may integrate network authentication mechanisms
during address allocation and also support encryption of data
for all upper layer protocols with minimal modifications.
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APPENDIX A
THREAT AND VULNERABILITY ANALYSIS

In this appendix, the detailed results of the threat and
vulnerability analysis are presented.

A model of the network with devices and possible com-
munication paths for the analysis is shown in Figure 4. We
identified 14 vulnerabilities which were classified based on
the five threat categories defined by the TVRA method [3]:
eavesdropping, unauthorised access, masquerade, forgery, and
information corruption. The results are presented in Table III
and the format is based on those used in [3, 4].

A few columns in Table III need to be explained. The attack
interface identifies the communication interface where the
vulnerability exists. The source is from where the vulnerability
can be utilised. The source can be one of the following three:

• radio. A device only within the radio range of the repair
shop.

• local. A device that is connected to, or within the radio
range of, the repair shop network.

• all. Any host in the Internet, or any of the other two
sources, radio and local.

Figure 4. Assets in the repair shop. Physical assets are marked as white
boxes.
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Table III
VULNERABILITIES

ID Threat Category Weakness Threat Agent Unwanted Outcome Violated Se-
curity Objec-
tive

Attack
Interface

Source

VU1 eavesdropping weak protection of confidential diagnos-
tics data and ECU firmware

device eavesdrop on network traffic disclosure of confidential data O4 1–5 local

VU2 unauthorised access weak authentication someone tries to circumvent authentication
mechanisms

disclosure of confidential data O4, O5 1–8 all

VU3 manipulation of data O3, O5

VU4 lack of proper protection of wireless
connections

someone tries to circumvent protection mecha-
nisms to establish a wireless connection

unauthorised devices get access to the
repair shop network

O1 1,2 radio

VU5 lack of traffic separation device communicates with the wrong device in the
network

communication scenarios are violated, fa-
cilitating other attacks

O5 1–8 all

VU6 software bugs someone utilizes bugs to install malware disclosure of confidential data O4, O5 1–5 all

VU7 manipulation of data O3, O5

VU8 masquerade lack of proper device identification device identifies itself as another entity
(impersonation)

disclosure of confidential data O2, O4, O5 1–5 local

VU9 manipulation of data O2, O3, O5

VU10 forgery lack of data authentication someone injects fabricated diagnostics data into
diagnostics session

final destination stores or processes
malicious diagnostics data

O2, O3, O5 1–5 all

VU11 weak integrity check of diagnostics data O3, O5

VU12 lack of freshness in diagnostics session someone replays a previously eavesdropped diag-
nostics session

a previous diagnostics session is executed O3, O5 1–4 local

VU13 weak integrity check of vehicle ID
broadcast

someone fabricates that a non-existing vehicle has
arrived to the repair shop

diagnostics equipment establishes a diag-
nostics session to the wrong vehicle

O3 1, 3 local

VU14 information corruption weak integrity check of diagnostics data device modifies data during transmission final destination stores or processes mali-
cious diagnostics data, which could lead to
other vulnerabilities, e.g., denial of service
or buffer overflow.

O3, O5 1–5 local
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