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Abstract—The problem of measuring the distance between
two electronic devices in the presence of an adversary is still
open. Existing approaches based on distance-bounding protocols
are subject to enlargement attacks that cause the target to
be perceived farther than it actually is. Enlargement attacks
represent a new challenge for the research field of secure
localization. The contribution of this paper is twofold. First,
we propose SecDEv, a secure distance-bounding protocol for
wireless channels that withstands enlargement attacks based on
jam-and-replay. By leveraging on the characteristics of radio
frequency signals, SecDEv establishes a security horizon within
which a distance is correctly measured and a jam-and-replay
attack is detected. Second, we show how SecDEv improves the
scalability of secure positioning techniques.
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I. INTRODUCTION

The measurement of the distance between two electronic
devices is crucial for many practical applications. Many
techniques have been proposed over the years [1]. All these
techniques fail in the presence of an adversary that wants
to disrupt the distance measurement process. Even the well-
known and widespread civilian Global Positioning System
(GPS) is extremely fragile in adversarial scenarios [2].
Secure location estimation has a plethora of applications
including coordination of autonomous guided vehicles [3]
and geographical routing [4]. For all these applications,
an insecure distance or position estimation could produce
security problems such as unauthorized accesses, denial
of service, thefts, integrity disruption with possible safety
implications and intentional disasters.

Desmedt [5] first introduced the problem of secure lo-
cation verification and showed that it cannot be solved by
solely using cryptography. Brands and Chaum [6] proposed
the first secure distance-bounding protocol. Since then, many
variants have been proposed in the literature [7], [8]. These
protocols leverage on both the unforgeability of authenti-
cated messages and the upper bound of the communication
speed that is the speed of light. They prevent distance
reduction, i.e., an adversary cannot make a device appear
closer than it really is. The resistance against distance
reduction is an important requirement for all the application
scenarios involving secure proximity verification [9], [10],
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[8]. A common example is the problem of proximity-based
access control. Let us suppose an RFId card performing an
authentication protocol with a reader. If the card correctly
performs the protocol, the reader will open a door of a
building. An adversary can trick the system by establishing a
relay link between the reader and a far away legitimate card,
owned by an unaware user. The card correctly performs the
authentication protocol via the relay link, and the reader
opens the entrance. This attack is known as mafia fraud.
Along with the correctness of the authentication, the reader
has to check even that the card is within a security distance.
However, if such a distance measurement is made with
insecure methods, the adversary can still break the system.
In particular she can perform a distance reduction attack to
deceive the reader into believing that the far away card is in
the proximity.

The relevance of the secure proximity verification eclipsed
the dual problem: the distance enlargement attack. By
this attack, an adversary makes a device appear farther
than it really is. The resistance against both reduction
and enlargement attacks is important whenever we want to
securely estimate a distance, rather than a proximity. Let
us suppose a distributed system that monitors the move-
ment of autonomous guided vehicles. The system relies on
distance information to avoid collisions between vehicles.
An example of such systems is in [3]. If an adversary is
able to make a distance appear larger than it really is, the
system could not take collision-avoidance countermeasures
in time. This could cause collisions between vehicles, and
consequent loss of money and safety threats. Secure distance
estimations are extremely useful in trilateration techniques
too. These techniques use the distances measurements from
at least three anchor nodes, whose positions are known, to
estimate the position of a fourth node. If an adversary can
enlarge one or more distance measurements, she is able to
disrupt the whole positioning process.

In this paper we propose SECure Distance EValuation
(SecDEv), a distance-bounding protocol able to resist to
enlargement attacks based on jam-and-replay tactics [11],
[12], [13]. SecDEv exploits the characteristics of wireless
signals to establish a security horizon within which a
distance can be correctly evaluated (besides measurement
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errors) and any adversarial attempt to play a jam-and-replay
attack is detected. We also show how SecDEv improves
the scalability of secure positioning techniques in terms of
number of anchor nodes.

The remainder of this paper is organized as follows.
In Section II we present related works. In Section III
we introduce a reference distance-bounding protocol. In
Section IV we define the threat model. In Section V we
introduce SecDEv as an improvement of the reference
distance bounding. In Section VI we show how SecDEv
improves the performance of secure positioning techniques.
Finally, we draw our conclusions in Section VII.

II. RELATED WORKS

Secure localization has a vast applicability in many tech-
nological scenarios, but it has showed to be a nontrivial
problem. The silver bullet is yet to be found.

Brands and Chaum [6] proposed distance-bounding pro-
tocols, in which a verifier node measures the distance of a
prover node. Distance-bounding protocols do not determine
the actual distance, but rather a secure upper bound on it. In
this way, the actual distance is assured to be shorter or equal
to the measured one, even in presence of an adversary. These
protocols were created to assure the physical proximity
between two devices, and consequently to contrast mafia
fraud attack [5].

Hancke and Kuhn [8] fitted distance bounding protocols
for RFId tags. Their proposal deals with a variety of practical
problems such scarce resources availability, channel noise
and untrusted external clock source. Though extensions for
RFId’s are possible, we focus on more resourceful devices.
We assume the clock source is internal and trusted and the
channel noise is corrected by FEC techniques.

Clulow et al. [14] focused on a wide variety of low-level
attacks, which leverage on packet latencies (e.g. preambles,
trailers, etc.) and symbols’ modulations. PHY-layer pream-
bles are sent before the cryptographic quantities, in order to
permit the receiver to synchronize itself to the sender’s clock.
The preamble of the response is fixed and does not depend
on the content of the challenge. A dishonest prover could
thus anticipate the transmission of the response preamble to
reduce the measured distance. To deal with this problem,
Rasmussen and Capkun [15] proposed full-duplex distance
bounding protocols, in which the challenge and the response
are transmitted on separate channels. The prover receives the
challenge and meanwhile transmits the response. In this way,
a dishonest prover cannot anticipate the transmission of the
response, without having to guess the payload. In the present
paper, we assume the prover to be honest. This permits us
to simplify our reference distance-bounding protocol (cft.
Section III). In particular we use a single channel in a half-
duplex fashion.

Flury et al. [10] and, more in depth, Poturalski et al. [16]
analyze the PHY-protocol attacks against impulse-radio

Copyright (c) IARIA, 2013.  ISBN: 978-1-61208-256-1

ultra-wideband ranging protocols (IR-UWB), with particular
attention to 802.15.4a [17], which is the de facto standard.
These studies concentrate only on reduction attacks, and
estimate their effectiveness in terms of meters of distance re-
duction. We instead focus on the opposite problem, distance
enlargement, which requires different countermeasures.
Chiang et al. [18] proposed the first technique able to
mitigate the enlargement attack in case of dishonest prover.
The verifier makes two power measurements of the prover’s
signal on two collinear antennas. Subsequently, it computes
the difference of the two measurements. Given the standard
path-loss model, if the difference is low, the signal source
will be far away. Otherwise it will be near. The idea is that
the adversary cannot modify the way the signal attenuates
over the distance, thus the distance estimation is trusted.
Obviously such proposal relies on the standard path-loss
model, which is poorly reliable. The authors claim that if the
path loss exponent varies between 2 and 4, an enlargement
of more than twice the measured distance is impossible. In
this paper, we focus on external adversaries. The problem
of distance enlargement in presence of internal ones is
challenging as well, but falls outside our present scope.

III. REFERENCE DISTANCE-BOUNDING PROTOCOL

A distance-bounding protocol allows a verifier (V) to
“measure” the distance of a prover (P). In its basic form, a
distance-bounding protocol consists in a sequence of single-
bit challenge-response rounds [6]. In each round, the verifier
sends a challenge bit to the prover that replies immediately
with a response bit. The round-trip time enables V to com-
pute an upper-bound of the P distance. Then, the distance is
averaged on all rounds. Many variants of distance-bounding
protocols have been proposed in the literature [7], [8].
Here, we establish a reference distance-bounding protocol,
similar to those described in [16] for external adversaries.
It involves a request message (REQ) from the verifier, an
acknowledgment message (ACK) from the prover, and a
final signature message (SGN) from the prover. Such a
reference protocol is vulnerable to jam-and-replay attacks,
as we will show in Section IV, and SecDEv (cfr. Section V)
will overcome these vulnerabilities.

The request and the acknowledgement convey, respec-
tively, a and b, which are two independent, random and un-
predictable sequences of bits. Note that, differently from the
original version of distance-bounding protocol, the request
and the acknowledgement are frames, rather than single
bits. In fact, it is hard to transmit single bits over an IR-
UWB channel. This is due to TLC regulation, which poses
strict limits to the transmission power. In 802.15.4a [17], for
example, every packet is preceded by a multi-bit synchro-
nization preamble. The signature authenticates the acknowl-
edgement and the request by means of a shared secret S.
What follows is a formal description of the protocol.

REQ V—P:a
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Figure 1. Round-trip time.
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The quantities a, b and Hg(-) are k-bit long. Therefore,
the probability for an adversary to successfully guess one
of these quantities is 27*. Such a probability gets negligible
for a sufficiently large value of &k, which we call the security
parameter.

The verifier measures the distance between itself and the
prover, by measuring the round-trip time T between the
request and the acknowledgement messages. With reference
to Fig. 1, we denote by ¢4, the instant when the trans-
mission of REQ begins, and by t.,q the instant when the
reception of ACK ends. We denote by 7, the time interval
from the end of REQ reception, to the beginning of ACK
transmission. Since ACK does not depend on REQ, 7, does
not include any elaboration time. It includes only the time for
the antenna to switch from the receive mode to the transmit
mode and the necessary hardware delays. We assume 7 to
be small and known. Dedicated hardware can fulfill these
requirements. We further denote by Tj; the transmission
time of the request and acknowledgement messages, and
with T}, their propagation time in the medium. The round-
trip time will be:

T = 2Tp = (tend - tstart) - 2Tpkt - Te (1)
Finally, we obtain a measure of the distance:
R
d=—— 2
. @)

where c is the speed of light.

The distance measurement precision depends on the ca-
pability of measuring the time interval with nanosecond
precision. Localization systems based on IR-UWB can
achieve nanosecond precision of measured time of flight,
and consequently a distance estimation with an uncertainty
of 30 cm. Also, this feature of time precision are available
only with dedicated hardware.

IR-UWB protocols like 802.15.4a provides packets made
up of two parts: a preamble and a payload. The preamble
permits the receiver to synchronize to the transmitter and
to precisely measure the time of arrival of the packet. The
payload carries the information bits. In our protocol, a and
b are transmitted in the payload part. We suppose the last
part of the payload to carry a forward error correction code
(FEC), for example some CRC bits.
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In a non-adversarial scenario, the actual distance d will
be equal to the measured distance d. To deceive the mea-
surement process, the adversary has to bring the verifier to
measure a fake round-trip time. That is, she must act in
a way that the verifier receives the acknowledgement at a
different instant of time, while still receiving the correct
signature. The basic idea of distance-bounding protocol is
that an external adversary cannot deliver a copy of the
legitimate acknowledgement before than the legitimate one.

On the other hand, she can deliver a copy of the acknowl-
edgement after the legitimate one. In other words, she can
only enlarge the measured distance, not reduce it. Thus, we
are always sure that d < ci, i.e., the measured distance is a
secure upper bound for the actual distance.

IV. THREAT MODEL

We assume that the adversary (M) is an external agent,
meaning that she does not know the shared secret (.5)
ant it cannot be stolen. Techniques like trusted hardware
and remote attestation can help defending against these
possibilities [19]. The objective of M is to deceive the
verifier into measuring an enlarged round-trip time:

T =2T,+ AT 3)
in order to make it infer an enlarged measured distance:
- e T c- AT
d=——=d 4
5 + 4)
We do not deal with distance reduction attacks. Since

our protocol is an enhancement of the reference distance-
bounding protocol of Section III, it offers the same guaran-
tees against distance reduction attacks.

A. Adversary’s Capabilities

M can eavesdrop, transmit or jam any signal in the
wireless channel. The principle of a jammer is to generate
a radio noise at a power comparable or higher than the
legitimate one. In case of IR-UWB channels, a jammer
could send periodic UWB pulses, in such a way to disrupt
the synchronization process [20]. Alternatively, she could
simply send random pulses in the payload part, in such a
way the receiver discards the packet as corrupted after the
FEC test. In both cases, the goal of the jammer is to disrupt
the reception of the message.

M can transmit or jam selectively, in such a way that
only a target node receives. In the meanwhile, M can
correctly eavesdrop other signals. To do this, she can place a
transmitting device nearby the receiver, and a listening one
nearby the transmitter. Alternatively, she can use a single
device with two directional antennas. One of them transmits
to the receiver, while the other listens to the transmitter.

Another possibility is the overshadowing attack. In this at-
tack, M injects a fake signal with higher power than the orig-
inal one. The original signal becomes entirely overshadowed
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by the attacker’s signal. Ideally, original signal is treated as
noise by the receiver. In this paper, we do not deal with
this attack, and we focus only with jam-and-replay attacks.
The overshadowing attack is indeed interesting and deserves
a full analysis, that we are planning to do in future work.
Here we only points out that it is not simple to be performed
in a real-world IR-UWB protocol. In fact, the verifier does
not receive only the fake signal, but the legitimate signal too.
Even if the former is much stronger in power, the latter is
still a valid IR-UWB signal, which interferes with the packet
synchronization and reception. Sending an overshadowing
signal is probably not enough. The adversary should also
attenuate the legitimate signal with some complementary
technique, such as electro-magnetic shields or similar.

We assume that M has no physical access to the prover
or the verifier. This has two consequences: (i) she cannot
tamper with the nodes and steal their secret material, and
(ii) she cannot attenuate the wireless signals with electro-
magnetic shields or Faraday cages.

B. Jam-and-Replay Attacks

In the distance-bounding protocol of Section III, the
adversary can enlarge the measured round-trip time in the
following way (Fig. 2a).

1) M listens to the radio channel, until she hears a REQ
signal.

2) M waits for the ACK signal.

3) M jams the ACK signal and eavesdrop it in the
meanwhile.

4) After a time AT, M replays it.

The adversary must replay the ACK signal selectively, in
such a way that only the verifier receives it. Otherwise, the
prover will also receive the replayed signal, and could infer
that the protocol is under attack.

It is important to highlight that M has to wait for the
legitimate ACK to end, before starting the transmission. This
is because she must avoid signal collision.

The adversary can perform a similar attack on the REQ
signal (Fig. 2b). Even in this case, M has to wait for the
end of the legitimate REQ before starting her transmission.

We state the following:

Proposition 1 In a jam-and-replay attack on REQ/ACK, the
adversary must enlarge the round-trip time of a quantity AT
not smaller than Ty, i.e., AT > Tppy.

Proposition 1 represents the fundamental limitation of the
jam-and-replay attacks. SecDEv will leverage on this to
withstand them. Note that this limitation comes from the
properties of the radio-frequency channel, and does not
depend on how many devices the adversary controls. For the
sake of simplicity, Figg. 2a and 2b show a single adversary.
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V. SEcDEvV PrOTOCOL

SecDEVv is a distance-bounding protocol, which measures
the correct distance between a verifier V and a prover
P in presence of an adversary M performing a jam-and-
replay attack. It is similar to the reference distance-bounding
protocol (cfr. Section III), except that the length of REQ and
ACK do not depend only on the security parameter, but also
on a security horizon.

Let us consider the Equation 3 for a general enlargement
attack and apply the Proposition 1, we obtain the constraint
T > 2T, + Ty Hence:

T > Tyie (5)

Equation 5 assures us that a measured round-trip time
smaller than T,;; has not been affected by any jam-and-
replay attack. We can translate T} in a distance djy, that
we call security horizon:

T,
day & =22 (©)

In terms of distances, Equation 5 becomes:
Ci > dyr (7

Equation 7 is our test to distinguish between trusted
and untrusted distance measurements. V can extend the
packet transmission time to enlarge the security horizon (cfr.
Eq. 6), in order to securely measure longer distances. Tpi¢
is enlarged by introducing padding bits after the nounce.
Padding bits have not to be unpredictable. They can have
a well-known value (e.g. all zeroes), since they serves only
to prolong the packet transmission time. V decides on the
length of the REQ padding, and P has to respond with the
same padding length in the ACK. Therefore, both messages
have the same length, to withstand both jam-and-replay on
REQ and on ACK.

Let us explain the protocol in detail. We assume that
the wireless channel is characterized by the parameter tu-
ple: {Tpre, Rpias Te}. Tpre is the transmission time of the
preamble part. R4 is the bit rate of the payload part. T is
the reaction time of the prover node. In addition, we define
the following triplet of protocol parameters: {k, S, dy}. k is
the security parameter. A higher value for k£ implies a higher
security level, but has an impact on power consumption, as
we will see in the following. S is a secret bit sequence shared
between V and P. Its length is longer than or equal to k.
dps is the security horizon that distinguishes between trusted
and untrusted measured distances. If the actual distance d is
longer than dj;, the measured distance cannot be trusted
because it may be affected by a jam-and-replay attack. In
such a case, the protocol can be executed again with a longer
dps. Alternatively, the distance d can be first estimated in an
insecure manner, and then securely confirmed with dy; > d.
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(a) Jam-and-replay on ACK.
Figure 2.
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Figure 3. SecDEv algorithm.

A higher value for dj; allows us to measure longer distances,
but has an impact on power consumption.

We further define the following quantities. [V;,qq4 and Ny,
are respectively the number of bits of the padding and the
FEC code. Since the number of bits of @ and b is k, the total
transmission time will be:

Tpkt = Tpre + (k + Npad + Nfec)/Rpld (8)

If with Npqq = 0, the T, identifies the minimum value of
dps. Thus, if the actual distance is smaller than this value,
there is not need of padding bits. Otherwise, we determine
Npaq with the following formula:

2d
Npad = ’V(CN[ - Tpre) : Rpld—‘ — k- Nfec

©))

Using the Equation 9, we can set every value of d;;. Note
that T} grows with dps. A larger security horizon causes
longer messages, accordingly higher energy consumptions
per protocol execution. An implementer must choose djs
as a trade-off between ranging capabilities and power con-
sumption.

Fig. 3 shows the algorithm executed by V. After the
protocol execution, V tests whether the measured distance
is within the security horizon, that is, if d<d . If this test
fails, the measured distance is discarded as untrusted. Then,
V tests the length of the ACK padding. If it contains less
bits than the REQ one, the measured distance is discarded as
untrusted. This is to avoid a jam-and-replay attack on REQ
(cfr. Fig. 2b), in which M tries to lower AT by replaying
REQ with a smaller padding. In such a case, P will respond
with an ACK with a smaller padding too, and the attack will
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REQ
replay

(b) Jam-and-replay on REQ.

Jam-and-replay attack.

not pass the padding length test. Finally, V tests the validity
of the cryptographic signature.

VI. EXPERIMENTAL RESULTS

We combined SecDEv with multilateration technique to
securely localize the prover. We analyzed the efficiency of
this solution in terms of covered area and we compared it
with verifiable multilateration [12], which is the state-of-the-
art technique for secure positioning in wireless networks.
Verifiable multilateration involves at least three distance
measurements from different verifiers. The distance mea-
surements are performed by means of distance bounding pro-
tocols, which are supposed to withstand reduction attacks.
Verifiable multilateration deals with possible enlargement
attacks by forcing an additional check to the final position
estimation. In order to be trusted, the position must be inside
the polygon formed by the verifiers, otherwise it is discarded
as untrusted. Intuitively, this reduces the coverage area of the
positioning technique.

In other words, classic multilateration is more scalable in
terms of number of verifiers needed to cover a specific area.
To quantify this, we have tested the performance of classic
multilateration in terms of number of verifiers needed to
cover a working area, and we have compared our results
with those of verifiable multilateration, taken from [12]. We
supposed that every verifier covers a circular area with radius
250 m.

We neglect planned distributions [12], because in a real
deployment, environment may impose constraints on the
verifier positioning. Thus, we consider that the verifiers are
uniformly distributed over the area of interest.

In order to evaluate the two techniques under the same
conditions, our simulation were performed on areas of
variable sizes. The verifiers were uniformly distributed in
the area and in a boundary region outside the area, whose
width was 10% of the area width. We use the boundary
region to avoid the boundary effects [12] in the verifiable
multilateration.

Fig. 4 shows how many verifiers are required to cover
95% and 90% of the working area. VM and CM curves are
respectively verifiable multilateration with distance bound-
ing and classic multilateration with SecDEv. The number of
verifiers is the average of 100 simulations with confidence
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Figure 4. Verifiers required to cover an area.

intervals of 95% calculated for different values of working
area from 0.5km? to 4km?. The chart shows that classic
trilateration needs far less verifiers, because it has not the
limitation of the verification triangles. This gives strong
motivation to fight distance enlargement attacks.

VII. CONCLUSIONS

We proposed SecDEv (SECure Distance EValuation), a
distance-bounding protocol able to resist to enlargement
attacks based on jam-and-replay tactics. SecDEv exploits
the characteristics of wireless signals to establish a security
horizon within which any adversarial attempt to play a jam-
and-replay attack is detected. We also showed how SecDEv
improves the scalability of secure positioning techniques in
terms of number of anchor nodes.
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