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Abstract—More specific purpose driven social networking sis
have emerged since social networking sites have ged

popularity by bringing people with shared intereststogether to
interact. In health care, they are referred as Heah Social

Networks (HSNs). Given the sensitive nature of héh

information, trust is fundamental for them. The emeagence of
pervasive and ubiquitous computing environment and
overwhelming information available online is helpiry the
health social networking sites gain popularity at afast pace.
Health social networkers are willing to create, sha or retrieve

trustworthy health or lifestyle related information. Therefore,

it is essential that trust is stipulated and scrutiised to
understand how the users perceive healthcare, hoey decide
to interact with HSNs. This paper analyses externafactors

such as perceived information quality, perceived sgem
quality, perceived reputation and perceived trust gns which
impact the trust model for HSNs. In particular, ‘perceived

reputation’ based on the factor ‘who has recommende the

site’ is given an emphasis on this paper. It highiihts that
popularity of social networking sites is changinghe way trust
models have been defined in the past. This is becausocial
relationships created via social networking sites ra also
impacting on choosing the HSNs and how users are aing

health information on these platforms.
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sites; health social networks; trust model.

social networking

l. INTRODUCTION

The use of SNSs (social networking sites) has nade

substantial impact on the revolution of health cdigital

topic, they discuss their positive experience araiminally
recommend, validate and endorse the experiencehin
paper, we use the term ‘HIs’ (health infomediariés)
providers who provide unbiased health informatioline to
users, through which they have choice to make theddth
related decisions [4]. Another term ‘HSNs’ (hea#ibcial
networks) is used to cover social networking sitdgere
users search, self-track, discuss health andyligest fithess
related information [2, 5].

While there is an increasing trend in using the 4G3
search and communicate health information onlifes t
demand for high quality information has also beasimg [6].
At the same time, there is also a legitimate cander
security and privacy. The impact of social networks
healthcare is the subject of studies [5] and tlaeeeserious
concerns as the healthcare consumers rely on fiveniation
provided by the health related platforms such as HSNs,
Apps. Despite the warnings ‘not to use the inforomat
without consulting a health care professional’,stoners use
the information to make health related decisiorteréfore,
questions such as, ‘how do health consumers knaw th
platform is trustable and the provided informatisnwell
researched? Are the health social network site=s?S&fave
risen. Such platforms may have been created toigwov
information to facilitate sales of a product orvées [7] or
capture private information in exchange of peragikienefit
[3]. Trust plays an important role for healthcaoegumers to
reduce uncertainty in technology-mediated enviramr{t.

There have been many studies regarding trust on the
websites but only a few researchers have focusethen

communication. Health information is generally sourced health related online information. Among them, Sl

from health care professionals but an increasingbar of

Zahedi [4] suggested that the quality of informatand the

for the source or second opinion. Due to both g&Exe and
ubiquitous nature of ICTs (information and commatiian

platforms are very important to make their heaklcisions.
It has been argued that the trust would be morantebn the

technologies), the number of people sharing healti§ontent for health related information, than otfaetors such

information online and the number of social netviogksites
for health-related information is increasing [1]2,3ne of
the popular topics for people to participate andrstonline
is health-related information. Health informatiasn shared
with other users although personal health inforomatis
considered to be sensitive. It is one of the belsaracteristic
of human being that when we experience somethisgipe,
we tend to share with peers and recommend othens.
example, if we watch a good movie, we tend to renemd
this movie to our friends to watch. In a socialwmking
environment, when a user shares information onricpkar
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as how it is presented, HCI (Human Computer Interag
factors or the credibility of the platform. Lessagpity seems
to be given to the factor such as ‘who has recondeerhe
site for the particular health information or tochange
health related information’. Pew Research Centérhi@s
reported that 80% of Internet users in US have ddofor
information about health topics or similar heakbues they
Fare facing. It has also been reported that ovél03tspitals
have social networking sites which includes ovel0 70
Facebook pages [10]. However, due to the sengitweare of
the health related information, the health sociatwork
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users may disclose information and describe termghwv
could be misleading or misinterpreted. This celyaimeates
some challenges to the health social networkers.

This paper is a step towards a new trust moddHfsixs.
Section 2 defines HSNs and the risks associatdu tvm.
Section 3 focuses on trust and discusses its xital in
reducing those risks. Section 4 analyses exteraétiorfs
affecting a concept of trust. Section 5 propose®ew trust
model for health care recommendation systems. Hpemp
concludes with open issues and future work.

1. HEALTH SOCIAL NETWORKS ANDRISKS

Since SNSs have been gaining popularity, more §peci
purpose driven social networks have emerged intiaddio
the popular sites such as Facebook for generabpagpand
LinkedIn for career specific. Healthcare consumgrsth
professionals and consumers) have moved from dagrch
information online to sharing information and inctfa
interacting with other users within the platfornid]. They
are able to find other users in similar illnesseshealth
situations and interact with each other about tbefditions,
symptoms and treatments in the sites like Patigkdsle,

‘trust’ has numerous and diverse meanings. On & dai
context, ‘trust’ is a term with many meanings [15]rust is
an important lubricant of a social system”, becaiisean
enhance efficiency [16]. It has been shown howttassa
high level of altruism can increase efficiency adople
working together [17]. In general terms, trust is
relationship between the trustor and the trustee.thie
context of health information; the trustor is a Itreaocial
networker (healthcare consumer) and the trustélaeisiSN
platform.

Many researchers and scientists have defined and
categorised many different types of trust. Amongnih
Josang et al. [18] used Reliability trust and Diecigrust in
the context of health information. The measuremehnt
reliability trust is to provide the best healthated
information based on ability, knowledge, skills and
competence of the trustee (platform or informapowovider).

This could be determined by the credibility, quedifion and
history of successful stories or case studies pdeaki
Decision trust can be measured based on the aattiahs
the users take after getting exposed to the infooman the
platform. This could be influenced by the circumsts the
users are in, for example the urgency of the neednost

DailyStrength and many others [1]. This environmentimportantly who has recommended this platform.

provides great opportunities for healthcare consane be
able to connect and relate with each other [11hak been
reported that 23% of chronic health e-patients wéincer,
diabetes, or heart disease have searched for p#iEnts
with similar conditions [11]. Other studies such‘@sint of

Care’ Survey conducted by Wolters Kluwer Healtheisded

that the physicians have changed initial diagnojsatients
based on new information accessed online reso{t2gs

Many researchers emphasised the importance oéliniti
trust for users that attract them to visit a platfdor the first
time. Song and Zahedi [4] designed a trust moddl ot
only focused on the initial trust component for Ittreeelated
platforms, but the dynamics of trust revision as e of
loyal users. Time is important component on meagutriust
because the level of trust may increase or decmaseime.

Adams [19] focused on reliability issues in the tea of

With the increased number of healthcare consumeri@teraction of health consumers with information time
turning to HSNs for retrieving and sharing healthtechnology-mediated environment. More specificalfy the
information, the number of the users who rely or th quality of information (credibility and accuracynd the

information from these platforms is rising. It s the
potential danger of using the health informatiooomectly
by healthcare consumers in a short or long terre. ddgree

healthcare consumer’s behavior in terms of creating
exchanging and retrieving within social network
environment. Quality of information is not just aibeatings

of danger unequivocally depends on the skills and®f the health information available online [20], tbthe

knowledge of the healthcare consumers,
understanding of medical or scientific vocabulargd a
biomedical knowledge, to interact with the

HSN Reputation  building

such a&redibility of the content in line with the concejlf

reputation and a collective measure of trustwoetbén[19].
is prevalent within SNSs and

communities and other health related platforms [2]recommendation sites as these platforms provide the

BetterHealthChannel [13] has listed some of theeuiil
risks associated with health information online.e3é
include, wrong diagnosis, misunderstanding of meddic
jargons, self-medication may delay visit to the Ithea
professional and hence miss out on appropriatey eantl
appropriate treatment for the illness, a delay ncayse
serious complications or death, and may have uredlasitle
effects or interact with other medications.

Ill.  ‘TRUST AS A MAJOR FACTOR

Trust is a very complex phenomenon. There are manSP

definitions and studies of trust in many aspectdlivas.

opportunities to reach more consumers and fagilitiat
create, share and retrieve information online. ilmds$ight,
the reputation building process can be manipuléteaugh
pre-formatted templates, which could lead to sugsscific
products or services [19].

With the increased number of healthcare consumers
interacting on HSN platforms, more issues aboualéity
and trustworthiness will be encountered in makiegisions
for their health issues. In this paper, an existiugt model
for health infomediaries by Song and Zahedi [4kigewed.
addition to existing external factors, this mbdél be
altered to emphasize impacts of social influencehsas

Many experiments and surveys have been conductdd arfvho has referred to this particular HSN platforrh@ter on,

developed trust models accordingly. Yet there isimoersal
definition of trust that everybody can share arel ¢bncept
of trust remains elusive [14]. A simple reasontfat is that
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a new trust model is proposed.
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IV. NEWTRUSTMODEL FORHSNS

The model is based on the framework of TRA (Thexry
Reasoned Action) and conceptual trust model dedidpye

Song and Zahedi [4]. TRA has five main components.

‘external factors’, ‘trust beliefs’, ‘trust attited’,
‘intentions’, and ‘behavioural outcome’ [21]. Thesee
components lead to develop relationship betweernrttstor
(health social networker) and trustee (HSN platioamd the
relationship could be either positive or negatiVae five
components and the ‘relationship development’ steps
shown in the Fig. 1.

While making decisions, external factors assigiutine
the trust beliefs formation. This is what influeacéhe
formation of trust attitudes and then intentionsvaods
determining eventual behaviour such as whethecttoranot
on the information provided or extracted from th&MNH
platforms for their health issues. TRA considerat ttrust
beliefs lead to trust attitudes, and then they ldad
behavioural intentions and becomes behaviour [22].

The first three components from the TRA framework:
‘external factors’, ‘trust beliefs’ and ‘trust dtides’ are
further refined into a conceptual framework andveman

Fig. 2.
External Trust Trust Behavioral Relationship
Factor: Beliefs Attitudes Intentions QOutcomi Developmer
Figurel. Components of e-commerce exchanggamethip development framework [21]

External Factors

Trust Beliefs

Trust tities

Perceived

Information Quality .
eUnderstandability Trust Beliefs
*Relevance
*Usefulness . Abi|ity
Reliabillty * Benevolence +
Adequacy )
\ J * Integrity
Perceived / TI’USt.AttitudeS /
System Quiality Intentions to use
*Ease of Use
*Interactivity
( Perceived Risk Beliefs -
Reputation * Undesired consequences
—— * E?C””ty (+) Positive Intentions
erceived Trus * Privacy - .
Signs (-) Negative Intentions
Figure 2.  Conceptual model of trust [4]

The intentions to use health information or taket jpa
interaction or exchange of personal health inforomain
HSN platforms are derived through the level of tresthe
particular platform. If the intentions are positiaad the
experience turns out to be a favourable one, thifddead to
the development of a relationship with the HSN fplah
(trustee). Inherently, health consumer would likedyvisit
the platform and recommend the platform to oth@&lss is
where power of SNSs comes into play. In terms dfigg
the trust, the first impression or initial trustvisry important.
Through a good initial trust, the users will belind to use
and share health information within the HSN platfor
Therefore, social influence ‘who refer to the sitels a
critical role. Once the trust is established, theilebe more
interactions between the trustor and the trustesr time.
The level of trust is determined by the informatiguality
(credibility), system quality and satisfaction toettrustor
which will be developed over the time [23].

A. Perceived Information Quality

The measurement of information quality is evolvinith
the pervasive ICTs in the healthcare domain. Inrtioelel
we selected, perceived information quality has bieether
classified into the following sub-categories:

. Understandability:Understandability means clarity of
the information to the user. Medical and scientific
vocabulary could create challenges or users
understand. As long as the HSN platform is destfoed
the general public, the trustor needs to be cacdfthe

vocabulary used. There is always a danger thatsuser

may misunderstand the terminologies used.

Relevance Relevance refers to the appropriateness of

the information to the users. If the information is
understood, the users are able to verify whethés it
relevant to their needs. Medical
knowledge is important to understand the relevance.

or health related

. Usefulness Due to the sensitive nature of health
information, healthcare consumers are concernedtabo
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any form of digital communication. Perceived
usefulness (PU) of the extracted information infices
the trust beliefs to a positive territory and eweatily
influences behavioural intentions [24].

. Reliability: Reliability refers to the credibility of the
trustee and the accuracy of the information. & lroad
terminology and may well incorporate technical @&tpe
of the platform and health consumer behavior [19].

»  Adequacy Adequacy refers to the completeness and
references provided. Completeness means an extensiv

coverage of health-related information on the djeci
topic. This could portray as a sign of the commitine

of the platform to the users by providing unbiased

information and references.
Besides these sub-categories,
important factors to qualify health-related infotioa
quality such as timeliness, accuracy, clarity amais. They
are not covered in the model in the Fig 2.

B. Perceived System Quality

A study was carried out to determine overall satisbn
with system quality and information quality for ltea
information. It was reported that system qualitga(oility)
played a greater role than information quality e tstudy
[25]. Both perceived ease of use (PEOU) and pesdeiv

usefulness (PU) are basic ingredients to suppoé th

technology acceptance model (TAM), an informatigstam
theory which models how users accept and use adéay.
This theory later forms the trust antecedents thitions to
utilise the health-related information, as intendedhe time
of creation [26].

. Ease of useThe ease of use refers to the usability of

the HSN platform which will determine whether the

there are many other

integrity of the provider. The use of trust sigasecessary
to convince the users that they can trust the H&ifgom
and its information [4].

Deshpande and Jadad [20] provided five broad
categories to evaluate the quality of online health
information and depicted as trust signs:

¢ Codes of conduct (e.g.Australian Medical
Association),

¢ Quality labels (e.g., Health on the Net Foundation
[HONCcode]),

User guides (e.g., DISCERN Online),

Filters (e.g., intute.ac.uk) and

Third party certification (e.g., Hi-ethics, Utiliian
Review Accreditation Commission [URAC])

Overall, the external factors from the conceptuaddet
in Figure 2 influence the trust beliefs and ultietat
influence the HSN platform user’s intention to act the
information extracted from HSN platforms. If therpaived
information quality, perceived system quality, peéved
reputation, perceived trust signs and satisfactoe all
positive, the HSN platform users will come backaétrieve
and share health information in the HSN platforrd anfact
recommend to others [27]. Loyalty is critical tostin the
systems however these information tend to have deahp
effect as soon as the user receive the requiredniattion,
there is no incentive for them to come back. Therus
satisfaction is what makes the users loyal andmeoend
the system to others.

Intention of using the information extracted frommet
HSN platform is significantly relied on the urgenof the
matter, need and circumstances of the person dinkeand
the trust is crucial for these circumstances. Frdrme
conceptual trust model, the impact of the extefaators,

users want to spend time on it. Perceived eases®f Ugpecifically the influence from the third party beson who
(PEOU) influences the perceived usefulness (PU).  has recommended visiting the HSN platform, will be

» Interactivity Interactivity refers to the web features thatresearched further. This factor is very dynamic aedy
ease the user's experience for the search andtjaden complicated to measure as these variables wouldigeha
even personalize the information based on the BearGrom case to case.

criteria.

C. Perceived Reputation

The term reputation can be defined as the sodiakince
of trust, which can be referred as social exchahgery that
define one party’s reputation based on a thirdyfmgbility
to tell stories about its trustworthiness. The trm
‘reputation’ and ‘trust’ are strongly linked to éaother.
Reputation is usually influenced by the past behaviA
repeated visit and prior positive experience of lthea
consumer with the platform denotes the perceivpdtegion.
Any good or bad experiences or result is easilyutated via
social networking sites instantly. It is even mdargortant
for health-related information to be distributedté if more
people to get benefit or protect from.

D. Perceived Trust Sgns

Trust signs are used to reassure the healthcaseiicens
that there are no risks associated with HSN platfoto
interact to or retrieve information from and reirdfe

Copyright (c) IARIA, 2013. ISBN: 978-1-61208-280-6

V.

The conceptual trust model analysed external factor
which affects trust in the health information ahe health
related platforms. However, in this research, waifoon the
perceived reputations, one of the external factarsl
specifically, impact of ‘who recommended the platioor
information?’

Since the explosion of social media, more infororafs
being shared online. The social behavior of hub&ng has
been replicated in social reviews sites or recontagon
sites by allowing more users to interact and shhesr
experiences in an unbiased environment. Dependinghm
recommended the health platform or information fter
users have tendency to follow through better. I& th
experience is good and satisfied during the prodheyg will
tend to continue to use and recommend to othetbefur
Based on this, a new trust-based model for dynamic

PROPOSEDMODEL
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healthcare recommendation system is proposed amsino
the Fig. 3.

This model has 3 steps. Firstly, users or patigvilis
have some preferences (criteria) while searchinghéalth-
related information or healthcare providers. Thieda such
as location, symptoms, age, specialist, availgtilitd others
are used. Based on these criteria, a system waoaldde a
list of health-related information or providers. &t one in
the list to use in this information overloaded age?

Because people tend to rely more on recommendatio Sformation

from people they trust, we would evaluate trushimittheir
own social networks which can help to sort outlisiefrom
the previous step. The trust is what would infllehow and
what information is going to be used by the us€here are
many ways to evaluate trust within SNSs. The evalnaf
trust in our research will be done by analysingdtiength of

relationships among users in the social networke Th

influence is directly proportionate to strength
relationships. Analysis of similarity in the contéx another
element we will focus on, such as symptoms, siflect,
and behaviours among the users. In addition, inflaecould
also be determined by how knowledgeable the trustéiee
specific healthcare area is. If the person is gredxn the
area, his/her opinion will be given more priority lthe
trustor. Analysing these information, a trust valueuld be
generated. Based on the trust value, the heathniation or
the healthcare provider would be selected.

In some cases, the users or patients are ableifg tree
information (or provider) further with the existingnline
information (crowdsources) to assure that the #dion is
trustworthy. It is the last step of the proposedieipwhich
is an alternative, because the information may bet
available for all information (or providers).

This model accommodates the users’
(criteria) and users’ trust within their own netkdo be able
to filter through to the best possible result whdeking for
health-related information or healthcare providers.

1. Selection of User Criteria

-
User ﬂ

2. Trust Evaluation of Users

s |||

3. Verification with Crowdsources

Recommended List

—> One way flow of information

Health
Information or
Providers’

Profiles

I usersteps
O userProfiles and List of Health Professionals or Information
(7] Trust metrics from User action

<—> Two ways flow of information
T—) One way flow of information

Figure 3. Proposed Model
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VI. OPENISSUES ANDFUTURE WORK

SNSs are open platform for communication and they
provide a meeting place to create and share expesein
life. Users share information with each other ie BNSs,
regardless of whether knowing or not knowing thenate
user, which provides both opportunities and chakesnfor
sensitive health information. How do we know the
information publicised on the HSNs or shared in 8MSs
are accurate? Not only content but also the soafcthe
is very important. The search enginasnot
provide whether the source is trustworthy or noust has
been regarded as one of the major factors the usessder
in the process of searching and taking actions ealtin
related information. Yet, it is very subjective determine
the trust value as it is extremely dynamic and gbkan
quickly with many dependent variables such as time,
situation, knowledge, experiences and many others.

In the future work, we will focus on the impacté o
health social networks to the trust model and teshe
hypotheses to prove the significance of the impaatghe
model in specific health care areas such as deatal We
will divide trust into internal (local) and extetnélobal)
trust factors. Internal trust is generated withinszr either
through existing relationships in their network tbhrough
their sharing experience in a particular HSN. Ehdétrust
will be through existing ratings and review sitdmuat the
health information online. Impacts of reviews and
recommendations in conjunction with own level afstrto
the health platform and a particular informationvider as a
trustee will be studied further in the domain.
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