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Abstract—In a variety of research areas the requirements for
good scientific practice demand a proper long-term archiving
of the data produced and handled throughout scientific pro-
cesses. While the documentation was traditionally written in
paper-based laboratory notebooks, the increasing amount of
digital data and corresponding metadata has led to the devel-
opment of electronic laboratory notebooks (ELN). To ensure
the integrity and authenticity of the data special mechanisms
have to be established while being stored in the ELN and digi-
tal archives for several decades. As different research areas use
individual scientific tools in their processes, this paper de-
scribes a generic data verification system to enhance the prov-
ability of data and the corresponding metadata. The system
was implemented using a Web service that uses multiple in-
gress, verification and egress modules. By using the Web ser-
vice presented in this paper, the provability of scientific data in
digital archives is profoundly enhanced. By automatically
evaluating the probative force of the data and metadata and
adding the system’s digital signature as a result, the provabil-
ity can be ensured by a separate third party that is trusted on
the side of the ELN operator as well as the scientific communi-
ty and jurisdiction.
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l. INTRODUCTION

The amount of data that is generated and processed in
scientific processes has been continuously growing [1]. Ma-
jor drivers behind this trend are large scientific experiments,
e.g., the LHC at CERN, which produces an immense volume
of large-scale data. On the other hand more and more scien-
tific institutions and funding organizations have issued
guidelines for safeguarding good scientific practice that rec-
ommend a proper long-term archiving of the scientific data
that led to published results. Besides protecting the bit
stream, these practices also require a certain amount of com-
pliance regarding the scientific process to ensure the long-
term comprehensibility of the data. In this paper we intro-
duce a solution that is able to enhance the provability of data
being ingested in a digital archive by evaluating the metadata
and checking the consistency. Results of the evaluation are
logged and a model to quantify the verifiability and provabil-
ity of the data (regarding the integrity and authenticity within
the scientific process) is being presented in this paper.
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To allow the integration with different scientific process-
es, tools and especially electronic laboratory notebooks
(ELN) the solution was developed as a modular Web service.
Different digital archives can also be connected to the Web
service using specific modules. State of the art digital signa-
tures are used to verifiably sign the evaluation results and to
protect the provability in the connected archives. Besides the
automatic verification and evaluation of metadata, where
appropriate and possible, the system also checks digital sig-
natures and timestamps that were generated by the scientist
or archivist before being sent to our system.

In Section Il, we give an overview on data in scientific
processes, from the generation and processing up to publica-
tion and archival forming a scientific data lifecycle. We also
give references to related work and related projects that fo-
cus on scientific long-term archiving, scientific provenance
and provability of scientific records. In Section Ill, we de-
scribe the model that we developed to measure the probative
force of scientific data and measures that we use to protect
the authenticity and integrity of data while being stored in
digital archives. Modules and the applied mechanisms that
measure the probative force are described in detail in Section
IV. The result from the data verification performed by these
modules is quantified, classified and signed using the tech-
niques described in Section V. In Section VI, we conclude
our findings and discuss their impact on the scientific pro-
cess as a link to future research.

Il.  ELECTRONIC DOCUMENTATION IN THE RESEARCH
PROCESS

Documenting research digitally in ELN is not only a fad
or de rigueur but state of the art practice in many fields of
research [2]. Slowly ELN will replace the traditional lab
journal made out of paper [3]. Their implementation into the
research process presents challenges to scientist, research
facilities, universities and technical staff [4]. This holds es-
pecially true for its seamless implementation into the re-
search process and scientific data lifecycle.

A. Scientific Data Lifecycle

An assessment of the research process in general is diffi-
cult since it is highly individual and differs from scientific
branch to branch and researcher to researcher. The quantity
of different ELN available on the market [5] shows how dis-
tinct the methods of different scientific branches are. Still the
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scientific process flow may be roughly divided into five
phases. At the beginning the experiments are planned on the
basis of theoretical considerations and their set parameters
(design). On this basis experiments are performed and then
evaluated (implementation and processing). In the course
this, effects are discovered and results are documented and
thus serve oneself and others, possibly by subsequent publi-
cation (analysis and publication). Finally, the gathered data
and results have to be archived so that they can be used for
later reuse or for presentation (archiving). In relation to the
origin, use, storage and reuse of the processed data we speak
of the scientific data lifecycle [6].

B. Related Work

The law concerning record keeping in scientific research
processes is spread among many statues and is diverse. It
changes from jurisdiction to jurisdiction. Specialized work
into the provability of scientific records is rare. Related work
usually refers to specific scientific fields. Charrow [7], for
example, covers the complex laws and generally accepted
procedure that relate to biomedical research in the USA. In
this paper, we will discuss the legal provability of ELN in the
most universal and abstract way possible.

Improving the secure long-term archival of digitally
signed documents is still a challenge [8]. Solutions not only
depend on the available technology but also on the law of the
applicable jurisdiction [9]. To record all past versions of sci-
entific data, versions of the database should be preserved in a
continuous fashion [10]. We will expand on this research and
apply its findings to stored scientific research data.

The provenance (also referred to as the audit trail, line-
age, and pedigree) of electronic scientific data should contain
information about the process and data used to derive it. It is
documentation that is key to preserving the data, to deter-
mine its quality and authorship and to reproduce as well as
validate the results [11]. These are all important parts of the
scientific process and scientific metadata and can be circum-
stantial evidence to the authenticity and integrity of electron-
ic research data. There are strong arguments to preserve
metadata for legal evidence as a regular practice [12]. We
seek to create a viable solution for (automatically) creating,
archiving and utilizing metadata that is generated in the sci-
entific data lifecycle.

The challenge is to record uniform and usable prove-
nance metadata that meets regulatory needs while minimiz-
ing the modification burden on the scientist and the perfor-
mance overhead on scientist and system [13]. Minimizing
setup and maintenance costs by automating the database de-
sign, data load, and data transformation tasks helps to seam-
lessly integrate an ELN into the research process [14]. Cur-
rent ELN offer little or no direct support for “scientist-
oriented” queries of provenance information [15]. We ad-
dress this with our automated weighting and classification
model.

I1l.  DESIGNING A SYSTEM TO IMPROVE THE PROBATIVE
FORCE OF SCIENTIFIC DATA

Any system for the electronic documentation of the re-
search process and its data should be designed with the goal
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to ensure the legal provability of its content. As opposed to
the scientific provability of theories by means of experiments
or empiric studies, which design and scope always depends
on the subject matter and the branch of science and relies on
peer review, the need for legal provability stems from the
concern of the scientist to prove his results not only to other
scientists but also to other people and institutions, e.g., in a
court of law. Reasons for this are manifold [6]. For example,
a scientist could be accused of scientific deception [16] or
scientific fraud [17]. If the data he presented is questioned,
he will want to show, that the data was not invented, alter-
nated, falsified or parts of it suppressed, in order to exonerate
his credibility and exculpate himself from any wrongdoing
or even criminal liability.

A. Digital Signatures and Timestamps

To authenticate an author of electronic research data and
evidence the integrity of the record, certain kinds of digital
signatures can be used. These digital signatures (i.e., ad-
vanced electronic signatures) are data in electronic form,
which are associated with other electronic data and serve as a
method of authentication. In order to have probative value,
they must be uniquely linked to the signatory, be capable of
identifying him and be linked to the data to which it relates
in such a manner that any subsequent change in the data is
detectable. Many countries have adopted rules to the legality
and evidentiary value of digital signatures (see [24] for a
comprehensive but not complete list; see also [18]). Within
the EU, for example, the rules have been harmonized by Di-
rective 1999/93/EC of the European Parliament and of the
Council of 13 December 1999 on a Community framework
for electronic signatures. The rules therein had to be adopted
by all EU Member States. They ensure that mutual legal
recognition of qualified certificates and electronic signatures
from third countries is applied if certain reliability conditions
are met.

The Directive defines different classes of electronic sig-
natures. The main provision of the Directive states that an
advanced electronic signature based on a qualified certificate
created by a secure-signature-creation device satisfies the
legal requirements of a signature in relation to data in elec-
tronic form in the same manner as a handwritten signature
satisfies those requirements in relation to paper-based data
(for convenience this type of signature is usually called a
“qualified signature™). It is also admissible as evidence in
legal proceedings.

Qualified signatures are recognized by procedural law in
many EU-Member states and, due to their origin from a
known, trusted party, which is monitored by a respective
EU-Member state, of high probative value in a court of law.
Therefore the integrity of an electronic document signed with
a verifiable qualified signature can be proven as well as its
authenticity. In the context of research data, a scientist can
evidence that his electronic records originate from him and
have not been altered since the last time he has signed them
with his qualified signature. But in addition to that, a scien-
tist will want to show that his data has not been altered since
a definite point in time. This could, e.g., be the date of rec-
ord, the day of the experiment, and the date of archival.
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Figure 1. Modules of the BeLab Web Service

Later modification and falsification of electronic records
can be ruled out by using trustworthy digital timestamps.
According to the RFC 3161 standard, a trusted timestamp is
a timestamp issued by a trusted third party (TTP) acting as a
Time Stamping Authority (TSA). It is used to prove the ex-
istence of certain electronic data before a certain point with-
out the possibility that the owner can backdate the
timestamps. The newer ANSI X9.95 standard for trusted
timestamps expands on RFC 3161 by adding data-level secu-
rity requirements that can ensure data integrity against a reli-
able time source that is provable to any third party. Both
standards can be used to create trustworthy timestamps that
cannot be altered without detection and to sustain an eviden-
tiary trail of authenticity. This holds especially true, if the
TSA uses legally recognized digital signatures for his
timestamps, like qualified signatures.

B. Evidentiary Value and Classification

A trail of authenticity, like a complete chain of evidence,
is in the context of scientific research data a means to show
that no scientific deception or fraud has been committed. To
do so, the scientist wants to be able to prove that no data has
been altered or falsified since recording it and no data has
been suppressed. It is therefore advisable to ensure data in-
tegrity and authenticity as early as possible in the research
process. The later the archival of research data, the greater is
the possibility that the data has been tampered with before
any kind of security measure like a digital signature or
timestamp has been applied. Both, early application of digital
signature and automation of the signing process are evidence
for the integrity of the data [19].

But still: A general assessment of the evidentiary value of
an electronic document is difficult to near impossible. The
evidentiary value (i.e., probative force) always depends on
the individual case: Who bears the burden of proof, i.e.,
which party needs to prove an assertion of fact, and whether
the offered evidence is at all suitable to prove the fact [20]?
In order to prepare for the eventuality of a legal dispute, the
user of electronic records should assess their probative value.
It is crucial to know how the authenticity and integrity of
electronic documents can be proven and how this can be
sustained [18]. Therefore it makes sense to give the user a
comprehensible system for evaluating the authenticity, integ-
rity and security of the dataset at hand. Such a system should
classify the evidentiary value of data based on the data for-
mats, the metadata collected and the kind of digital signa-
tures used. Through the classification the scientist receives
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an indication of the degree of evidentiary value and potential
risks of long-term archiving and preserving his research data
or ELN.

C. Data and Metadata Model

As described in Section Il, several different tools and
ELN are typically used to manage data in scientific process-
es. Even in single scientific processes of a specific research
area we found multiple ELN, and ordinary applications, e.g.,
Microsoft Office, being used together with custom software
solutions, i.e., for data analysis. To support these data
sources we implemented a Web service (called BeLab) that
offers a generic input interface. Figure 1 depicts the modules
and data processing to analyze and preserve the probative
force of scientific data. By using HTTPS the confidentiality
of the data transfer is protected.

After the authentication and authorization of the data
transfer originating from the ELN (based on the user of the
ELN or the ELN as a whole), metadata is extracted from the
received data and stored in a container that is used during the
subsequent verification and classification of the probative
force. We chose an existing implementation that offers an
extendible (XML-based) metadata container encoding &
transmission mets standard. The ingress modules build up a
TAR file of the data to be archived. By using a common
standard the ELN can use a unified way to describe metadata
information for the archived data.

The result of the execution of the verification modules,
being stored in the model, is quantified in the classification
module, which is explained in Section V. To protect the clas-
sification of the probative force the system signs the classifi-
cation result using a digital signature. Finally the BeLab sys-
tem offers a generic output interface, which supports differ-
ent egress modules to digital archive systems that preserve
the bit stream and the long-term interpretability of the data.

D. Archive systems

Multiple archive systems can be connected to the BeLab
system by implementing specific egress modules. The im-
plementation of the BeLab system also allows the combina-
tion of multiple archives, i.e., to ensure redundancy and fault
tolerance across the archives. Typically these measures
against bit stream errors or manipulation of the stored data
are already addressed within the long-term archive system.
An example for a standard that implements such a mecha-
nism that uses digital signatures and digitally signed
timestamps is described in RFC 4998 as long-term archive

114



ICIW 2012 : The Seventh International Conference on Internet and Web Applications and Services

and notary service. Archive systems that are receiving data
from the BeLab system can verify the digital signature of the
BeLab system in their ingress interface or during a cyclic
refresh of the long-term archived data. The egress modules
of the BeLab system serialize the data being stored in the
BeLab model as described in the previous section and trans-
mit the data to the archive.

IV. AUTOMATIC WEIGHTING MODULES

As described in Section I11.C, the probative force of the
data being submitted to the BelLab system is processed and
stored using a unified model inside the BelLab system. In-
gress modules supply the data to be archived and associated
metadata using a TAR file that includes a mets XML file
containing the metadata. To enhance the quality of the auto-
matic verification of the data and metadata carried out by the
BeLab system, an additional metadata extraction is per-
formed before the execution of the verification modules.
This also allows the selection of the proper verification mod-
ules that support the specific data or metadata format or con-
tent. Furthermore by comparing the results of the metadata
extraction to the supplied metadata an initial consistency
check of the submitted data is performed.

A. Integrity by Checksums

The metadata contains unsigned hash value of each file in
the archive file, as described in Section Ill. To ensure the
integrity of the submitted data the checksum module calcu-
lates the hash value of each file again and compares it to the
value that was received from the ingress module. In order to
use the same algorithm to calculate the hash value the algo-
rithm name is specified in the mets container.

B. Integrity and Authenticity by Digital Signatures

The checksum module as described in the previous sec-
tion does not suffice to ensure the integrity and authenticity
of electronic documents. As described in Section I11.A, digi-
tal signatures, i.e., based on a X.509 certificate, are needed to
ensure the authenticity of the document. Some computer
programs, e.g., Microsoft Office, OpenOffice and Acrobat,
offer the opportunity to sign the corresponding document. In
these examples the signature is integrated in the file format.
Other programs, e.g., Cryptonit, offer the possibility to save
the signature in a separate file. In this way it is possible to
sign electronic documents which do not offer the integration
of signatures. Before archiving signed data, the electronic
signature and corresponding certificates should be verified.
Therefore the BeLab system implements specific modules
which are designed to support different signature standards,
i.e.,, PKCS#7 and XML-DSig.

1) Embedded Digital Signatures

The digital camera from the company Kappa optronics
GmbH [25] which can be used to collect data samples in
scientific processes, offers the opportunity of electronically
signed images. Therefore, the image will be signed before
the data will be transferred to the computer that the camera is
attached to. Using the software included with the camera
different file formats can be selected, e.g., jpg, gif or bmp.
The signed images have a data format that was developed
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especially by Kappa optronics GmbH. The verification mod-
ule that makes it possible to check the signature has to un-
derstand this specific format.

Hence a specific (Kappa) module was implemented for
the BelLab system. The file format is based on three parts
which contain the image data with header information and
custom content, the signature and the public key to decrypt
the signature. In the first step the Kappa module calculates
the hash value based on defined data range. After the signa-
ture decryption both hash values will be compared to verify
the signature.

In contrast, the integration of signatures in PDF is based
on PKCS#7. So, a corresponding weighting module can use
frameworks which are already developed such as Bouncy
Castle Crypto API [23]. With this framework it is possible to
verify digital signatures based on PKCS#7 which can be
used in the PDF weighting module. This module also allows
an automatic verification of the integrity of the data, validity
of embedded certificates and optionally contained signed
timestamp [21].

Additionally a module was implemented that allows us-
ers to verify XML-DSig signatures [21]. This kind of signa-
ture is used, for example, in the OpenOffice file format. To
verify the signature the Bouncy Castle Crypto API was used.
The OpenOffice file format is based on a zip archive file.
Hence the archive needs to be unpacked to verify the signa-
ture. The OpenOffice module unpacks the archive with the
given structure and verifies the signature. Even though the
verification of signatures based on PKCS or XML standard
can be handled in a uniform manner individual modules are
needed.

2) External Electronic Signatures

External digital signatures are typically based on a uni-
form standard (PKCS#7). Therefore a single module was
implemented to check for each file whether a corresponding
signature file has been supplied. The signature file has to
match the file name and must be placed in the same folder as
the associated file [21]. If an external signature has been
found the module starts the verification, as described in Sec-
tion 1V.B.1).

C. Sequence Detection and Workflow Verification

Digital cameras produce images that are usually named
on the basis of a sequential number. These numbers can be
used to automatically verify the completeness of a received
series of images. One or more missing files can be interpret-
ed in two ways: The owner might have forgotten to submit
all files or he might have been trying to alter the series of
images [21]. For whatever reason the files are missing, the
proprietor of the ELN should be informed about it, as this
might have an impact on the probative force of the data.
Therefore the corresponding weighting module should take
the sequence detection into account [19].

The implemented module works in two steps: First it
checks whether or not a series exists. Therefore all numbers
in the provided filename will be removed. After that the re-
maining part of the filename will be compared with the other
results from previous filenames. If there are more than x
identical designations a new series of files, e.g., images, is
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found. The value x can be set individual by the user. If a
series of images is found the module checks the complete-
ness in a second step. First, the lowest and highest number of
the series has to be determined. Next the series can be ana-
lyzed whether or not an image is missing. All steps of the
sequence detection will be noted in a log [21].

V. CLASSIFICATION MODULES BASED ON LOGGING
MECHANISM

Not all implemented verification and weighting modules
are suitable for each file format. The right modules must be
selected based on the corresponding file type. Therefore a
specific module, that is able to determine the data format,
was implemented [21]. As described, there are dependencies
between different modules, meaning that some modules need
the result of another module and should be executed in the
right order. The module for determining the file format
should be executed first.

For each module a value (index) can be defined which
indicates the order of modules. In addition, there are other
conditions for selecting a module, e.g., dealing with file ar-
chives or separate files. These conditions can also be defined
in the weighting module definition.

A. The Verification Result as Log

Due to the modular approach of the BelLab system, the
result of a weighting module should be flexible [22]. There-
fore, the result model of the verification was implemented as
a log which can include different results [21]. Each entry
consists of three values: key, content and type of content.
The key element defines the validation being executed, the
content element includes the result of this validation, and the
type element declares the data type of the result. For each
module a set of keys is defined. For example, the module for
embedded signatures, as described in Section 1V, defines the
keys: “signature found”, “signature verified” and “signer”. In
this case the type of “signature found” and “signature veri-
fied” is Boolean and the type of “signer” is String.

Each weighting module can produces any number of log
entries. More than one module can analyze one file. The re-
sult is a list of logs which is stored as a tuple of filename and
result. The complete verification and logging process is
shown in Figure 2.

B. Log Analysis to Determine the Probative Force

The coordination of the verification process is performed
by a validation controller. First, the controller chooses the
right weighting modules for the evaluation of the whole ar-
chive, e.g., the sequence detection module, as presented in
Section IV. Appropriate modules are chosen by the corre-
sponding file format after that. When the validation process
is finished, the coordination of the classification process is
performed by a separate controller. This controller chooses
the classification modules the same way as the validation
controller does it with the weighting modules. This ensures
that each result of the verification is taken into account in the
classification process. The goal is to map the results of the
verification regarding the degree of probative force, the suit-
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ability for long-term preservation and the degree of secure
(i.e., consistent) data generation.

The probative force is primarily determined by the use of
digital signatures and digital timestamps. For example, if the
embedded signature module, as described in Section 1V, has
found a signature, the corresponding classification module
would check its validity based on the result of the embedded
signature module. If it is valid the module checks the specific
kind of signature in a second step. The result is a value from
B1 standing for “no signature” to B6 the highest qualifica-
tion based on the qualified electronic signature, as described
in Section 111 [22].

The suitability for long-term preservation is based on the
file format. Because there is no unambiguous approach to
define the qualification there are some roles which can be
used. For example, the complexity of the file format, the
usage of open standards in an index for the suitability of a
data format. In this case the result of the classification is L1
(inappropriate), L2 (appropriate), L3 (recommended) and
can be understood as a recommendation, meaning that the
BeLab system does not require specific file formats to sup-
port individual formats used in scientific processes [22].
However, the data container described in Section 111 must be
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Figure 2. Verification process according to [21]

The degree of the secure data generation can be associat-
ed with the completeness of data [21], as shown in Section
IV.D, or with the knowledge about the weighting modules
used in the analysis phase. The completeness of data, for
example, a series of digital pictures, indicates the integrity of
this data and the scientific process. A stronger indication are
electronic signatures which were used in the data generation
phase [19]. For these signatures a corresponding weighting
module, as shown in Section IV.B and classification module
can be implemented. If the signature is valid, a secure data
generation can be assumed. The BelLab system distinguishes
the values S1 (insecure data generation) and S2 (secure data
generation).

In fact, more than one module classifies each file result-
ing in different weighting modules being involved. Hence a
mechanism to merge the classification results was needed.
Initially, the final classification result is set to undefined (u).
So, the classification for one file and the three categories, as
described above, starts with a tuple <u, u, u>. If a module
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classifies a file, the result is another tuple, for example <u,
B6, u>, meaning that the degree of probative force is set to
the highest level of security and the other categories are un-
defined. These two results are merged by comparing each
value of the three categories separately. If one of the values
is undefined the defined value is preserved. In case both val-
ues are set, the lower value is taken. This way, a manipula-
tion to a higher classification by a user is prevented.

All results of the weighting modules, the result of the
classification process and eventually detected errors during
the manufacturing process, are documented in a copy of the
metadata. Finally, the metadata file and hence all included
data (whether it was already signed or not) is signed by the
BeLab system to ensure the integrity and traceability of the
BelLab process. In addition, if multiple digital signatures for
different documents were used, the verification is central-
ized. To do so, first the checksums have to be verified by the
checksum module, as described in Section I1V. Subsequently
the signature of the metadata has to be verified, to ensure the
integrity of submitted data.

VI. CONCLUSION AND FUTURE WORK

By using ELN for the documentation of the scientific
process, all data can be administrated centrally. Measures for
the integrity and authenticity for paper-based laboratory
notebooks cannot be transferred to the electronic documenta-
tion easily. By using the BelLab system, it is possible to en-
sure the integrity and authenticity of electronic data before
the archive process. Using the developed weighting modules
the needed data analysis can be executed automatically and
without disturbing the scientist during his work. Additional-
ly, the scientist gets useful information from the BeLab sys-
tem during the archive process, i.e., about the suitability of
the used file format. As the results from the evaluation of the
BeLab system are stored in the attached digital archive, they
can be used subsequently to prove the authenticity and integ-
rity of the data. In Section IV.B.1), the example of a digital
camera being used in scientific processes was given. One of
the next requirements will be to support more measuring
instruments and the validation of their data, e.g., using exist-
ing Web services.
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