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Abstract— Global Positioning Systems (GPS) are incredibly
commonplace in daily life. Examples include fishing vessels,
aircraft, cars, and even mobile phones. Currently, civilian GPS
signals are transmitted in plain text on known frequencies. Due
to the lack of security and obfuscation, there have been many
experiments proving the ease and dangers of GPS spoofing and
jamming. However, most of the analysis in the past few years
has focused on vehicles rather than the devices everybody has
and uses daily: smartphones and tablet devices. Spoofing these
devices through satellite defined radio as well as applications
will show the biggest vulnerabilities in these systems. As of now,
there is no clear evidence of one Operating System (OS) being
more secure than another or what types of applications are most
susceptible to hacking. In this paper, we analyze the
effectiveness of different spoofing methods on various
commonly used applications. This analysis will determine
whether iOS or Android is easier to spoof by comparing the ease
and effectiveness of these spoofing methods.
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I. INTRODUCTION

Several famous cases of GPS spoofing and jamming have
come out in the past decade. Vehicles such as military drones
and mega yachts [1] alike have been hacked into going to an
unintended location using vulnerabilities in their navigation
systems. With an increase of devices using GPS and location-
based services, the severity of false locations will only become
more widespread. While it is easy to see why a person would
spoof another, whether it be to draw them to a remote location,
land their equipment on another’s property, etc., what many
people overlook is why someone would spoof their own
signal. Fishing vessels do it to fish in restricted waters, drone
users do it to fly in unauthorized air space, and media
consumers do it to access region-blocked content. Whatever
the reason for spoofing, the intent is malicious. Right now,
GPS messages for the public are called Civilian Navigation
(CNAV) messages [2]. These civilian navigation messages
have a warning that they should not be used for safety-of-life
or other critical purposes until they are declared safe by the
government. Even the government sees clear flaws and
vulnerabilities in the current system. They are producing new
types of messages regularly to improve GPS systems,
however, for something that is used so much in many devices,
it should be a top priority to make secure and robust. Many
sectors of the economy and life rely on GPS [3]. A forced
landing of a US drone by Iran is discussed in detail in
“Susceptibility of GPS-Dependent Complex Systems to
Spoofing” [3] that was performed despite the encryption and
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protection of military GPS. Others have tested spoofing in
different types of scenarios, such as with car GPS devices in
“A Practical GPS Location Spoofing Attack in Road
Navigation Scenario” [6]. This analysis has a different set of
challenges to overcome. Unlike a boat, that has a wide open
sea, cars will notice if their GPS directs them to drive off the
road. For this setup, a car has to actively follow another car
and make small changes to the route as it travels. While
unique, it is just one of many examples of practical GPS
spoofing that can affect an average person. Unlike the
analyses of the papers just mentioned, our work goes more in-
depth into mobile OS spoofing. Multiple spoofing methods,
as well as applications, will be compared to prove where the
biggest security flaws are.

The rest of the paper is structured as follows. Section 2
will go over the technical aspects of how location and time are
calculated from GPS signals as well as the process of spoofing
a GPS receiver. Section 3 will discuss similar works that act
as a proof of concept for mobile GPS spoofing. Next, Section
4 will go over how the experiment and analysis will be
performed. It will also include details on the software and
hardware that will be used. Section 5 will present some
preliminary results from what has been done so far. Finally,
Section 6 will list some conclusions that can be drawn at this
stage and how future experiments can build off of this work.

II. TECHNICAL BACKGROUND

The basic concept of how GPS spoofing works is simple.
Normally, a receiver is connected to several satellites, as
shown in Figure 1. The spoofer sends out a weak signal that
becomes more and more powerful until it overtakes the signals
from the satellites. Once locked to the receiver, false signals
can be sent to the device to make it think it needs to change
course to correct itself. The light blue line in Figure 2 shows
the course the device or vehicle was supposed to take, and the
solid line shows where it actually ends up. Whether it be a
drone, boat, car, or phone, this concept is the same.

A basic understanding of how the GPS signals are sent and
received is also needed to understand how spoofing works.
Figure 1 does not have a random number of satellites. At any
given time, a receiver is using signals from four different
satellites, as shown. Each of these signals is processed with a
delay for the time it takes for a signal to get from the satellite
to a receiver. The delay is calculated with the individual
signals to coordinate time and position. The calculations are
as follows:
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Figure 1. Phase 1.

Delay; * C = Path;

(1)

(T; — Ty) = C = Position(sat;) — position(RX)  (2)

(T + Dy —Ty) *C = Pos(xy,y1,21) — Pos(xz,y,z) (3)

(T + Dy —Ty) * C = Pos(xa,y2,20) — Pos(z,y,z) (4)
(T + D3 —Ty) * C = Pos(x3,ys3, 23) — Pos(xz,y,z) (5)
(T + Dy —Ty) * C = Pos(xy,yy,24) — Pos(z,y,z) (6)

The x, y and z variables with number subscripts represent
the coordinates of the satellites, while the x, y and z without
subscripts are the receiver coordinates. Modifying these
signals with the expected delays is what allows a GPS device
to be spoofed. The delays are all the D numbered variables in
the equations. TO is the initial time of the request while T is
the current time. All that is needed to know about C is that it
is a constant. As pointed out by [4], the proper delays are the
most difficult part of GPS spoofing. Producing GPS signals is
not that hard, but getting them to transmit with the proper
delays to represent both the movement of the satellites and
rotation of the earth is the key to a successful spoof. The four
equations (3)-(6) are combined to get an accurate reading of
the receivers location and time. All equations are taken from

[4].

III. RELATED WORK

Some groups have tried and succeeded in spoofing cell
phones and other mobile devices after overcoming the signal
delay problem. [4] failed at this at first citing the problem of
the Doppler effect. Once this obstacle is overcome and the
mobile device is receiving the spoofed GPS signals is where
this analysis starts to differ. Instead of testing Satellite Defined
Radio (SDR) spoofing on several devices, it will be tested on
two devices of similar specifications alongside a different type
of location spoofing. These two different spoofing methods
will be tested on a variety of applications including Snapchat,
Tinder, Poke mon Go, and more. While there is published
research about spoofing the location of a user in Poke mon Go
[5], the paper does not delve into how these methods work on
other location-based applications. There still remains the
question of whether other applications are already able to
detect this spoofing and if so what makes them different. Also,
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the methods they try do not include SDR spoofing. The
authors fail to mention whether this was out of the scope of
their analysis or seemed too difficult to implement, but it is a
valid method of location spoofing all the same.

IV. METHODOLOGY

Many mobile applications use the location of their users
for some purpose. The objective of this analysis is to see
where these location-based applications are most vulnerable
and on what platform. The two spoofing methods used will be
SDR, where a signal will be transmitted to the tablet, and
spoofing applications that alter the location on the tablet. Most
researchers until now have focused on falsifying signals and
transmitting them to phones, small drones, GPS receivers, etc.
So, while there is a proof of concept for spoofing mobile
devices the results of this analysis should provide a deeper
understanding of how they affect the applications that people
use and could disrupt their daily lives. The process by which
the analysis will go is as follows:

1. First, the spoofing device will be set up, ready to
transmit a signal and the spoofing applications chosen

2. It will then be confirmed the devices are receiving the
false GPS signal from the spoofing device

3. The testing applications will be set up and used while
the spoofing is taking place

4. All results will be recorded and analyzed

A. Devices

Testing will be done on two tablets using false GPS data.
One is a Nvidia Shield K1 while the other is a 32GB iPad with
Wi-Fi. Having two unique and distinct operating systems, i0S
and Android, will allow for comparisons on which one, in
general, is easier to spoof through applications and/or SDR or
if they are similar. It is possible the architecture of one OS has
a key vulnerability, in the way they receive and calculate GPS
signals which the results should determine. The device
generating the signal for the spoof is a HackRF, one capable
of operating frequencies from 1 to 600 MHz. It is USB
powered, plugging directly into a computer. As seen in Figure
3, the left side is used to attach an antenna for better reception
and transmission while the right side has connector options for
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Figure 3. HackRF One.

clock input and output. It is also capable of receiving data and
could be used to record and replay data it receives to another
device. We use predetermined coordinates instead of
receiving and transmitting them live or through a replay.

B. Software

A simulator called “gps-sdr-sim” is available on GitHub
[7]. There are several simulators available online, some free
and others paid. However, the cost of paid simulators is very
expensive and out of the scope for the average person. One of
the arguments we are trying to make is anyone can hack GPS
signals, so the technology would need to be easily available to
all. The software chosen is compatible with the HackRF and
has several options available. One is pulling data from a file
that can be prepared before the run. If other SDR devices were
used, a live signal could be recorded and rebroadcast at a
different time and place. Another way is to just run it with a
set of coordinates and a time and it broadcasts a steady signal,
as shown in Figure 4. Only the coordinates at end of the
terminal command are important to us as they are the
coordinates of the intended fake location.

This is the simplest way but the most effective for our
intentions. The tablets only need to spoof a steady location
rather than actively move around, as pointed out in [6]. An
active spoof is particularly difficult because, if at any point the
spoofed signal is interrupted, the GPS device will try to
reconnect and possibly connect back to satellites providing
real data. Each device also uses a different spoofing
application as there are different online marketplaces for each
OS. Android will use an application called Floater. This
application is free on the Google Play Store and fairly simple
to set up. On 108, an application called iSpoofer will be tested.
It costs about thirteen dollars for a three-month subscription
and requires a windows computer. However, there is a free
trial available which will be used to not give an unfair
advantage to one application. While not as convenient as the
Android application, it is still accessible and usable by the
average person.

C. Performing the Spoof

All the necessary applications will be installed on both
devices with either the same or as close to the same version as
possible. Otherwise, while unlikely, it is possible that security
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Figure 4. GPS Simulator Run.

holes we are exploring could have been patched in that time.
Also to ensure fairness, the spoofing will be done at the same
location with the same fake location. Otherwise, it would be
possible that a certain area has stronger GPS signals,
compromising the results.

V. EXPECTED RESULTS

Once the devices are being spoofed, several applications
will be tested from categories including: streaming, social
media, gaming, and possibly more. Their version number and
whether they could be spoofed will all be recorded for analysis
four times, once for each OS with both spoofing methods.
Depending on the application, there will be different
indications of a successful spoof. For example, some media
streaming applications will show another countries library
because of the location, but will not stream the content
because it can tell that it is not the actual region of the device
through other information like IP or DNS. This would mean
the spoof was unsuccessful. Four tables similar to Tables 1
and 2 will be created for Android and 108, respectively. Two
tables will be for the application spoofing, and two tables will
be for the SDR spoofing. These include some preliminary
results for the application spoofing.

As expected, the SDR spoofing is a bigger challenge than
the application spoofing due to improper delays. This is most
likely due to a bad timing crystal, which is common in a
simple HackRF device. Having a separate device that could
offer a clock input for the HackRF could fix this. As for the
results, Tables 1 and 2 have preliminary results from the
application spoof. The application version numbers were
recorded, which sometimes differ greatly because of the
different release of updates on either OS. The “yes” or “no” in
the app spoof rows signify whether the spoof was or was not
successful. The applications tested can be further broken up
into three categories: streaming, social media, or gaming.
Poke mon Go, Geocaching, and Turf Wars are gaming
applications. Netflix and YouTube are for streaming.
Snapchat and Tinder would be considered social media
applications. By analyzing the results of the different
categories, it is possible to see more vulnerabilities in one
because of the method they extract their location data or rely
on GPS. Conclusions could be drawn from the results received
so far, however it is better to not make too many assumptions
on incomplete data. As of now, it seems that streaming
applications are less susceptible to spoofing, probably due to
gathering locations from alternate methods than GPS.
However, many applications were able to be spoofed on both
operating systems, which displays big vulnerabilities in GPS
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TABLE I. ANDROID SPOOF.

Application | Pokémon Go | Geocaching | Turf Wars | Netflix | Youtube | Snapchat | Tinder

Version 0.138.3 7.10.1 1.47 7.6.0 14.15.53 | 10.55.0.0 | 10.13.0

App Spoof | yes yes yes no no yes yes
TABLE II. 10S SPOOF.

Application | Pokémon Go | Geocaching | Turf Wars | Netflix | Youtube | Snapchat | Tinder

Version 1.109.0 7.10.0 2.981 11.31.2 | 14.16 10.56.0.23 | 10.12.1

App Spoof | yes yes yes no no yes yes

or in both iOS and Android operating systems. Final results
should be able to give a more accurate and detailed analysis
than possible right now.

VI. CONCLUSIONS AND FUTURE WORK

This analysis has shown the vulnerabilities that currently
exist in mobile OSs and possibly GPS receivers. Further
research could be done into why some applications can detect
or block spoofing and others cannot. Once specific flaws are
found, solutions and patches can be developed to ensure the
security of location-dependent applications. As the users
location is used in more and more systems, accuracy and
security are paramount. Further analysis could be done with
more spoofing applications, other SDR devices, or a different
set of user applications. Multiple devices would be able to
receive and transmit information in real-time, which may have
a better effect than the static signals we used. There are a
variety of methods and strategies that could be implemented
to achieve the same result. What is important, is with the rise
in the use of GPS in so many facets of life, advancement in
security needs to follow or match it.
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