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Abstract—Ontologies have already been used in computer dynamics of IP telephone networks are presented, visually
science research in different fields. In this paper, we applyhe  and in text. Also, the paper tries to position the developed

concept to the area of IP telephony. The paper presents on- ontology in the context of existing work in this area.
tology for development of software for IP telephony networls. . . .
It is based on the analysis of SIP and H.323 protocols, as  >ection Il describes shortly the method applied in de-

dominant signaling protocols in VoIP telephony of today. The  velopment of the ontology. In Section Il are presented
ontology we developed covers both static aspects (structiof  classes dealing with the structure of the telephony network
the network) and dynamic aspects (most importantly telephoy which is a very important static aspect of the network

sessions, but also other types of associations). The strup of functionality. The prevailing formats of protocol messgge
the telephony network is modeled with classes that represén Y- P g P g

different types of nodes in the network: end user terminals ad N |P. telephony systems are shortly describeq in section |V-_
various types of infrastructure nodes. The dynamic aspects Section V presents classes that are responsible for dynamic
of network operation are modeled with a set of classes, the aspect of the operation of telephone network. In the section
most important being those that represent different assoeitions VI are shortly presented some published papers on the

that are established and terminated in the network. The use of ontologies in this application domain. Section VII
realized ontology can be used in development of frameworks 9 Pp )

for telephony applications, and for specification of common  CONtains an analysis on possible applications of the ogyolo
data format used by cooperating telephony applications. including the one already realized. Section VIII contains
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plications, Vol P; IP telephony; SIP; H.323

Il. THE DEVELOPMENT OFIP TELEPHONY ONTOLOGY
I. INTRODUCTION

Ontologies have already entered and claimed an impor- The ontology that is presented in this paper has been
tant place in several fields of computing science. In thisdeveloped using a combination of deductive and inductive
article, we present application of ontology in the field approaches. In the conception phase of development, the
of IP telephony. The ontology is focused primarily on deductive approach has been followed. As in other fields,
signaling aspect, but covers all aspects of operation opublished standards can be used as one of the starting
IP telephony networks. Computer telephony is a result opoints in definition of ontologies. Number of telephony
merging of computing and telephony domain. Traditionallystandards is quite large. Each of many telephony standards i
the two domains were separated, and telephony applicatiorfsway establishes its own taxonomy and usually defines most
restricted to circuit switched networks, e.g. Public Shétd  important terms. Thus the existing standards: most notably
Telephone Network (PSTN). With the intensive developmengession Initiation Protocol (SIP) [1], and in less exter82&
of Internet in the last three decades, it became logical thd2] influenced very much the conception and elaboration
IP network (although a packet switched network) could bephases in the development of the ontology. The importance
used for personal communications with acceptable qualityve gave to SIP is due to its dominant place in the market.
which gave birth to Voice over IP (VolP). Today WoIP is  The analysis of standards and telephony applications
used in great extent - for example majority of new installedresulted in an informal description of ontology, and hasbee
Private Branch Exchange (PBX) lines are VoIP. In most ofan input for the elaboration phase. The result of elabanatio
the published papers dealing with application of ontolsgie phase has been expressed in Unified Modeling Language
in telephony domain, only segments or certain details ofluse(UML) and Java. The ontology has been the basis for the
ontologies are presented. This paper provides a systematitevelopment of framework [3]. By building the framework
overview of the ontology we developed. The overview be-we tested and further developed the ontology (see Fig. 1).
gins with the development process. The method that has beén this manner we combined the deductive and inductive
applied in development of the ontology is described. Nextapproach. This approach is similar to Forward-Lockstep
two important class hierarchies that embody structure an@8uild-Test model of Helix-Spindle [4].
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[1l. STRUCTURE OF TELEPHONY NETWORK It is usually referred to as SIP trapezoid. There are two
S f teleph Kis i | EndPoint instances (SIP user agents) shown in Fig. 3, one
tructure of telephony network is in general case a grapl, oach domain. In both domains there is RoutingPoint and

consisting of nodes and links. Identification property of, J.canpoint - in the SIP case, the two (SIP proxy and SIP
any network node is its network address. There are sever?égistrar) are often collocated

types of _nodes. The most important classification is intq end An important class of telephony applications is the class
points, directly accessed by end users who use the ser\ﬂces& network side applications [5]- applications with logic

network, and infrastructure points, "invisible” to endens: residing at infrastructure nodes. For that reason ontology

For tha_t reason cIas; NetPoint has f[he following SUbCIaSS,eéontains another class, subclassed from RoutingPoint -Rout
EndPoint, RoutingPoint, LocServPoint and ConferencetPommgpointExt In SIP networks, network side applications

(ﬁee Fig. 2). Cor}ferengePoflnt presentsf|nfrastructureesnod are often built using back-to-back user agents which is a
that support conferencing feature (conference servers a twork element containing SIP client and server side user

med"’?‘ r:nxers). l'(l'he majority %cl mffrastruc_ture nr?des IN agent stack, controlled by one application. Essential gntyp
a typical network are responsible for routing. Those arg,s endpoint is its configuration and the list of supported

modeled by RoutingPoint. Examples of RoutingPoint are.,,apjjities. The important property of EndPoint classis t
SIP [1] proxy qnd_H.323 [2] Qﬁte"e_epef- E_ssentlal Property; ctive user currently logged in at the end point, modeled by
of a rqutmg point is the admmlstratlve policy data_base aNGhe EndUser class. The characteristics of telephony sssvic

a routing table_. R_outlng relies on _address mapping Whicfy e such that there is only zero or one user active at any end-
IS the re§p0n3|b|l|ty Qf LocServPoint (Ipcanon_ SEIVICE OF 15int at any moment of time. The identification property of
registrar én_ SiP termlnology)l.l l(\jle(tjwork_ IS gdmlmstra(';wel this class is the end user address, specified using the addres
;eparate Into Islegrr;]ents cale Ioma_uns n SIP and ZO0N&Rheme supported by telephony protocol of the network in a
n H'323' .Usua y, there is one _ocauon SEervice and on€.,qe Examples are sip and sips address schemes, supported
routlng point per tele_ph0|_1y domain. Lc_)cat|on Service keep%y SIP protocol or E.164 directory numbers [6], supported
mappings for end_pomts in that domain. Essential _proper%y H.323. While functions of endpoint are obvious - it is a
of a Io<iat|(r)]n servcl;(:je s the table of a:(d?ress rr&?jpplngs tha,ﬂiser interface to end users that supports required furgtion
map telephony addresses to network layer addresses. F'@ogin/logout, authentication, call control, input/outpof

3 presents a typical case of IP telephony communication, imedia stream), the functions of infrastructure elatae
are more sophisticated and include:
I « routing of messages
A ¢ « enforcement of administrative policies
\‘u//;/ « bandwidth control
V=

Anélysis of . Iocatio_n s_ervice o
standards « authorization and authentication.
and existing It can be seen that authentication is a support function
services required at all network nodes, both end points and routing
Conception points.
phase IV. PROTOCOL MESSAGES
All telephony operations are carried out as exchange
of messages. Rigid property of ProtocolMessage is the
message syntax. H.323 uses ASN.1 [7] while SIP uses
UTF.8. H.225 [8] messages are based on Q.931 [9] syntax.
Elaboration The procedural view of telephony provides us with a list
phase Development of most important operations including location service,
of framework capabilities query, session-related operations (estabient,
and services modification, termination) and authentication. Each dktis
operations assumes parameters. In case of session dstablis
ment and session modification, that parameter is proposed
Testing session description (in SIP case, it is presented in Session
Definition ontology pescription Protocoll (SDP) [10] notation and in H.323 it
phase is part of OpenLogicalChannel H.245 message [11]). In
case of location query, this parameter is user address. But,
modern protocols allow specification of many parameters of
Figure 1. The development process secondary importance - for instance, ringing tone thatéslus
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to signal new call can be specified in session establishmembommunication. The notion of telephony session implies ex-
in SIP. istence of media (audio/video) stream that typically corave
speech or a video phone call, thus a rigid property of the
Session class is SessionDescription which includes negoti
A. Associations ated characteristics of audio/video stream and some other

Speaking about dynamic relationships that appear durin?arameters. .Registration association_ i§ the. p_rerequ]:xtite
the operation of telephony network, one of the most imporJocation service. In case of RegAssociation, rigid propst
tant classes in this segment is Association. This claseisid ddress mapping. Publish/subscribe associations ardarsed
tified with addresses of participating sides and identiicat ~ €V€Nnt publishing and are building blocks for different type
We consider the association of two sides first. Associagon | °f complex services. Rigid property of subscribe/publish
a subclass of feature class (Feature). Feature is any émncti association is the specific item of interest, in other words,
provided by the network to end users or a primitive functionth€ topic of information that is published. Conference is
that goes unnoticed by end users, serving as a building block feature that requires existence of infrastructure suppor
for complex functions (services) that end users invoke. Onémedia mixers). Conference server is node which contains
rigid property of Feature is Operationinterface. Subaass Si9naling sessions to participating nodes and media mixer
of Association class are: Session — for telephony sessio@Ontalns media sessions to participating nodes. The two
RegAssociation - for registration association, PubSubAss d0 not have to be collocated. Conference is a subclass of
ciation — for publish/subscribe association, and Confesen ASSociation that presents associatiomof- 1 points. Rigid

(see Fig. 4). Session class models peer-to-peer telephofyOPerty of this class is the list of participants. In itslgar
form, SIP dialog was about multimedia session only but,

with the introduction of publish/subscribe mechanism, the
notion of dialog has been extended. At this point, we do not
recognize the need to incorporate such a composite class in
ontology because all operations can be described using the
existing association classes.

V. DYNAMIC CHARACTERISTICS OF THE NETWORK

Feature

EndUserAddress LocServPoint

«uses»

|
|
|

AddressScheme

Figure 2. The NetPoint class and related classes
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Endpoint Q) Session Endpoint Figure 4. The Feature class and related classes
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&% 6 B. Interfaces

The telephony operations are provided by interfaces of
Figure 3. Typical IP Telephony communication path our ontology. For each subclass of Association, there is
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analogous interface, providing telephony operations-typi VI. RELATED WORK

cal for that class. The following are subclasses of Op-

erationinterface: SessionInterface, PubSublinterfaceg- R

istrationinterface and Authenticationinterface. Them® a A giscussion on the use of ontologies in telecom domain

two instances of Sessioninterface: P1Sessioninterfade an,n pe found in [21]. The work presented by Geneiatakis
P3Sessioninterface, one being for the first party, and thg; g [14] is an example of the use of ontology for VoIP
other for the third party call control of the telephony sessi  gecyrity. It is the case of target-centric intrusion detec-
which is used in complex telephony applications - callijon pata model based on this ontology would provide a
centers etc. framework for cooperation of elements of distributed IDS
Several assumptions are used. Terminate is a two-stegystem protecting the domain of telephony network. Also,
transaction and Establish is done in three steps, as it is théboperation of different IDS systems protecting different
case in three way handshake that is used in SIP protocollomains of telephony network can be based on the model.
The session negotiation supports exchange of three messagene ontology presented in this paper can also be used in
both in SDP [10] based offer-answer model and in H.245ecurity and, if extended with classes related to specific
[11] Open Logical Channel sequence - in the case Ofetails of telephony protocols, it would cover wider range

bidirectional channel. (In the case of two unidirectional of detected attacks since it comprises a holistic view of IP
channels H.245 assumes exchange of four messages t#lephony network.

session negotiation.) Also, session modification is in aur o

; . ) Campbell et al. [15] presents specialization of APPEL
tology realized in three steps reusing some of the messages ;. .
: X - S -~ policy language for call control in the scope of the Advanced
of Establish transaction. This is again in accordance wit

SIP protocol and its re-INVITE mechanism. On the other all Control Enhancing Network Technologies (ACCENT)

hand, a protocol has been proposed where instead of tW(f)_rOJect. APPEL encapsulates generic aspects of a policy

. anguage, but some specialized aspects related to catbtont
step and three-step transactions, each message reprasentie included too. In [15], parts of call control ontology dse
transaction by itself [12]. Essential methods of PubSubln- ; P gy

terface are: Subscribe, Accept and Notify. Subscribe/Blubl n ACCENT project, related to trigger, condition parame-
ter and action classes are presented. Campbell et al. [15]

association finds its use in many complex services. For
. . o . . presents segment of the call control ontology at the level of
example, in SIP environment, it is used for disseminatio . ; X : .

. o ; o details, which complements the high level overview given
of presence and registration information, for publicatadn

the result of transfer operation, and for third party cohtro in this paper. The Call Processing Language (CPL) scripts

In SIP protocol, the session transfer operation is comple>‘2’lre used in many SIP based services. Devlic [16] presents

) : ; o context ontology for enhancement of CPL possibilities and
feature that uses basic service session and publish/#odscr .
-~ . . . the architecture of context aware \VoIP system. Another
association as building blocks. For de-registration, we us

o . : e ystem that uses context information and is developed using
SIP convention: register message with specific values o . )

LI ontology is presented in [22]. The context related classes a
parameters (expiration time set to 0). For that reasonether

is no explicit Deregister method in the interface. not coyered in the ontology presented in this paper. It is a
potential topic for further work on the ontology.

Tetlow et al. [17] presents system architecture of an
C. Authentication ontology based application server. Sources that provigietin
to the system are various metadata files (including applica-
Session establishment as well as registration may retion server configuration files). This information is parsed
quire authentication. In our ontology, we assume statelesimto semantic metadata - metadata in terms of the applied
challenge-based solution as in SIP protocol. Authenticati ontology. The semantic metadata and the ontology are inputs
interface contains the following methods: Authentical®en  to the inference engine that is embedded in the application
quired, AuthenticationRequest and AuthenticationRespon server. The engine is used either by core services or by
However, the last two are not transferred as separate metols which provide GUI interface. Akhmanov et al. [18]
sages but as message parameters in messages like Estabfisbsents an ontology based system for prevention of Spam
or Register. For example, endpoint sends Establish with nover Internet Telephony (SPIT) attacks in SIP networks.
user credentials. Routing point checks the administrativé\nti-SPIT security policy is expressed as a set of rules,
policy rules, determines that authentication is required a coded in SWRL language. Each rule contains two segments:
sends AuthenticationRequired back with the challenge ineonditions and actions. Applicable actions are: Allow, &p
cluded. Endpoint sends Establish again, this time with use€heck Further. The rules are incorporated into the ontology
credentials and computed response to the received challengnodel. An example of a rule that checks PRIORITY and
This solution implies existence of some kind of public key FROM headers in a SIP message is given, but the details of
infrastructure. the ontology are not.
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VII. APPLICATIONS OF THEONTOLOGY VIII. CONCLUSION AND FUTURE WORK

The paper systematically presents important classes of

Presented ontology is used in the development of tele2 new ontology for IP telephony networks - by giving an
phony framework [3]. The framework supports the following Overview of important aspects of network functionality and

features: corresponding classes, while in most of the published gaper
only segments of used ontologies are presented. The ontol-

« first-party call control operations, ogy outlined in this paper is built around several key classe
« third-party call control operations, that are roots of class hierarchies. Those classes embody

+ Instant messaging, the most important qualities of the telephony network. The

e presence services, most important static aspect is the structure of telephony

« monitoring of the state of logged-in users and activenetwork. The corresponding class hierarchy starts with the
sesslons, class NetPoint. The dynamics of the telephone network are
« network side applications. best described with appearance, and duration of telephony

Besides the classes described in this paper, the framewofiSSOciations. The corresponding class hierarchy statts wi
the class Association. The most obvious association is the

includes several other important classes. An object of Sig= , ,
nalingDevice class interfaces the underlying sessionrlaye€/€Phony session, or call, but there are also other importa

protocol. P3Server and P3Session classes implement thi@FSciations, which are not so obvious. An example is the

party call control. AppLEObserver is a parent of classedPublish/subscribe a§sociation, which is a building bloak f _
that provide support for monitoring, in the framework are Many complex services. Class Feature represents a generic

used EndUserObserver and SessionObserver classes. MofflePhony service. _ _ _ _
toring is based on publish-subscribe relationship whicpsna __A\Pplication of this ontology is possible both in design
directly to SIP event notification mechanism. An objectOf teleph(_)ny softwar_e_ (as |n_[3], [13]), and in data _formats
of FeatureMng class is responsible for feature interactiofSed for mteroperab_ﬂﬂy of dllfferent telephony applicas
control (in collaboration with the classes that implement2nd/or security applications in telephony systems. The sup
active features, and inherit the generic Feature class).  POrt for context-based applications and potential appboa
Certain design decisions regarding feature managemeOf ontology for multimedia systems beyond telephony are

: . . fements for future work.
are further explained in [13]. The session transfer an(?
session redirection features are used as examples. Also ACKNOWLEDGMENT

in the paper are described two simple taxonomies of call This work was partially supported by the Ministry of

control features. The first one groups features into pmjti - Education and Science of the Republic of Serbia under the
derivative and composite. Basic call with interface fortfirs project 111 44009-2.

party call control is a primitive feature. An example of a
composite feature is conference. The relationship between
composite and primitive feature is similar to aggregation [1] J. Rosenberg, H. Schulzrinne, G. Camarillo, A. Johnstbn
('has’ relationship in Unified Modeling Language). In call Peterson, and R. Sparks, “SIP: Session Initiation Protpcol

processing derivative features can have read access o bas'lz] ﬁfngg\?itugllt%rlf;rinn%ngjsritre]%wla;rln( nga%?brﬁg?n%for Loca
call data, but no feature has full (read and write) access Area Networks Which Provide A Non-Guaranteed Quiality Of
to other feature’s data. The second taxonomy distinguishes  seryice”, H.323, 1996.

symmetric and asymmetric features. The former are im-[3] I. Basicevic, “Object-Oriented Framework for Developm
plemented as peer-to-peer, and the later as client-server of Telephony Applications”, International Conference oig-D

modules. Basic call is a symmetric feature, while session__ ital Telecommunications, Colmar, France, 2009, pp.11-14.
transfer and redirect are asy mmetric features [4] R. Kishore, H. Zhang, and R. Ramesh,, "A Helix-Spindle
y ) Model for Ontological Engineering”, Communications of

The ontology could be used in a framework as Multime- ACM, vol. 47, No. 2, 2004, pp. 69-75.
dia Ontology-Driven Architecture (MODA) [18]. It would  [5] I. Basicevic and M. Popovic, “Use of SIP in the Developrhen
complement the ontologies used in [18] (ITU multimedia of Telecom Services - A Case Study”, The Journal of the

! ol IETE i | tol fit i@l Institute of Telecommunications Professionals, vol.2t Ba
services ontology, protocols ontology, software ieap 2008, pp. 55-65.

mentations ontology etc.). In network security, this oogyl [6] ITU-T, “The International Public Telecommunication M
could be used for building data models, as in [14]. In that bering plan”, E.164, 2005.

case the ontology should be extended with the work in [7] ITU-T, “Information technology - Abstract Syntax Notat
[20]. In SIP environment, complex services are built as g%%épfl'\'sé)/:lSg%‘;giﬂ'ogo%fzbas'c notation”, ITU-T Rec.
software applications residing on top of a SIP stack. Such 8] IT'U-T, “Call Signaling Pr,otocoI.s and Media Stream Pack-
ontology could be used to establish common data format for" * etization for Packet-Based Multimedia Communication Sys-

cooperation of different VoIP applications. tems”, H.225.0, 1998.
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