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Abstract— Cyber security is a risk: the risk that the company’s
information assets will be compromised in a way that affects
their data’s integrity, availability, and/or confidentiality. Like
any other enterprise risk, cyber risk needs to be managed in a
way that balances the cost of risk realisation against the cost of
mitigating that risk. Defence in depth is a seemingly simple and
logical approach to protecting systems and data, but is defence
alone enough, and how much is needed? Local and global
standards and guidelines direct companies in where to focus
their mitigative efforts, but for the uninitiated, these can be
confusing. Cyber security is an expensive exercise, with much
at stake. By taking a practical approach that combines people,
policies, processes as well as technology, organisations can
manage the cyber security risk to protect their critical and
sensitive information assets, and comply with government
regulations, within a reasonable budget.
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. INTRODUCTION

Cyber security and cyber resilience are business
challenges and business risks. An effective cyber security
strategy incorporates people, policies, processes, and
technology into an over-all risk management plan, and
integrates these aspects to implement defence in depth
[1][31]-[33]. This way, organisations can protect their
critical and sensitive information assets, and be proactive in
identifying, preventing, detecting, responding, and
recovering from cyber threats and attacks [1][7][28][31]-
[33].

Small to medium businesses in Australia are on the
front-line of the cyber war, and are easy pickings for cyber
criminals, as their lack of cyber expertise and investment in
cyber security can leave them open to exploitation.

Implementing an effective Cyber Security Risk
Management Plan will enable these smaller organisations to
balance their IT security expenditure with government
regulation and business outcomes [21]. The Australian
Government has recently established a set of standards to
which businesses in the financial sector must adhere [2]-[6].
For these smaller businesses to survive, they will
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need to protect their sensitive and critical information assets
and satisfy the government regulations within their limited
budgets. But how do they know where to start? And, how
much cyber security is enough?

While cyber risk can never be reduced to zero, this
paper applies practical risk management to enable an
organisation to identify where it should be focusing its
efforts. In addition, it analyses the requirements and
recommendations of the most visible standards and
guidelines and draws from these an effective set of controls
that, once applied, will protect the organisation from known
threats and attacks, reduce the likelihood and impact of
successful exploits, and enable the organisation to meet the
Australian government’s new pre-requisites to do business.

Section 2 assesses the cyber security standards and
guidelines available to businesses in Australia’s financial
sector. Section 3 discusses a practical approach to managing
cyber security risk. Section 4 identifies the controls an
organisation should apply, within this risk management
framework, to mitigate their cyber security risk and reduce
the residual risk to an acceptable level.

Il.  CYBER SECURITY STANDARDS AND GUIDELINES

The following cyber security standards and guidelines

were assessed:

1. The Australian Prudential Regulation Authority
(APRA):

a. CPG 234 Management of Security Risk in
Information and Information Technology [2];
b. CPS 234 Information Cyber Security [6];
2. The Australian Signals Directorate (ASD):
a. Top4[7];
b. Essential 8 [7][8]; and
c. Top 37 controls [9];

3. AS ISO/IEC 27001:2015 Information technology —
Security Techniques - Information security
management systems — Requirements [15];

4. AS ISO/IEC 27002:2015 Information technology —

Security techniques — Code of practice for
information security controls [16];
5. NIST:
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a. Cyber Security Framework [19];

b. 800-53 & 800-53A: Security Controls and
Obijectives [27];

c. 800-53R4 Security and Privacy Controls for
Federal Information Systems and
Organisations [26];

d. 800-167 Guide to application whitelisting
[30];

e. IR 7621: Small business fundamentals [23].

A. ASISO/IEC 27001:2015 and AS ISO/IEC 27002:2015

The ISO 2700X standards define the objectives and
techniques for implementing information  security
management in an organisation [15][16]. This is the
standard applied by the larger banks and financial
organisations operating in Australia. It is also the standard
used for measuring the security posture of their third-party
suppliers. 1SO 2700X require that an information security
policy will be documented, communicated, and available;
Persons will be assigned responsibility for implementing an
information security management system that meets the
stated objectives and identifies, assesses, and treats the risks
associated with the loss of confidentiality, integrity, and/or
availability of information by implementing suitable
controls to meet the information security objectives
[15][16]. ISO 27001 standard specifically identifies the need
for competent people to oversee its information security
performance, and for all people working in the organisation
to be aware of the information security policy and how their
individual roles contribute to its effectiveness [15][16].

B. APRACPS 234

The APRA prudential standard set is aimed at the
financial sector in Australia. CPS 234 covers the
fundamentals of cyber security, such as the need to have an
information security policy and security controls in-place to
protect information assets as well as the need for third-party
suppliers who hold an organisation’s information on their
behalf meet these same obligations. CPS 234 requires an
organisation to identify and classify its information assets
by criticality and sensitivity. Criticality and sensitivity
indicate the degree to which the organisation would be
impacted by an incident that affects availability, integrity,
and/or confidentiality of that asset [2][6]. An asset’s
classification acts as a guide for selecting controls suitable
to protect that asset. The effectiveness of these controls
needs to be tested regularly, relative to the rate of systems
change within the organisation, and externally in the broader
threat landscape [2][6].

APRA requires that an organisation be able to detect
and respond to potential cyber incidents and that incidents
and vulnerability test results need to be reported to the
appropriate Information Security executive(s) and the board.
The design and effectiveness of the information security
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controls need to be internally audited [2][6]. APRA must be
notified within 5 days of any material information security
incidents and/or when the organisation identifies a material
vulnerability in its information security controls that cannot
be remediated in a timely manner [6].

Leadership and board commitment are key
requirements spelled out in both the APRA CPS 234 and the
1ISO2700X standards. Ownership and visible support from
the top is critical to the success of information security
management in an organisation as this assures the necessary
resources are made available to establish, implement,
maintain and continually improve the security management
system [6][16].

C. Australian Signals Directorate Top 4 and Essential 8

The Australian Signals Directorate (ASD) offers a

comprehensive list of 37 mitigating cyber security controls
that they have classified as essential, excellent, very good,
good, and limited [7][8]. ASD claims that their Top 4 cyber
mitigations will reduce the risk of a successful cyber exploit
by 85% by decreasing the likelihood of a successful
intrusion, and then limiting the impact of that intrusion,
should it succeed [7]. The essential 8 includes the top 4 plus
4 more essential mitigations [7][8]. The ASD essential 8
mitigations are:

1. Application whitelisting of approved programs to
prevent the execution of malicious programs
including .exe, DLL, scripts, and installers.

2. Patch operating systems. Patch/mitigate computers
(including network devices) with ‘extreme risk'
vulnerabilities within 48 hours (e.g., Remote code
execution in Microsoft windows operating system).
Always run the latest version of the operating
system, and don't use unsupported versions.

3. Patch applications such as Flash, web browsers,
Microsoft Office, Java and PDF viewers. Use the
latest version of applications and patch or mitigate
extreme risk vulnerabilities within 48 hours.

4. Restrict administrative privileges to operating
systems and applications based on user duties. The
need for privileged access should be regularly
revalidated and confirmed by the person’s
manager. Privileged accounts must not be used for
reading email and web browsing.

5. Harden user applications by configuring web
browsers to block Flash, ads, and Java on the
internet. Disable any features in MS Office, web
browsers, and PDF viewers that are not needed,
such as OLE.

6. Important and changed data, software, and
configuration settings need to be backed-up daily
and stored off site and disconnected from the
source network for at least 3 months. Restoration
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should be tested at least annually and when the IT
infrastructure changes.

7. Use multi-factor authentication for VPNs, RDP,
SSH, and other remote access, and for all users
performing privileged actions or when accessing
sensitive information.

8. Microsoft Office macro settings should be
configured to block macros from the internet, and
only allow permitted macros from trusted locations
or those with a trusted certificate, with limited
write access [7][8].

D. NIST 800-53 and NISTIR 7621 for Small Business

NIST 800-53 provides a comprehensive framework of
guidelines for managing risks — from vulnerability
identification and risk assessment through to identifying and
implementing mitigative controls. NIST 800-53 divides the
cyber security management into 5 phases: identify, protect,
detect, respond and recover [19].

NISTIR 7621 for small business offers 25 mitigating
cyber security controls. There is natural overlap between the
NIST and the ASD essential 8 controls. Both NIST and
ASD recommend patching operations systems and
applications, whitelisting applications and controlling
internet access, ensuring redundancy of systems and data by
taking regular backups, limiting access to data, and
controlling systems administration privileges. NISTIR 7621
for small business also recommends: the use of both
hardware and software firewalls between the organisation’s
network and the internet; anti-virus and anti-spyware on
every device that connects to the organisation’s network,
encrypting data at rest and in transit. In addition, the NIST
guideline extends beyond managing the technology to
include mandatory data breach reporting requirements, for
example. It also includes controls identified in the 1SO
27002 standard, such as restricting physical access to the
workspace and data centre [15][16][19][23][26][27][30].

I1l.  PRACTICAL RISK MANAGEMENT

Proactive management of cyber security risks within an
organisation is best achieved by combining aspects of the
standards and guidelines discussed to establish an effective
cyber security risk management process that identifies the
cyber risks, evaluates the level of the risks for that
organisation and implements an appropriate set of
mitigating controls to reduce the residual risk to an
acceptable level [21][29]. This can be achieved by
combining appropriate aspects of the standards and
guidelines discussed, within the context of the organisation
under consideration.

Risk management is a continuous process. The risk
management plan is the basis for effectively identifying,
managing, and monitoring its cyber security-related risks
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[21][29]. An organisation’s objective in performing risk
management is to enable it to achieve its mission by:
1. More effectively securing the IT systems that store,
process, or transmit the company’s information;
2. Providing the information needed to make well-
informed risk decisions that justify security-related
IT expenditure;
3. Facilitating and enabling accreditation, by
providing supporting documentation as a result of
this risk management plan [21][29].

A. Cyber Security Risk Management Process Activities

1) System characterisation and Scope determination
Managing cyber risk needs to be done within the context
of the organisation, its purpose, scope, and the environment
in which it operates. The first step is to understand the
business context by defining the mission and operational
characteristics of the system: what the system does and how
it operates in the organisation’s environment, and what is the
scope and boundary of the risk management plan [21][29].
2) Asset identification and analysis
Within the agreed boundary and scope, identify critical
and sensitive information assets and significant and critical
systems and activities that need to be protected, and assess
their value [6][21][29] in terms of:

i. the functions they perform, as they relate to
confidentiality, integrity, and availability;

ii. the value to the business in terms of reputational
damage and market-share loss if they were
compromised;

iii. their replacement value (if applicable);

3) Threat identification and analysis

Perform threat modelling to identify and evaluate
relevant threats to confidentiality, integrity, and/or
availability of these assets, or the information pertaining to
these assets, by considering common, known threats,
emerging threats, and threats that relate to the local
environment. Threats may be natural events, or man-made:
man-made threats can be intentional or accidental; and
intentional threats can be external or internal. Intentional
threats can be better understood by considering the potential
motives driving these behaviours, ability to execute the
attack, and opportunities available for the attackers to
exploit vulnerabilities to execute these attacks. Commonly
known potential threats include social engineering,
phishing, hacking, and worms [18][21][24][25][29][31]-
[33].

4) Vulnerability identification and analysis
Assess the vulnerabilities, or weaknesses in the
protection measures for the assets identified that may be
exploited by these threats, such as people clicking on links
in phishing emails or malicious websites, downloading
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malware infected files and software, out of date patching on
operating systems and applications, and/or lack of
whitelisting [21][29][30]. This is an ongoing exercise as
new vulnerabilities are identified. Intelligence services can
assist with  providing updates on recent/current
vulnerabilities and exploits.
5) Risk identification
Risks are identified where threats may exploit the
vulnerabilities in these assets [21][29].
6) Risk analysis
The level of risk is determined by the likelihood these
vulnerabilities will be exploited by these threats, and the
impact if this were to happen [21][29]:

Level of Risk Exposure = Likelihood x Impact.

Impact includes the estimated direct and indirect costs
to the business, if this were to happen. The NIST Risk
Analysis process provides a comprehensive model for risk
analysis [27][29] as illustrated in Figure 1. The process
starts with the threat source, their intent, and the likelihood
they will initiate a threat event to attempt to exploit a
vulnerability in the target organisation. The degree to which
the attacker is successful in exploiting these vulnerabilities
will depend on the effectiveness of the mitigative security
controls. The residual risk is the combination of likelihood
that the exploit will succeed and the degree of the adverse
impact if it does.

Figure 1. NIST Risk Analysis Process

7) Risk treatment

Prioritise the risks based on business impact. ldentify
and evaluate countermeasures, or controls that can be applied
to reduce the residual risk. Calculate the cost of these
controls. The types of controls need to be appropriate for the
criticality and sensitivity of the assets, the vulnerabilities and
threats to these assets, where they are in the lifecycle, and the
potential consequences of a security incident [6][15]-[17].
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Threat Source Threat Event Vulnerability Adverse Impact
With With With With With Severity With With Risk as a
Characteristics Likelihood ~ Sequence of Likelihood | in the context Degree combination of
(eg. Capability,  of initiation Actions, of success | of Impact and Likelihood
intent, & targeting Activities,
for adversarial or Scenarios N
Predisposing
threats) e
Conditions p g
With Organisational Risk
Pervasiveness to organisational operations
= (mission, functions, image,
Security reputation), organisational
Controls assets, individuals, other
Planned/ organisations, and the nation
Implemented
With
Risk Analysis Process Effectiveness NIST Risk analysis process
Based on (Schou & Herandez 2015, p. 118)

Controls are selected to:
i protect critical and sensitive information assets;
ii. mitigate risks and avoid unnecessary operational,
financial, and customer losses.
iii. ensure compliance with regulatory and legislation
requirements;
iv.  gain competitive edge.

8) Monitoring Risk
Following the implementation of the recommended
controls, the organisation should monitor, measure and
validate the effectiveness of controls and the extent to which
they are meeting their objectives [15]-[17].

IV. RECOMMENDED CONTROLS

These controls have been identified from the sources
discussed [1]-[16][19][20][22][23][26]-[28][30]-[32] and
tested in the Awustralian cyber landscape for their
effectiveness in maintaining cyber security and resilience for
a mid-sized Australian organisation with 300-500
employees. These controls apply in both physical (and
virtual) data centres and cloud computing architectures, and
can be implemented within a reasonable budget and
timeframe.

TABLE I. RECOMMENDED CYBER SECURITY CONTROLS
Ownership, accountability, and resourcing
Objective Control
Information The Information Security Policy is owned and
Security endorsed by the board. It defines how the
Policy organisation will mitigate specific elements of its
cyber risk, including the behavior it expects from its
people. The Information Security Policy is accessible
and communicated to all staff on a regular basis, and
staff are held to account.
Appropriately | The cyber security strategy and day-to-day
staffed & responsibility for implementing and maintaining
resourced security protection, detection, response and recovery
sits with the CIO, CTO, and/or CISO. This person
must have appropriate cyber knowledge.
Trusted staff | Background checks should be conducted on all
internal employees.
Administration-level privileges should only be
provided to trusted staff, for the systems and periods
they are required.
Develop a Induction training to include security policies on use
security of computers and devices, networks, and internet
culture by connections; and expectations of the employee in
teaching protecting sensitive and critical information.
employees Train employees in appropriate use of corporate
how to protect | devices and resources, such as phones & printers.
their data Have all new employees sign a statement that they
comprehend these policies, that they will comply
with these policies, and that they understand the
consequences of non-compliance.
Protection and Prevention
Objective Control
Protect Install and regularly update anti-virus and anti-
networks, spyware software on every computer and device on
systems and the network, and all that will connect to the network.
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information This includes within the office, remote access, and Individual Each must have a separate, individual user account
from damage | any third-party supplier devices that connect to the user accounts | for each application, computer, and device.
by viruses, organisation’s network. Passwords need to be a random series of letters,
spyware, and | Set the anti-virus to automatically update and scan at numbers, and special characters, and be at least 8
malicious a regular time. characters long. Use passphrases.
code. Passwords should be changed every 3 months.
Proyide Install, use, e}nd keep operational a hardware firewall All users should have accounts that DO NOT have
fﬁ(e:ui:ttgr;g ibrfttg:r?:P the internal corporate network and the administrative privileges.
connection: Install, use, and keep operational a hardware firewall Prevean use|ts fr0-m installing unauthorised software.
hardware between internal employee’s home network and the Administrative rights should only be used by systems
firewall internet if employees work from home administrators for the time and the purpose for which
Change the administrator’s name and regularly they are needed. Never surf _the web from an admin
change the administrator’s password on the hardware account. It may allow malicious software to be
firewall downloaded and installed.
Provide Install, configure, use, and keep operational a Limit data Employees should have only access to 'the spef:ific
security for | software firewall between the internal corporate access to data and systems they need to do their job. This
the internet network and the internet. Enable and configure the needs to know | access should be verified every 3 months
connection: | firewall on Microsoft and 10S systems. Separation of | Protect the business from insider threat by not
software Install, configure, use, and keep operational a duties allowing a single individual to both initiate and
firewall software firewall between internal employee’s home ; approve a flpanCIaI or other_ trapsactlon.
network and the internet. Enable and configure the Multi-factor Utilise multi-factor authentication (MFA) on all
firewall on Microsoft systems. authentication | systems and accounts holding and accessing sensitive
Patch Test and install application and operating system i and critical data. ; I
operating patches. Critical patches should be installed within 48 Disable Disable macros except in specific, identified
systems and hours. macros circumstances. _
applications | Use automated scans to identify unpatched Whitelisting | Only download software from trusted sites.
vulnerabilities, and determine temporary Only allow known, listed apps to be installed and run
workarounds until patches are made available. on corporate computers.
Control Only allow authorised people to have physical access Hardware When disposing of business computers, remove and
physical to and use of corporate devices. disposal destroy the hard drives. When disposing of storage
accesstoall | Position computer screens and displays so people media: drives, USB’s, paper copies, containing
computersand | walking past cannot read them. sensitive information, destroy using a cross-cut
network Know and monitor who has access to the systems, — shredder. . : .
components | networks, and office space, including cleaners & Application | Have separate build, test, staging, and production
maintenance, and network repair personnel. development | environments. .
Store servers and communication hardware in a and testing Apply security measures to build and test
secure server room, and limit access to those who environments. For example: firewall protection;
need it. encryption & data masking to protect sensitive
Implement a policy to challenge all unknown information.
personnel. Bunld security into every phase 01_‘ the develop_ment
Secure the Set the wireless access point so it doesn’t broadcast lifecycle: des'9”~ bu_lld, tes't, an‘?' 'mp'eme”t_aF'P” .
wireless its SSID (Service Set Identifier). Perfprm_ epr0|t_ testing to |deqtn‘y_ vulnergbllltles in
access point | Change the default administrative login id and applications, prioritise resolution into maintenance
and network | password on the device. schedule.
Use strong encryption for transmitted data so it Secure Harden Applications. )
cannot be easily intercepted and read by electronic services and Applications should_ be developed anc_i implemented
eavesdroppers. (WPS-2) (Don’t use WEP) data to separate the us_er_lnterface, processing, and data
Data storage: | Classify, label, and encrypt all sensitive data in storage layers. Limit communications and data
Static storage. transfel_' between app_llcatlon layers with subnets, port
encryption _ hardening, and security groups. _
Data storage: | Establish and train employees on ‘rules’ in relation to Continuous | Redundant Servers: failover monitoring of critical
Data loss handling and protecting customer data, both at work, hosting SEIVers. .
prevention | and offsite. (e.g., Don’t put customer data on home critical In virtual cloud, pre-image servers for DR
computers) systems redur}dancy _ i
Disable USB drive connections Harden DNS | Configure DNS server to alternative third-party DNS,
_ _ such as OpenDNS, Norton DNS, or DNS Resolvers.
Monitor data transfer through all channels (email, file Uninterrupted | Establish redundant data store (e. Raid5 failover for
copy, print etc.) IDS can assist with this. data store data, or secondary data store in cloud)
Secure hardware destruction prior to Uninterrupted | Establish Uninterrupted Power Supply (UPS), with
decommissioning i i i power redundant power source
Utilise the ability to remotely wipe all mobile devices Uninterrupted | Redundant LAN-to-WAN connection: ADSL,
Encryption in | Encrypt data in transit within the network and when LAN-to-WAN | wireless mobile with alternate ISP
transit shared externally. Options include TLS 1.3 (at the comms LAN-to-WAN Domain Router selects alternative
transport layer), WinZip AES 256 for email connection: ADSL, wireless mobile with alternate
attachments, and SFTP for external file transfer. ISP & automatically switches over
Encryption Securely store the encryption keys and restrict and Uninterrupted | Redundant LAN (cloud or redundant wireless Lan
key monitor who accesses these. Tools are available for LAN router)
management | this purpose but they are only as secure as their own Uninterrupted | Redundant phone number, VVolIP alternative or
access controls. phone & VoIP | diversion.
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comms Comply with | Incorporate appropriate data breach notifications into
Identify and Utilise vulnerability scanning tools to identify the Australian | the Incident Management Process.
track vulnerabilities relating to patching and OWASP Top Privacy Act
vulnerabilities | 10. Business Pre-arrange alternative office facilities or secure
Penetration Perform penetration testing pre and post release. continuity remote access.
testing to Perform both internal and external black box and planning For infrastructure housed in a physical data centre,
identify white box penetration testing. (BCP) and redundant systems in an alternative location will be
vulnerabilities testing required. In a cloud computing architecture, terminal
Manage and Prioritise vulnerabilities for resolution and retest servers may be used to facilitate remote access (via
close based on criticality and sensitivity of assets at risk. secure VPN). Remote systems monitoring to allow
vulnerabilities system administrators to work remotely or from home
Detection Outsourcing and Supplier Management
Objective Control Objective Control
Log and Define and implement systems and security activity Assess cyber security capability of third parties
analyse and event logging for all levels, systems, and Assure third interfacing into the organisation systems, and/or
activitiesand | networks. party security storing or processing sensitive or critical data to
events Monitor attempts to access closed and unused ports. assure they have at least the same cyber security.
Inbound email | DMARC, DKIM, SPF protocols for inbound DNS A. Compliance
authentication | authentication, to prevent email spoofing ' . . . . .
Email Incoming emails should be scanned for SPAM and As a result of effectively implementing this Risk
scanning malicious links and content. ] Management Plan, with the recommended controls, the
Intrusion Utl!lse IDS to identify anomalous behaviours and organisation will satisfy the requirements for:
Detection review event logs regularly. R IR S
Identify Implement Security Information and Event »  ASD Security certification and acc_redltatlon,
intrusions Management (SIEM) to collate and analyse all log e 1S0O 27001, and ISO 27002 compliance;
early dat'a. Ut_lllse machine Iearnln_g [ artificial |nte|_||gence e Australian Privacy Standard;
to identify anomalous behaviours across multiple
systems as early warning indicators of compromise e APRA CPS 234.
Response and Recovery
Objective Control V. CONCLUSION
_Backup Don’t store sensitive information on desktop C: Defence in depth can be an expensive process. It is
'm‘i’r:g;t frggle:memacomprehensive backup policy, to backup critical for businesses of all sizes to focus on the real risks
information business information (data), including word th?t_ may Impact . their _SenS't'Ve and critical datg, and _tO
processing documents, spreadsheets, configuration mitigate these in priority order. An effective Risk
information & paper files Management Plan provides a robust framework within which
Ihae sﬁ;gf;ﬁgitgfzr?\j;“]félr’fagﬁs dz;?f‘tﬁ‘ﬁeova‘ggﬁkggtg to manage cyber security and cyber resilience. There are
overwritten the same day the following week: many sources of tru_th when it comes to |deqt|fy|ng the right
2. a snapshot or drive for each week of the month: controls for a particular organisation. Taking a structured
gets overwritten the following month; risk-based approach, based on the information available from
3. snapshot or drive Tor each fonth of FE; year: gets NIST, 1SO, and ASD will enable an organisation to balance
verwri wing y . . . .
Retain the last snapshot or drive for the year, for 8 IT security expendlt'ure yx{lth .busmess outhmes, and assure
years. the company’s survivability in the face of increasing cyber
Backup onto separate, removable media or long-term security concerns.
cloud storage. Store backups offsite segregated from
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