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Abstract—The main aim of the Linked Open Data (LOD)
project is to publish data publicly without access restriction in
order to be consumed upon Unified Resource Identifier (URI)
resolution. The latter provides more description about the
resources being represented through the resolvability and
discoverability = of  more  others resources. Sometimes,
data/resources need to undergo an access restriction to be
consumed only on a small scale for keeping its confidentiality.
However, while the power of the LOD resides in the
resolvability of more URIs related to the resources in hand, a
curious question imposes itself: how can we achieve a
compromise between URI resolvability and access restriction?
This paper discusses how the represented data cam be secured.
It illustrates how the Public Key Infrastructure (PKI) can
be applied to restrict the access to confidential resources of
represented data being published using the Linked Data
Principles (LDP), while maintaining the resolvability of such
restricted resources. This brings out a new era of research
related to the counter part of LOD, a research topic called the
Linked Closed Data (LCD). A good example to elaborate this
compromise question is a case study retrieved from the Cyber
Forensics (CF) field where the tangible Chain of Custody
(CoC) is represented using the LDP to exploit the resolvability
feature of such principles on different resources of the
Electronic-CoC (e-CoC). The latter should also obey an access
restriction in order to be shared only between role players who
published the data and juries who are going to consume it.

Keywords-Linked Open Data; Linked Data Principles;
Linked Closed Data; Public Key Infrastructure; Digital
Certificates, Cyber Forensics, Chain of Custody.

. INTRODUCTION

The classical way for publishing and accessing
documents in the World Wide Web (WWW) [12] is through
hypertext links, which allow users to navigate over the Hyper
Text Markup Language (HTML) documents using browsers
and search engines [1].

Today, the WWW has radically altered the way to share
information [15]. The interrelation is not just between
documents but it has evolved to also link the data within
these documents (i.e., Linked Data-LD), using the same web
aspects (URI [13], Hyper Text Transfer Protocol-HTTP [2]).
Thus, the HTTP URIs are used not only to identify web
documents but also real objects and abstract concepts in the
world, the fact that allows the Ilatter to be
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dereferenceable/resolvable (i.e., it means that HTTP clients
can look up the URI using the HTTP and retrieve a
description of the resource that is identified by this URI).

While the primary unit of the hypertext web are the
HTML connected by untyped hyperlinks, the LD uses the
Resources Description Framework (RDF) [3] to link such
data using typed statements allowing arbitrary link of things
(i.e., resources) in the WWW. The web aspects are then
called the technology stack or LDP, which encompasses
three components: URI, HTTP, and RDF [14]. The most
visible project using this technology stack is LOD [20][4].
This project and its derivative [27] attracted the interest of
many researchers of the data cloud to construct several
cloud-based LD management systems [24][25][26].

Generally, the LOD aims to bootstrap the web of data by
identifying existing data sets that are available under open
licenses [17] (i.e., converting them to RDF according to the
LDP, and publishing them publicly on the Web). The
openness (i.e., no license and no access restrictions) and
resolvability of resources are two likely factors in the success
of this project.

The knowledge representation concept has been
persistent at the centre of the field of Artificial Intelligence
(AI) since its founding conference in the mid 50’s. This
concept is described by Davis & al. with five distinct roles
[43]. The most important role is the definition of knowledge
representation as a surrogate for things. In this paper context,
the e-CoC is constructed through the LDP as a surrogate of
the tangible one. Later, the resources of e-CoC will be then
consumable by humans and machines.

However, several times, URI/URL resources need to
obey some access restriction, where a specific set of people
are those who are authorized to access such resources. LDP
should be bended to realize the adaptation of publishing and
consuming the resources on a small scale without loosing the
resolvability feature of these resources. Thus, a compromise
question arises in this case, how we can realize the access
restriction over certain URI/URL resources while keeping
the resolvability feature of the same resources. In addition,
this question brings out a new era of research called the LCD
[20], where the publisher would take step of imposing access
restrictions to protect his information [21][7] from
anonymous consumption. A very good example to elaborate
this idea, is a case study retrieved from the CF field, where
the tangible CoC is represented using the LDP (i.e., the work
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in [7], listed all the advantages of using LDP to represent
tangible CoC). As well, this work explained in a theoretical
way, how the represented resources could obey an access
restriction using PKI. The framework depicted in [7]
provides a PKI layer, which explains how the represented
resources can be shared between role players and the juries.
Current paper will not only explain how this scenario can be
implemented and applied, but it is also considered as a
bridge connecting two recent works; the work published in
[19] and [21].

The work provided by Rajabi et al. in [19], explained
theoretically how PKI is used to achieve the trustworthiness
of LD and how different datasets are exchanged in a trusted
way. The work provided by M. Cobden et al. in [21],
outlined in a vision paper, the need to have an access
restriction on the LOD. Each work apart does not provide the
complete picture to realize the LCD using PKI. In [19], the
work explains how the PKI can be used to secure the
resources of LD, but did not put the scope on how such stuffs
can be implemented and applied, and how this work can
bring out a new era of research related to the counter part of
LOD (i.e., LCD). However, in [20] the work outlined the
need of the LCD in certain domain (e.g., business and
finance), but did not refer to the PKI solution, or how the
LCD can be realized. Thus, this paper complements and
completes the half picture of both works, by explaining how
the PKI and digital certificates are used to restrict the access
of resources in the LD cloud while keeping the resolvability
of such resources, and then resulting the LCD.

This paper is organized as follows: the next section,
discusses the state of the art of URI identifications, the LOD
Project, PKI and Digital Certificates, and CoC in CF.
Section 3 explains in a linked data manner, how PKI is
applied to LOD. Section 4 provides methodology and
experimentation explaining how the digital certificates can
be used to share LD resources between the role player and
juries. Finally, last section summarizes and concludes the
depicted work.

Il.  STATE OF THE ART

A. URI Identifications

URI is a string of characters used to identify a name or a
web resource. URI and HTTP are the two essential
technologies of the web upon which the LD relies on. As
mentioned in the last section, we use URI to identify any
entity that exists in the world. On the web, any URI is always
accompanied by the HTTP, which makes the entity being
represented, deferenceable/resolvable to more resources.
Both technologies were integrated with HTML to structure
and link web documents. Nowadays, the data presented in
these documents are integrated with the RDF to structure and
link different data and resources.

An RDF consists of three slots called triple:
resources/subject, properties/predicate, and objects. In
addition, resources are entities retrieved from the web (e.g.,
persons, places, web documents, pictures, abstract
concepts/resources, etc.). RDF resources are represented
using URIs, of which URLs are subset. Resources have
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properties (attributes) that admit a certain range of values or
can be attached to another resource. As well, the object field
can be also a literal value or a resource [16].

The essential thing to publish data is to have a unique
domain/namespace minted by a unique URL owned by the
publisher [14] (e.g., [38], where “mydomain” is a unique
namespace in the WWW space) and the URI HTTP are used
to relate and identify objects and abstract concepts, thereby
maximizing the discoverability of more data/resources.
Therefore, a common practice called contents negotiating is
used by an HTTP mechanism [2] that sends HTTP headers
with each request to indicate what kinds of documents are
requested (i.e., is it an HTML or RDF content). The receiver
(i.e., the side that receives the HTTP request or Server) can
then inspect these headers and select an appropriate
representation of resources. The content negotiation uses two
different types of URIs [13][44][45]:

e 303 URIs (known as 303 redirect): the server
redirects the client HTTP request to see another URI
of a web document, which describes the concept in
question. First, HTTP request is triggered for the
initial request and the second is triggered when the
request is redirected to the retrieval of the
appropriate format.

e Hash URIs: this type avoids two http requests used
by the 303 URISs. Its format contains the base part of
the URI and a fragment identifier separated from the
base by a hash symbol. When a client requests hash
URI, the fragment part is stripped off before
requesting the URI from the server. This means that
the hash URI does not necessarily identify a web
document and can be used to identify real-world
objects.

Using the first type of URI, publisher publishes in his
own server (i.e., his own domain) the description of any
concept using two types of representation: HTML documents
containing a human readable representation about a concept,
and RDF documents about the same concept. Publisher can
also use three different patterns to describe a resource (e.g.,
resource ‘x’) [18]:

e URI identifying resource ‘x’ itself [35].

e URI identifying the serialized RDF document (i.e.,
RDF/XML [10], Turtle document [11] or NB3)
describing resource ‘x” [36].

e URI identifying the HTML document describing
resource ‘X’ [37].

Using the second type of URI pattern, publisher can
define different resources and use then the Hash URI to serve
an RDF/XML file containing the definition/terminology for
each resource.

B. Linked Open Data Project

After the resources are represented and identified using
URIs, they will be connected using RDF links, creating a
global data graph that spans data sources and enable the
resolvability of such resources to a new data source. The
LOD cloud project has been constructed upon this basic
structure (see Figure 1).
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Thus, the LOD is based on the LDP, where URI resources
are linked using typed RDF links to other resources within
the same or to other data set. Two types of links can be used;
links to navigate forward and others to navigate backward
between resources.
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Figure 1. Linking open data cloud diagram

For example, if we have an RDF triple connecting two
resources x and y, and we need to move forward from x to y,
then this RDF triple should appear in the document
describing the resource y. This triple is then called incoming
link because it allows to navigate back to resource x. Same
case, for the outcoming link, where the RDF triple should
appear in the document describing the resource x and allows
to navigate forward to resource y [9]. Figure 1 shows the
LOD cloud diagram, where each links exists between items
in the two connected data sets. Some data sets are connected
together using whether, the outcoming links, the incoming
links, or both.

C. PKIl and Digital Certificates

PKI is a combination of softwares and procedures
providing a mean to create, manage, use, distribute, store,
and revoke digital certificates [47][48][49][50][51][52]. PKI
called Public Key because it works with a key pair: the
public key and the private key

A digital certificate is a piece of information (e.g., like a
passport) that provides a recognized proof of a person/entity
identity. It uses the key pair managed by the PKI to exchange
securely the information in order to create trustworthiness
between data provider and data consumer in a network
environment [5] (i.e., trustworthiness occurs when receiver
ensures the identity of the sender. This is called non-
repudiation).

Any certificate contains (see Figure 2) the identity of the
certificate owner, such as distinguisher’s name, and
information about the CA (issuer of certification), such as
CA’s signature of that certificate, and general information
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about the expiration and the issue date of that certificate [6].
Digital certificate alone can never be a proof of anyone's
identity.

A third trusted party is needed to confirm and sign the
validity and authority of each certificate and share securely
the cryptographic key pair. This party is called Certification
Authority (CA).

Digital Certificate

CA’s Private Key
Identity of certificate Owner g
- Distinguished Namea

- Owner's Public Key

General Information
- Issue date
- Expiration date

Message Digest

=

Generate Digital
Signature

Information about CA
- Distinguished Name
- CA's Signature

Figure 2. Digital certificate

Since a CA (e.g., VeriSign Inc., Entrust Inc., Enterprise
Java Bean Certificate Authority-EJBCA, etc.) relies on
public trust, it will not put its reputation on the line by
signing a certificate unless it is sure of its validity, the fact
that makes them acceptable in the business environment. All
digital certificates provide the same level of security,
whether they are created by a well-known issuer, or by
unknown one. Usually, the information providers request
their certificates from well-known parties when they provide
services and information with large segment in society. In
this paper, the authors imitate the issuer party and create CA
certificate instead of buying it from well-known trusted
party.

Before going further in how to adapt the digital
certificates to the LD, this section should simply underline
some important points related to the digital certificates:

1) Purposes
A digital certificate has various security purposes and can
be used to [47]:

e Allow only the  authorized
(sender/receiver) to decrypt the
transmitted information (i.e., encryption).

o Verify the identity of either sender or recipient (i.e.,
Authentication).

o Keep the privacy of transmitted information only to
the intended audience (i.e., privacy/Confidentiality).

e Sign different information in order to ensure the
integrity of information and confirms the identity of
the signer of such information (i.e., digital
signatures). Digital signatures also solve the non-
repudiation problem by not allowing the sender to
dispute that he was the originator of the sent
message.

participant
encrypted

2) Protocols

In the field of Information and Communication
Technology (ICT), the digital certificate is called SSL/TLS
certificate because it uses two essential protocols; the SSL
and the TLS [22]. The Former is the short version of the
Secure Socket Layer. This protocol is used to describe a
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security protocol underlying a secure communication
between a server and a client. After upgrading this protocol
with some encryption standards, the protocol got another
acronym called TLS, which is standing for Transport Layer
Security. Both protocols are based on the public key
cryptography [7]. They are used to establish a secure
connection over the HTTP. Classically, the HTTP establishes
an unencrypted connection without using the SSL and TLS
(i.e., if there is some intruder around monitoring the
communication between server and client, he can come with
all plain data packages of such transferred data). HTTP is
then extended to HTTPS to secure the connection and
encrypt all the transferred data with the SSL (i.e.,, HTTP +
SSL/TLS = HTTPS) [46].

3) Creation Phases

The creation of a digital certificate passes by four phases
(see Figure 3) using the OpenSSL tool [8]. First step, the
requester (client/server/CA) generates his own pair of keys
(i.e., key file), then he creates a request (i.e., req or csr
format file) to the trusted party to issue for him/her a
certification (i.e., crt format file). The trusted party (i.e., CA)
signs the request and issues the certificate using his own
private key (i.e., when the CA is the requester of the
certificate, then this certificate is considered a self-signed
certificate/root certificate). The created certificate is then
transformed to an exportable format (i.e., p12 format) for
sending it to the requester.

Requester generates his own
key pairs

Requester.key

Predefined Requester generates his own
configuration file Request to the CA
(openssl.cnf)

1 Requester.req

Signing the

Private key of
request by the trusted party

trusted Party
(CA.key)

—

Requester.crt

ExportiTransform
the certification to an
exportable format

CA Certificate
(CA.crt)

Requester.p12

Figure 3. Procedures for creating a digital certificate using openSSL tool

4) Types and Exchange

There exist three types of digital certificates. Figure 4
presents an abstract scenario where Alice and Bob want to
share information over a secure connection (i.e., HTTPS).

Firstly, Alice and Bob should determine a third trusted

party called the CA. The latter is responsible to issue
SSL/TLS certificates for both of them in order that each can
identify himself/herself to the other. CA issues two types of
certificates.

e Server certificate: this certificate is issued by the
CA and it is used by Alice (i.e., suppose that she is
the owner of the information) to identify herself to
her authorized clients, like Bob. When Bob tries to
access this server, he will be sure that he accessed
the right server. Otherwise, Bob will not trust Alice
information.
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CA has his own
Root/CA certificate

4. Bob verify the
CA’ signature in
Alice certificate with

the CA

the CA

1. Alice sends
request for
SSL/TLS
certificate 2. CA sign the requests using the
private key and generate the
certificates for Alice and Bob

_ HTTPS connection .
3. Alice and Bob share their
Ance certificates created by the CA

(Providing access to their public
key. respectively)

Figure 4. Sharing SSL/TLS certificates

e Client certificate: the CA issues this certificate, and
it is used by Bob (i.e., suppose he is the consumer of
Alice’ information) to identify himself to Alice Alice
will not allow any one to access her information
unless he has a certificate known by her.

e CA certificate: CA also has the own certificate to
sign the certificate requests received from the clients
and servers. In addition, this type of certificate
answers the question of how Alice and Bob ensure
the identities of each others. Alice would know that
Bob is the right person by verifying that his
certificate is signed by the common trusted part
authority (CA), as well as for Bob. Both know each
others through the CA certificates.

From the definitions mentioned above, we notice that
there is no distinguishable difference between the server
certificate and the client certificate; both use the certificates
to identify themselves to the other. However, the only
difference that distinguishes both is about who is providing
the information and who will go to consume it.

D. Chain of Custody in Cyber Forensics

Digital forensic is a technique for acquiring, preserving,
examining, analyzing, and presenting digital evidences to the
court of law. CoC is a chronological document that
accompanies these evidences along the investigation process
in order to avoid later allegations or any tampering attempt in
such evidences. It provides useful information by answering
5 Ws and 1 H questions. The 5 Ws are the When, Who,
Where, Why, What and the 1 H is the How.

Forensic Process

”"’M\%ﬁ\

| =2
SNy <
'&-4’0}6,‘

e
- . <A

Jury

< Web

Lightweight
Ontologies

cF-coc

Figure 5. Abstract scenario of tangible and electronic CoC

1. Bob sends
request for
SSL/TLS
certificate
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According to the literature, CF includes different forensic
models [19][21][26][28][32][33], each model containing a
set of forensics phases, where each phase is accompanying
by a tangible CoC describing all forensic tasks (see Figure
5).

Classically, any crime scene should obey an investigation
process using a forensics model. Role player of each phase
prepares his CoC describing all investigation tasks
performed in this phase. Later, each role player submits the
CoC securely to jury in a sealed envelope.

The work published in [7] depicts the need to transform
such CoCs from documents to electronic data. This work
proposed a framework to construct a CF-CoC web
application hosted somewhere on the web cloud (i.e., domain
known by role players and jury, e.g., [39]). The role players
can use this application [7] to generate lightweight
ontologies using RDF schema (RDFS) [42], representing
each phase in the forensic model. Each lightweight Ontology
(i.e., with big ‘O’) contains a set of build-in terms (i.e.,
retrieved from the semantic web) and custom terms (i.e.,
created by the role players) describing all the tasks and
procedures of this phase. As the represented information
should not be published publicly, the framework proposes a
PKI layer that protect and foster the published information
only between the role players (i.e., who published the data)
and the juries (i.e., who will go to consume such data). This
layer ensures the identities and authorization of all players in
a forensic process.

I1l.  ADAPTING PKI TO LOD

In this section, we will discuss how digital certificates
can be applied to LOD to publish and consume data on a
small scale. In other words, this section describes how digital
certificates are used to restrict the access of certain resources
and at the same time, such resources will be resolvable to
maore resources.

Referring to Figure 1 of the linking open data cloud
diagram, we find several data sets interrelating using outer
and/or inner links. Each data set is published in a unique
domain owned only by the publisher of this data set over the
WWW space. Each data set contains set of URI resources
that are interrelated between each other, within the same data
set or to an outer data set.

Now, imagine that the owner of a data set wants to
publish resources using the technology stack/LDP of the LD
(URI, HTTP, and RDF) and having such resources
resolvable within the LOD cloud, but at the same time, he
wishes to publish them in a manner that any anonymous
parties on the web space cannot access them.

The idea to realize both features at the same time (i.e.,
resolvability and access restrictions of resources) resides in
the digital certificates. The latter can be used to restrict the
resolvability of resources in a one-way manner. With other
words, the resources are restricted using digital certificates to
be forward resolvable, but not backward resolvable unless
the owner of such resources specify and list his authorized
clients existing outer of his domain to access his resources.
Same concepts can be applied between data sets/resources in
the LOD cloud, where each data set owns a digital
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certificate(s). Thus, publisher of the resources can
accomplish his publication task through an enhanced
technology stack using a secure access protocol (i.e.,
HTTPS). Therefore, the current technology stack is
transformed from (URI, HTTP, and RDF) to (URI, HTTPS,
and RDF).

Imagining a scenario will be as follow: assuming that the
publisher (server) and consumer (client) of the LD have
already a common trusted party to issue their certificates.
The publisher has a domain name named by an IP [40] (i.e.,
for simplicity consider this IP is corresponding to a domain
string name in [39]) to publish his resources in the LOD
cloud. The publisher of this domain wants only someone
called: ‘Jean-Pierre’ to consume his resources from his
domain within the LOD cloud. In this case, the publisher of
the data has restricted the access to his resources to a specific
consumer, but he is still able to dereference his resources and
resolve them to retrieve more resources outside his
dataset/domain. Publisher will be also able to move back to
his domain using the backward link, because he owns the
server certificate for this domain. Any other anonymous
party outside this domain will not be able to access the
resources of [39]. If the publisher wants someone else rather
than ‘Jean-Pierre’ accesses his resources, this person should
have a client certificate signed by the same trusted party.

Talking in a linked data manner, we can not only
consider the client side as a person (i.e., as Jean-Pierre to
access restricted resources), but the client side can also be a
dataset or a resource within a data set that can access other
resources in another data set using outer links (i.e., by
moving backward to the publisher resources). In addition,
another important point should be underlined; Jean-
Pierre/dataset/resources can react also as a server side, if we
look to the picture from the inverse direction.

\ Crunch
\ Base )

FOAF
, profiles

WordNet
=

Figure 6. Client/Server certificate between two data sets

Thus, Jean-Pierre/dataset/resource may have also a server
certificate for his/its domain and allows the access to only
people/dataset/resource that has a client certificate to his/its
domain.

To illustrate this idea, Figure 1 of the LOD cloud is
zoomed-in, resulting in Figure 6. Let us consider that we
have two data sets DS1 and DS2 residing in two different

81



COGNITIVE 2014 : The Sixth International Conference on Advanced Cognitive Technologies and Applications

domains. Each domain represents a data set. Both of them
are interrelated between each others using inner and outer
links. As well, both data sets are related with other data sets
in the LOD cloud.

DS1 and DS2 can be client and server at the same time. If
we look from the DS1 to DS2, we will see an outer link from
DS1 to DS2 and vice-versa. DS1 is considered as a client
trying to access the server DS2. Thus, DS1 will have a client
certificate for its domain to identify itself to the server
certificate installed in the DS2 domain. Now, let us consider
if we have the contrary view; DS2 should has then a client
certificate to access the server DS1 resources. However, for
any other data sets around the scope of DS1 and DS2, they
will not be able to resolve their resources with resources
from DS1 and DS2 (i.e., at this time, DS1 and DS2 act as
servers and requires client certificates from their surrounded
data sets). Therefore, the resources of DS1 and DS2 have
access restriction while their resources are resolvable with
different resources from the LOD cloud, but the latter cannot
resolve their resources from the two data sets, DS1 and DS2.

Furthermore, the certificates cannot only used on the
level of datasets (i.e., including all resources), but can also be
issued on the level of a specific resource within the datasets.
This can be realized by issuing the certificate using one of
the three URI patterns provided in section 2.

IV. METHODOLOGY

This section explains how the digital certificates are
created, installed, and used over a LD set. The
experimentation is applied on a scenario between a role
player and the jury to share LDP resources. This scenario is
explicit. The server part is the side where the CF-CoC web
application is hosted and owned by jury (i.e., we can see the
jury as a provider, because he owns the CF-CoC application
on his server, at the same time he is a consumer, because he
will consume the data that will be published by the role
player). The client part is the role player, who will use the
CF-CoC web application to define, create, and publish the
resources over this domain (i.e., we can see the role player as
a consumer, because he uses the CF-CoC application, at the
same time he is a publisher, because he will publish the data
to jury using the CF-CoC). Role players and juries request
digital certificates from the CA. The role player must have a
client certificate to identify himself to the server. Jury can be
also considered as a client to his server when he will
consume such published data. Because jury owns a server
certificate, he does not need to have another client certificate
to consume the published resources (i.e., the case when the
server requires a client certificate takes place when the server
acts as a client to access another server. In this case, a client
certificate is needed by the first server to access the second
server). In our case, we have only one server [39] where the
data is published and consumed.

In addition, the server provides to the CA, beside his
certificate request, a list containing the names of all role
players who are authorized to participate in the current
forensic case.
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A.  Work Environment

The operating system used in this experimentation is
Windows XP, accompagning with the Internet Information
Services (11S) [34] and the OpenSSL tool [8]. 1S simulate
the machine as a server, and the OpenSSL tool is used to
create the digital certificates.

1) Internet Information Services (11S):

It is a group of internet web servers created by Microsoft.
It includes two main protocols; the File Transfer Protocol
(FTP) and HTTP. When installing the 11S on a machine, the
web application on this machine considered as a visual basic
application that lives on web server and responds to requests
from the browser by processing into HTML interface code
result.

2) OpenSSL
This tool implements the SSL v2/v3 and TLS. Both
layers are used to create the digital certificates.

B. Creating Digital Certificates

This section explains how to create the digital certificate
using the four procedures mentioned above (see Figure 3).
Before creating the server and client certificate, a CA
certificate will be created to sign both client and server
requests (i.e., in this scenario, we will create manually a CA
instead to buy it from a well-reputated CA). Usually, a well-
known CA provider (e.g., VeriSign Inc, Entrust Inc, etc)
provides the CA certificate. In this scenario, a CA self-
signed certificate is manually created.

1) Self-Signed Certificate:
Before starting, the CA key is generated, RootCA.key of
length 2048 bits (2 bytes).

openssl genrsa —out RootCA.key 2048

The RootCA.key is then used to generate the certificate
request RootCA.csr by providing the country name (i.e.,
C=CA), the organization name (i.e., O=Cyber Forensics
Institution), and the common name of the certificate (i.e.,
CN=CF-CA)

openssl req -new -key RootCA.key -out RootCA.csr -config
openssl.cnf -subj "/C=CA/O=Cyber Forensics
Institution/CN=CF-CA/"

After generating the RootCA.csr, the request is signed
using the RootCA.key to generate the requested certificate
(crt format, RootCA.crt), but in this type of certificate, the
CA itself will sign the certificate, that’s why it is called self-
signed certificate:

openssl req -x509 -days 365 —in RootCA.csr -out RootCA.crt
-key RootCA key -config openssICA.cnf -extensions v3_ca
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Finally, the exportable format pl2 is generated to
transform the RootCA.crt into an exportable format
RootCA.p12

openssl pkcsl2 -export -in RootCA.crt -inkey RootCA.key -
certfile RootCA.crt -out RootCA.p12

211

General I | Details | Certification Path |

=-1 Certificate Information

This certificate is it

« Allissuance policies
« Al application policies

for the ing p 3

valid from 5/25/2013 to 8/25/2014

¥? You have a private key that corresponds to this

Figure 7. CA self signed certificate

2) Server Certificate:

The server certificate is created for two goals: it lets the
role player ensures the identity of the server, as well it is
used to check for the client certificate.

As we mentioned in last section, assume that the IP in
[40] is corresponding to the server in [39]. This certificate
will be issued for the juries to install it on their server. This
server will host the CF-CoC application [7], which will be
used by the role player. Thus, the CA will issue and sign a
certificate for this IP name.

First, the Serverkey is generated using the following
command:

openssl genrsa -out Server.key 2048

The Server.key is then used to generate the certificate
request Server.csr by providing the country name (i.e.,
C=CA), the organization name (i.e., O=Cyber Forensics
Institution), and the common name of the certificate (i.e.,
CN=192.168.2.12).

openssl req -new -key Server.key -out Server.csr -config
openssl.cnf -subj "/C=CA/O=Cyber Forensics
Institution/CN=192.168.2.12/"

After generating the Server.csr, the request is signed
using the CA certificate RootCA.crt and the key RootCA.key
to generate the requested certificate (i.e., Server.crt).

openssl ca -days 365 -in server.csr -cert RootCA.crt —out
Server.crt -keyfile RootCA.key -config opensslserver.cnf -
extensions server

Because the server certificate is signed by the CA, the
openssl command uses a build in parameter called ‘ca’, to
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declare that the server certificate will be signed by the CA
using its key (RootCA.key).

Certifi(ate

General | petails | Certification Path |

211

=21 Certificate Information

This certificate is intended for the following purpose(s):
« Ensures the identity of a remote computer

Issued to: 192.168.2.12
Issued by: CF-CA

valid from 3/25/2013 to 8/25/2014

¥ You have a private key that corresponds to this certificate.

Figure 8. Server digital certificate

3) Client Certificate:

The role player authenticates himself to the server
through the client certificate. Without this certificate, the role
player will not be able to access CF-CoC application to
construct different ontologies for each forensic phase and
publish different resources.

211

General | petails | Certification Path |

=1 certificate Information

This certificate is intended for the following purpose(s):
« Proves your identity to a remote computer

Issued by: CF-CA

valid from 8/25/2013 to 8/25/2014

F? You have a private key that corresponds to this certificate.

Figure 9. Client digital certificate

First, the Client.key is generated using the following
commands:

openssl genrsa —out Client.key 2048

The Client.key is then used to generate the certificate
request Client.csr by providing the country name (i.e.,
C=CA), the organization name (i.e., O=Cyber Forensics
Institution), and the common name of the certificate (i.e.,
CN=Jean-Pierre).

openssl req -new -key Client.key -out Client.csr -config
openssl.cnf -subj "/C=CA/O=Cyber Forensics
Institution/CN=Jean-Pierre/”
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After generating the Client.csr, the request is signed
using the CA certificate (RootCA.crt) and key (RootCA key)
to generate the requested certificate (i.e., Server.crt).

openssl ca -days 365 -in Client.csr -cert RootCA.crt -out
client.crt -keyfile RootCA.key -config openssiclient.cnf -
extensions client

As shown in the last three figures (7, 8, and 9), we
noticed that each certificate has its own purpose(s).
Purpose(s) of a certificate depends on its type. The type of
certificate is defined using the -extension in the creation of
crt certificate. The —extension parameter calls the proper
module for each certificate type. For example, it calls the
openssICA.cnf, openssiServer.cnf, and openssIClient.cnf for
the CA, server, and client certificates, respectively. However,
the openssl.cnf contains general configuration of all types of
certificates.

C. Installation of Digital Certificates

Before installing the certificate, the CA sends to the jury
and the role player their own certificates. Jury installs his
certificate on his server and role player installs his certificate
on his browser.

1) Self-Signed Certificate:

After creating the CA certificate, the CA sends to the
server and client his certificate (i.e., p12 format without the
private key of the CA certificate). By clicking on the p12 file
(i.e., exportable format), a wizard will be launched to install
the CA certificate in the trusted root folder of the current
browsers for both server and client. By firstly installing this
certificate on the server and client machines, their browsers
will automatically identify the issuer of the client and server
certificates.

2) Server Certificate:

The CA sends the server certificate to the jury. The latter
then starts the installation of the server certificate.
Installation of server certificates on Windows XP passes by
two phases:

e Running the Microsoft Management Console and

follow the steps in [29].
e Installing server certificates
mentioned in [23].

using the steps

3) Client Certificate:

Installing the client certificate is the same as the CA
certificate, but at this time, the wizard installs the certificate
in the client/ Personal folder of the browser.

D. Experimentation

This section shows how the scenario is enrolled after the
role player and jury install their certificates:

e The client accesses the site by typing the URL of the
server 192.168.2.12
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e Because the remote server (i.e., where the CF-CoC
web application is hosted) owns a server certificate,
it requires then that his clients also owns a client
certificate owned by the same trusted party (In this
case, the CF-CA), otherwise the browser responded
with a blank page (See Figure 10).

s ,: Internet Explorer cannot display the webpage - Windows Internet EXD)
@;T:. ~ [&] netpsii1ez168.2.0120

File Edit Farvori tes

Wigmn Tools  Help

»x  Go gle|

T Favorites | 53

i Connecting. .. I I

Suggested Sikes ~ & | Big Lynx Productions Lkd 42 | Gek

=z =l

Choose a digital certificate

— Identification

The website wou wank ko wiew requests identification.
T Flease choose a certificate.

More Info... | wiew Certficate. .. |

=

Cancel |

Figure 10. Server requires Client Digital certificate

e Once the server identifies the client certificate, it
redirects the client to CF-CoC web application (see
Figure 11).

/2 CF : Repres:

enting the CoC using LDP - - Windows Internet Explorer

ABLE x| [@ 000

Fle Edt Viey” Favortes Tools Help — x
)/! =9 Website

x c,a/gﬂ Ng *

< Favortes |15 - SuggestedSites ~ £ BigLyn] CF~Cahasldenmiedmlssneas

192.168.2.12)
B

This connection fo the server is encrypted.

——
\EAT A [ [hetos] 192.168.2.12

Search - | ¥ Share ‘ Mare »

validation Service £ SPARQLer /% RDF Translator

B8 -

& CF : Representing the CoC using LDP - ‘v Page~ Safety v

Should | trust this site?

View certificates

Linked Data

RDE Provenance PKI

| PKI
Statements Metadata Certificates

,  Consumption
Applications

1
Terms

Figure 11. Redirection to the Restricted Resources

e Once the role player accesses the application, he
starts to publish the ontologies and creates terms
describing the forensic phase in hand (See Figure 12,
13).

As we see in Figure 11, the server certificate is installed
and shown in the top of the screen as a yellow lock. By
clicking on the lock, it will show who issued the certificate
(i.e., CA) for this page and to whom it was issued (i.e., [40]).
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Metadata Certificates
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Figure 13. Ontology Acquisition phase

Once the role player finishes the publication task, the
resources will be available to jury for consumption, as he
owns a server certificate of the server, which allows him to
view and access such resources published on his server.
Resource as Jean-Pierre (see Figure 13) will be resolvable to
more extra resources in the same domain [39] or to external
domain [41]. However, Jean-Pierre will not be accessible
from external resources outer the former domain.

As we mentioned in the last section, a certificate can not
be created only for resources on the server but it can be
issued for a specific resource on a server. For example, if we
imagine that we have a resource ‘x’ in DS1, and the latter
resides in the domain [35], then the field of the certificate
called ‘issued to’ (see Figure 8) will be assigned the
complete URL of the  resource x’ (e.g.,
CN=192.168.2.12/resources/x).

V. CONCLUSION AND FUTURE WORKS

This paper discusses in details how the technology
stack/linked data principle of the linked data is adapted to
publish data into a small scale while keeping the
resolvability of these published resources. The idea is
elaborated on a case study retrieved from the CF field, where
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the tangible CoC are represented using LDP. The represented
resources are shared in a small scale between the role player
and jury through the public key infrastructure approach. This
paper opens the door to a new era of research representing
the counter part of the LOD, called the LCD, which share all
the advantages of the LOD, but with consumption restriction.
Therefore, the technology stack (URI, HTTP, and RDF) is
enhanced to include the secure access mechanism (URI,
HTTPS, and RDF). The work presented in this paper is a
bridge connecting dual works; the work proposed in [19] and
in [21]. In addition, it underlines that the digital certificates
cannot be issued only for datasets, but also for resources
within these datasets. Furthermore, the current work provides
with technical details the complete scenario of how to use
digital certificates to bend resources from LOD to LCD, in
order to answer the compromise question between the
resolvability of resources and their access restrictions.

According to our knowledge, we are the first who
introduced the PKI with the juridical CoC. On the other
hand, we are implementing the two remaining layers of the
framework; provenance layer and consumption layer, and we
are working with a cyber criminality laboratory to define
different metrics in order to evaluate our CF-CoC
framework.
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