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Abstract—The adoption of cloud computing holds tremendous
potential for small and medium-sized enterprises (SMEs) as it
enables them to reduce costs as well as improve flexibility and
scalability. In order to choose an appropriate cloud service, it
is necessary to carefully identify functional and non-functional
requirements. In this regard, the aspects affecting IT security
as well as legal requirements are important topics to the users
of SMEs. However, the smaller the enterprise, the lower the
probability that there is enough expertise to identify the
requirements in these subject areas. Addressing this issue, the
contribution of this paper is the description of a method for
identifying IT security and legal requirements regarding a
cloud service in a structured kind of way. The presented
method was implemented as a part of a prototype for a cloud
service search. Based on this search system, an evaluation with
users of SMEs was conducted. The evaluation results attest the
search system and its underlying method to successfully assist
users regarding the identification of relevant legal and IT
security requirements, hence reducing the amount of expertise
required by users of SMEs, as well as the associated effort of
searching for appropriate cloud services.
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L INTRODUCTION

The adoption of cloud computing holds tremendous
potential for organizations of all shapes and sizes. Especially
small and medium-sized enterprises (SMEs) are highly
interested in cloud computing as it enables them to reduce
costs as well as improve flexibility and scalability [1]. In
order to choose the right cloud service, a thorough
identification of functional as well as non-functional
requirements regarding such service is necessary. Due to the
necessary outsourcing of data — which is often a crucial asset
of an enterprise - aspects of cloud services affecting
information technology (IT) security as well as legal
requirements are important topics to users of SMEs [2][3].
However, the smaller the enterprise, the lower the probability
that there is enough expertise to identify the requirements in
these subject areas. Hence, the contribution of this paper is
the description of a method for identifying IT security and
legal requirements regarding a cloud service in a structured
kind of way. We did implement this method as part of a
prototype for a cloud service search (depicted in Fig. 1). In
this search system, the search is based on functional and non-
functional requirements. In order to define the non-functional
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requirements — addressing the subject areas of IT security as
well as legal aspects of cloud computing - the user is asked
simple questions which are easy to answer without special
expertise in both subject areas. These answers serve as an
input to the method presented in this paper and the result is a
selection of applicable requirements addressing IT security
or legal constraints. These requirements then serve as input
to a service search which accesses a repository to select
appropriate cloud services matching the functional and non-
functional requirements. The results of this search are then
displayed to the user, making sure that the user will consider
only cloud services which satisfy her needs.

The remainder of the paper is structured as follows:
Section II gives an overview over the different subject areas
of cloud service requirements and justifies the focus of this
paper. Section III covers the related work regarding the
identification of IT security and legal requirements. Then, in
Section IV, the underlying methodology for the development
of the presented method is described, and in Section V, the
method is explained in detail. Section VI presents the
application of the presented method in a website helping
users to identify appropriate cloud services. Section VII
describes our evaluation efforts and Section VIII concludes
with a discussion and an outlook on further research
activities.

II.  CLOUD SERVICE REQUIREMENTS AND FOCUS

In the field of software engineering, the requirements
regarding a software application are typically categorized
into functional and non-functional requirements [4]. This
schema can also be wused for the categorization of
requirements regarding a cloud service:

¢ Functional requirements: This category comprises

the functions/modules needed by users of the cloud
service. Examples are address administration, e-mail
or invoice practice. The needed interfaces to other
services or applications also fall into this category.

e Non-functional requirements: Non-functional
requirements typically cover various qualitative and
quantitative aspects regarding the software (i.e.,
usability, performance, IT security or
documentation). However, for an adequate selection
of cloud services we need a broader understanding of
non-functional requirements which — along with
qualitative aspects — also considers the following:
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Figure 1. Visualization of the cloud service search

o Legal requirements: Depending on the
kind of data that is processed by the cloud
service, it might be necessary to obey
certain legal constraints — i.e., in Germany
the Federal Data Protection Act
(Bundesdatenschutz-gesetz) regulates the
processing of personal data. Such legal
requirements may influence (improve) also
the IT security of a service; however,
primarily they are of a regulatory nature -
i.e., they may ensure that fiscal authorities
can access service data easily.

o Economic aspects: When selecting a
cloud service, it might be necessary to also
consider economic aspects — i.e., the price
of the service should not exceed a given
budget or migration cost to a service must
be taken into account.

Fig. 2 shows the taxonomy which forms the basis for our
understanding of cloud service requirements.

In order to select an appropriate cloud service, all aspects
need to be taken into account. However, users from SMEs
require varying support in the different subject areas. For
example, for reviewing the user experience of certain cloud
software not much technical expertise is required. Also, the
evaluation of a cloud service from an economic perspective
is something users of SMEs should be capable of. However,
studies show that such users are especially concerned with IT
security as well as being compliant to applicable law [2][3]
and these are the topics the users of SMEs in general do not
have much experience with. As IT security and law are the
areas the users of SMEs need the most support, the focus of
this paper lies on the identification of requirements out of
these two subject areas.
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Figure 2. Taxonomy of cloud service requirements. In the diagram the
focus areas of this paper has been highlighted.

III. RELATED WORK

As IT security is a highly relevant topic in the context of
cloud computing, there exists various literature supporting
providers and users to obey important security aspects of
cloud computing and cloud services. For example Mather et
al. [5] and Krutz et al. [6] cover security aspects of cloud
computing mostly with an emphasis on the enterprise
perspective.  Another example are the security
recommendations for cloud providers [7] published by the
German Federal Office for Information Security, which can
also act as a source for requirements for users of cloud
services. On an European Union level the European Union
Agency for Network and Information Security (ENISA)
offers thread analysis for internet and cloud architectures [8]
and, with members from all over the world, the Cloud
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Security Alliance (CSA) promotes the use of best practices
for providing security assurance on cloud computing for an
even broader audience [9]. Furthermore, various certificates
formulate requirements affecting the IT security and can be
applied in the context of cloud services [10]. Examples are
the certification regarding ISO 27001 [11], which addresses
IT security management in general or the Euro Cloud Star
Audit [12], which explicitly addresses cloud services.

The legal aspects of cloud computing/cloud services do —
especially in Germany and the EU as a whole — get great
attention and various publications cover relevant aspects for
providers as well as users of cloud services [13][14][15].

To sum up, in both areas - IT security as well as law -
many resources are available, which can be used by users of
cloud computing to formulate their requirements regarding a
cloud service. However, to do so, a certain expertise is
necessary and in both fields no approach exists, which helps
users of cloud services to identify the appropriate
requirements without requiring the user to deal with the
sometimes rather complicated details.

Recommender systems seek to predict a rating or
preference of a user for a specific item. There exist different
recommender systems which support the selection of
appropriate cloud services [16][17]; however, existing
systems mainly focus on quantitative aspects like execution
time, response time or budget — hence, leaving out important
qualitative aspects with respect to legal constraints or IT
security. Furthermore, in these systems the user has to
specify the (quantitative) requirements herself which may
not be possible for many users of SMEs.

IV. METHODOLOGY

This section covers the individual steps which led to the
development of the presented method and its prototypical
application. Fig. 3 gives an overview of the different steps
involved in this process.

Collection of non-functional requirements

{

Development of the method

{

Evaluation by experts

{

Development of the service search prototype

{

Evaluation by users

Figure 3. Overview of the different steps which led to the presented method
and its prototypical application.
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At first, literature reviews in the field of IT security and
regarding legal aspects of cloud computing were conducted.
Based on [7], [10], [14], [22], [23], and [24] a
comprehensive list of non-functional requirements was
collected — all of them being relevant regarding the selection
of cloud services. The final list of requirements contains 104
entities each being assigned to one of the following subject
areas (for examples, see Section V):

e Data center: Infrastructural aspects relevant to IT

security, processes, organization of staff (35
requirements)

e Service provider: processes, organization of staff (17
requirements)

¢ Cloud service: Various aspects of the service relevant
to IT security, training and support (35 requirements)

e Legal: contract, legal requirements (17 requirements)

In a next step, strategies regarding IT risk assessment
were investigated. As the foundation for our method, we
chose the concept of risk analysis [19], which combines the
damage a security breach could do to the IT system of a
user/organization with its associated probability for
occurrence. Then, the list of non-functional requirements as
well as the developed method were improved based on
discussions with experts with expertise in IT security and
regarding legal aspects of cloud computing. The final
method is presented in Section V of this paper.

This method was then implemented as part of a prototype
for a web-based search system for SMEs which supports the
selection of adequate cloud services (see Section VI). The
last step comprised an evaluation of this web-based
prototype by users from SMEs. The evaluation setting and
the results of both evaluation stages (experts and users) are
described in Section VII.

V. DESCRIPTION OF THE METHOD

Fig. 4 visualizes the data flow giving an overview over
the individual steps of the presented method. The initial input
is the set of functional requirements of the user regarding a
potential cloud service. The first step performs a
preprocessing which results in data types and legal
constraints due to the functional requirements. Based on the
data types, the protection needs to become qualified.
Afterwards, the individual non-functional requirements are
derived taking into account these protection needs as well as
the legal constraints. The final result is a set of individual
non-functional requirements regarding a cloud service. In the
following, the different steps of the method will be described
in detail.
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Figure 4. Visualization of the data flow

A. Preprocessing

In the first step a preprocessing is performed, where,
based on the functional requirements, the following
information is derived:

e The different data types which should be processed
by a cloud service. As an example, if a functional
requirement for the cloud service is address
administration, then this implies the processing of
address data.

e The legal constraints regarding the cloud service due
to the processing of the different data types. These
constraints must be derived from national word of
law and from regulations applicable to the user’s
business. Example: In the case of address data being
a data type, in Germany, the processing of personal
data has a legal constraint — due to the fact that the
regulations of the Federal Data Protection Act have to
be obeyed.

B. Qualifying Protection Needs

Regarding IT security, the most prominent protection
targets are availability, integrity and confidentiality of data
[18]. In order to qualify the individual user needs regarding
these protection targets, our method utilizes the concept of
risk analysis [19], which combines the damage a security
breach could have to the IT system of a user/organization
with its associated probability for occurrence. The risk
analysis used by our method comprises the following steps:

1. Value of protection: For each data type and
protection target (availability, integrity,
confidentiality) the value of the protection is
qualified using the categories low, normal, high, very
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high. Then, following the maximum principle [20]
the value of protecting a target is chosen as the
maximum value over all data types.

2. Threat characteristic: Then a threat characteristic
matching the industry sector must be chosen. Based
on this threat characteristic, the probability of a
security breach affecting one of the protection
targets is qualified using the categories very rare,
rare, occasionally, often, very often (see Table I).

3. Individual protection needs: Based on the value of
protection and the probability of a security breach,
the individual needs regarding the protection targets
are derived as being low, medium, high or very high

(see Table II).
TABLE L. THREAT CHARACTERISTIC
Threat Probability of security breéxcl}d
Characteristic ilabili i onjident-
Availability Integrity iallity
Politically explosive, . .
high public interest very often occasionally occasionally
High risk for .
(industry) espionage very often occasionally very often
No specific very often occasionall rare
characteristic Y y
TABLE II. PROTECTION NEEDS
Value of Protection
Probability
Low Normal High Very High
Very rare low low low normal
Rare low normal normal high
Occasionally low normal normal high
Often low normal high high
Very often low high high very high

C. Selecting Requirements

The foundation for this step is a comprehensive list of
non-functional requirements relevant to IT security or
regarding legal constraints. Examples of such requirements
are:

e In Germany, if the processed data is personal, then
the contract with the cloud service provider must be
compliant with the Federal Data Protection Act
(Bundesdatenschutzgesetz).

e The computing center of the cloud provider should
have a redundancy of N+1 for critical components in
order to be able to offer high or very high availability.

e In order to ensure very high protection of integrity
and confidentiality a strong authentication (i.e., two
factor authentication) for users of the service is
necessary.
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Figure 6. Screenshot of the input elements used to qualify the protection needs

A schema for conveniently expressing that list of
requirements is depicted in Fig. 5.

Legal Protection needs

constraints Availability Integrity Confidentiallity

Requirements

Individual-
related data
Low
Medium
High

Very high
Low
Medium
High

Very high
Low
Medium
High

Very high

Contract with provider X
complient with BDSG

Computing center
redundancy of N+1 X4 X

Requirement applies
Requirement does not apply

Figure 5. Schema for expressing the set of non-functional requirements

The objective of this last step is the selection of a subset
of requirements from this list. This can be achieved by
selecting the requirements which do apply when considering
the given legal constraints as well as the individual
protection needs.
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VI. APPLICATION

The method described in the previous section was
implemented as part of a prototype for a web-based search
system for SMEs supporting the selection of adequate cloud
services. The central components of this search system are:

Fn: The first component of the system is responsible
for the determination of functional requirements
regarding a cloud services. In this step, the system
supports the user by allowing a semantic extraction of
functional terms from product websites specified by
the user (i.e., the website of a product the user
currently has in use and intends to replace by a cloud
service). The technique for this semantic extraction of
functional requirements is described in detail in [21].
The functional requirements are represented as a set,
detailing for each identified function what kind of
data (data types) this function processes and which
legal constraints have to be obeyed in this context.

Non-Fn: The second component implements the
method described in this paper.

Search: The last component performs a search in the
service repository using the search profile defined by
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the functional and non-functional requirements. For
each service the fulfillment of the individual
functional and non-functional requirements was
stored in the repository. The search was performed by
filtering out services which miss one or more of the
identified requirements.

In the following, some background information regarding the
implementation of the Non-Fn component will be given.

A. Preprocessing

Data types and legal constraints are automatically
determined based on the functional requirements which were
identified by the Fn component. In order to achieve this, the
system uses a data set which allows a mapping from
functional requirements to associated data types.
Furthermore, the data set specifies if a data type has one or
more legal constraints. The following legal constraints are
supported by the system: personal data, fiscal relevant data
and security clearance.

B. Qualifying Protection Needs

In order to gather the value of protection for each tuple
data type | protection target as well as for selecting an
adequate threat characteristic, corresponding questions and
input elements are presented to the user (see Fig. 6). Then,
the individual needs regarding the three protection targets
(availability, integrity, confidentiality) are derived based on
these inputs.

VII. EVALUATION

The first evaluation comprised the review of the
presented method, as well as the list of non-functional
requirements by two experts — one with expertise in IT
security, one with expertise in both IT security and legal.
Both experts did attest the list to successfully cover the
necessary aspects of IT security as well as relevant legal
aspects regarding the selection of cloud services. Based on
the reviewers’ feedback the method itself was further
improved resulting in the form presented in Section V.

The second evaluation stage involved the assessment of
the implemented prototype of the search system by users
from five independent SMEs from the craft domain. The
prototype was presented to each of these reviewers and
afterwards an interview was conducted in order to get the
reviewer’s opinion regarding the search system and the
underlying method. During the interviews, the reviewers
attested the search system (together with the underlying
method) to successfully assist users with the identification of
relevant non-functional requirements. Hence, the system
would reduce the amount of expertise required by users of
SMEs as well as the associated effort of searching for
appropriate cloud services.

VIII. CONCLUSION

In this paper, we have presented a method for identifying
IT security and legal requirements regarding a cloud service.
Also, details regarding the implementation of the method as
a component of a service search as well as evaluation results
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were given. As the feedback of users of SMEs was quite
promising we think that the underlying method is well suited
for supporting the identification of cloud service
requirements. Hence, we think that by utilizing the method in
search systems for cloud services the process of finding
appropriate cloud services can be simplified and accelerated
as users do not have to identify these requirements on their
own. Instead, a search system can handle all these individual
requirements under the hood and just present the appropriate
services to the user. If users are convinced that such a search
system has taken into account all relevant requirements (in
particular covering IT security and law) this could further
increase the adoption of cloud computing by SMEs as users
would have more trust that the selected service is appropriate
for them.

Due to these promising results, we plan to further
develop the service search system. In addition to
improvements to the user experience, we intend to further fill
the repository with various cloud services from different
domains. This will help us to further asses the relevance of
the presented method as well as the relevance of such search
system as a whole.
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