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Abstract—The recent advances in cloud computing have risen
a number of unforeseen security related issues inifterent
aspects of cloud environments. Among these, the galem of
guaranteeing secure access to computing resourcesthe cloud
is gathering special attention. In this paper, we @dress open
issues related to trust in cloud environments propging a new
trust model for cloud computing which considers a fyher level
view cloud resources. A simulation of trust calculon between
the nodes of the clouds is performed. The simulatio was
possible to verify that a node is reliable when iteaches the
minimum index of trust.
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l. INTRODUCTION

(Azure Services Platform) have progressively endxait
and introduced their own new products based ondclou
computing technology [11]. However, cloud computsti
poses risks related to data security in its differaspects
(integrity, confidentiality and authenticity).

Cloud computing provides a low-cost, scalable, tioca
independent infrastructure for data managementtordge.
The rapid adoption of Cloud services is accomparigd
increasing volumes of data stored at remote sensms
techniques for saving disk space and network baittivdre
needed. A central up and coming concept in thidecans
deduplication, where the server stores only a sigpy of
each file, regardless of how many clients askestdoe that
file. All clients that store the file merely usenks to the
single copy of the file stored at the server. Meggpif the
server already has a copy of the file, then clielat®iot even

The widespread use of Internet connected systems ameed to upload it again to the server, thus sabvargiwidth

distributed applications has triggered a revolutiowards
the adoption of pervasive and ubiquitous cloud aatng
environments. These environments allow users aedtslto
purchase computing power according to necessdgtieally
adapting to different performance needs while g
higher availability. Several web-based solutionschs as

as well as storage (this is termed client-side gkcktion).
Reportedly, business applications can achieve diedtipn
ratios from 1:10 to as much as 1:500, resultinglisk and
bandwidth savings of more 90%. Deduplication can
applied at the file level or at the block level.

In a typical storage system with deduplication,liant

be

Google Docs and Customer Relationship Managemerfirst sends to the server only a hash of the file the server

(CRM) [2] applications, now operate in the softwa® a

service model. Much of this flexibility is made gdde by

virtual computing methods, which can provide adagti
resources and infrastructure in order to suppaiabte on-

demand sales of such applications. Virtual comguignalso

applied to stand-alone infrastructure as a sersaations,

such as Amazon Elastic Cloud Computing (EC2) ardtiel

Utility Computing Architecture Linking Your Programto

Useful Systems (Eucalyptus) [2].

checks if that hash value already exists in italolge. If the
hash is not in the database then the server askisdf@ntire
file. Otherwise, since the file already exists la¢ tserver
(potentially uploaded by someone else), it teleschent that
there is no need to send the file itself. Eitheywee server
marks the client as an owner of that file, and fib@at point
on the client can ask to restore the file (regasitef whether
he was asked to upload the file or not).
The client-side deduplication introduces new séguri

As a result, the cloud computing frameworks andproblems. For example, a server telling a clieat thneed

environments are able to address different issuesiirent
distributed and ubiquitous computing systems.

not send the file reveals that some other cliesttha exact
same file, which could be sensitive informationmalicious

The availability of infrastructure as a service andclient can use this information to check whetherciit files

platform as a service environments provided a foretdal
base for building cloud computing based applicatidnalso
motivated the research and development of techiesag
support new applications. As several large comgaini¢he
communications and information technology sectoveha
adopted cloud computing based applications, thisageh is
becoming a de facto industry standard, being widedlypted
by different organizations.

Since the adoption of the cloud computing paradiym
IBM Corporation around the end of 2007, other congsm

were uploaded by other users, or even run a brutee f
attack which identifies the contents of certairdiein files

owned by other users, by trying to upload multideiants
of the same file which have different values foattffield.

The findings apply to popular file storage servisesh as
MozyHome and Dropbox, among others.

In this paper, we review the main cloud computing
architecture patterns and identify the main issetsted to
security, privacy, trust and availability. In ord@r address
such issues, we present a high level architectoretréist

such as Google (Google App Engine), Amazon (Amazomodels in cloud computing environments.

Web Services (AWS), EC2 (Elastic Compute Cloud) 88d
(Simple Storage Service)), Apple (iCloud) and Msoft
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This paper is organized as follows. In Sectionwg
present an overview of cloud computing, presentag
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summary of its main features, architectures andogiepent
models. In Section Ill, we present related worksséction
IV, we introduce the proposed trust model. Finaliy,
Section V, we conclude with a summary of our resald
directions for new research.

Il.  CLoub COMPUTING

Cloud computing refers to the use, through therheie
of diverse applications as if they were installedhie user’s
computer, independently of platform and locatioeveSal
formal definitions for cloud computing have beeopwsed

by industry and academia. We adopt the followin

definition: “Cloud computing is a model for enalgin
convenient, on-demand network access to a sharedopo
configurable computing resources (e.g., networksyess,

storage, applications, and services) that can Ipidlya
provisioned and released with minimal managemdattedr

service provider interaction” [14]. This definitiancludes
cloud architectures, security, and deploymentexiat.

Cloud computing is being progressively adopted
different business scenarios in order to obtaiwilfle and
reliable computing environments, with several suppg
solutions available in the market. Being based verde
technologies (e.g. virtualization, utility compugin grid
computing and
constituting a whole new computational paradigmgudl
computing requires high level management routifgsch
management activities include: (a) service providgection;
(b) virtualization technology selection; (c) virtugsources
allocation; (d) monitoring and auditing in ordergoarantee
Service Level Agreements (SLA).

Computational trust can be leveraged in order tabéish
an architecture and a monitoring system encompasain
these needs and still supporting usual activitisshsas
planning, provisioning, scalability and securityhadg et al.
[15] present a few challenges related
performance and availability in the cloud.

A. Characteristics of Cloud Computing

One advantage of cloud computing is the possibdity
accessing applications directly from the Interméth minor
requirements of user computing resources. Thereoter
significant advantages and disadvantages [13]haw/s in
Table I.

Cloud computing combines a shared and statisticat"

service model. It presents three basic charadtevift]: a)
hardware infrastructure architecture — based on twst
scalable clusters. The computing infrastructuréhim cloud
is composed of a great number of low cost sensrsh as
standard X86 server nodes; b) collaborative deveéy of

TABLE I. ADVANTAGES AND DISADVANTAGES OF CLOUD

COMPUTING

Advantages Disadvantages

Lower IT infrastructure cost Requires a constarttdek

connection

Increased computing power Dependable of networkiwaith

Unlimited storage capacity Features might be lichite

Improved compatibility betwee
operating Systems

Stored data might not be secure

4 Easier group collaboration

If the cloud loses ydata, you will

not have access to your information.

Universal access to documents|

to security,

B. Cloud Computing Architecture

Cloud computing architecture is based on layerghEa
layer deals with a particular aspect of making @pgtbn
resources available. Basically there are two mayers: a

inlower and a higher resource layer. The lower lagenprises

the physical infrastructure and is responsible foe
virtualization of storage and computational researcThe
higher layer provides specific services. These rlayeaay
have their

and scalability. Figure 1 presents the cloud compgut
architectural layers [11].

G
G
R

[

Figure 1. Cloud Computing Architecture [11]

Software as a Service

Software as a Service (SaaS) provides all the ifumebf
a traditional application, but provides access pectic
applications through Internet. The SaaS model msluc
concerns with application servers, operating system
storage, application development, etc. Hence, deeet

basic services and applications with maximal ressur may focus on innovation, and not on infrastructleagding

utilization, thus improving traditional software ggneering
processes. In the traditional computational

model,

to faster software systems development.
SaasS systems reduce costs since no software lgcanse

applications become completely dependent on théc basrequired to access the applications. Instead, uaecsss

services; ¢) the redundancy among several lowsssers is
guaranteed through software. Since a large numbéwo
cost servers is used, individual node failures otrive
ignored. Therefore, node fault tolerance must Bertanto
account in the design of software.
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services on demand. Since the software is mostly bésed,
SaaS allows better integration among the busineis of a
given organization or even among different software
services. Examples of SaaS include [2]: Google Dmud
Customer Relationship Management (CRM) services.
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D. Platformasa Service

Platform as a Service (PaaS) is the middle comparfen
the service layer in the cloud. It offers userstvgafe and
services that do not require downloads or instatiat PaaS
provides an infrastructure with a high level ofeigitation in
order to implement and test cloud applications. U$er does
not manage the infrastructure (including networvers,
operating systems and storage), but he controlsoyksp
applications and, possibly, their configurationk [4

PaaS provides an operating system, programming
languages and application programming environments.

Therefore, it enables more efficient software syste
implementation, as it includes tools for developtmand
collaboration among developers. From a businessigtant,
PaaS allows users to take advantage of third [s@myices,

increasing the use of a support model in which suser

subscribe to IT services or receive problem regmiut
instructions through the Web. In such scenarios, wiork
and the responsibilities of company IT teams carbétter

managed. Examples of SaaS [2] include: Azure Sesvic

Platform (Azure), Force.com, EngineYard and Googbp
Engine.

E. Infrastructure asa Service

Infrastructure as a Service (laaS) is the portibrihe
architecture responsible for providing the infrasture
necessary for PaaS and SaaS. Its main objectitee risake
resources such as servers, network and storage recauiy
accessible by including applications and operasiystems.
Thus, it offers basic infrastructure on-demand isess 1aaS
has a unique interface for infrastructure managéemam
Application Programming Interface (API) for intetians
with hosts, switches, and routers, and the capabdf
adding new equipment in a simple and transparemngra

In general the, user does not manage the underlying [,g g

hardware in the cloud infrastructure, but he cdstrine

operating systems, storage and deployed applicatioh Cloud Model

Eventually he can also select network components si$
firewalls.

The term laasS refers to a computing infrastructbesed
on virtualization techniques that can scale dynaftyic
increasing or reducing resources according to #eds of
applications. The main benefit provided by laathes pay-
per-use business model [4]. Examples of laaS [@ude:
Amazon Elastic Cloud Computing (EC2) and Elastidityt
Computing Architecture Linking Your Programs To [ide
Systems (Eucalyptus).

F. Rolesin Cloud Computing

Roles define the responsibilities, access and Ipraff
different users that are part of a cloud compusotytion.
Figure 2 presents these roles defined in the tbezgice
layers [3].

The provider is responsible for managing, monitmd
guaranteeing the availability of the entire stauetof the
cloud computing solution. It frees the developed ahe
final user from such responsibilities while prowvigi
services in the three layers of the architecture.
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Developers use the resources provided by laaS aa8 P
to provide software services for final users.

This multi-role organization helps to define theoas
(people who play the roles) in cloud computing
environments. Such actors may play several roldseasame
time according to need or interest. Only the prewid
supports all the service layers.

Saas Consume
(Software as a Service)

Provide nd Users

El
Suport Provide

PaaS Consume
(Platform as a Service)

Suport Developers
Consume
laas l

(Infrastructure as a Service)

Provider

Provide

Figura 2. Roles in cloud computing [3].

G. Cloud Computing Deployment

According to the intended access methods and
availability of cloud computing environments, theage
different models of deployment [4]. Access resimitt or
permission depends on business processes, the dfype
information and characteristics of the organizationsome
organizations, a more restrict environment may éegsary
in order to ensure that only properly authorizedrsiscan
access and use certain resources of the deploymdl cl
services. A few deployment models for cloud comuputire
discussed in this section. They include privateid|gublic
cloud, community cloud and hybrid cloud, which arefly
analyzed below.

MODELS OF DEPLOYMENT OF CLOUD SERVICER}]

Description

Private In this model, the cloud infrastructure is excledy used
by a specific organization. The cloud may be lomal
remote, and managed by the company itself or ird
party. There are policies for accessing cloud sesvi
The techniques employed to enforce such privateeinpd

may be implemented by means of network management,
service provider configuration, authorization ahd

authentication technologies or a combination o$d!

Public Infrastructure is made available to the publicaagié anc
can be accessed by any user that knows the service
location. In this model, no access restrictions ban|
applied and no authorization and authentication

techniqgues can be us

Several organizations may share the cloud sen
These services are supported by a specific comynuynit
with similar interests such as mission, secufity
requirements and policies, or considerations about
flexibility. A cloud environment operating accordirtto
this model may exist locally or remotely and ismally
managed by a commission that represents the cortymuni
or by a third party.

Community

Hybrid Involves the composition of two or more clouds. J¢&
can be private, community or public clouds whick ar
linked by a proprietary or standard technology that
provides portability of data and applications amding

composing clouds.
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Private Cloud computing presents a few challengesosts and bandwidth requirements usually presewtoind

related to protection, trust, privacy and secuwityser data.

Ill.  CLOUD RELATED WORK ONSECURITY AND TRUST

computing master-replica approaches.
The work in [9] presents CDRM, a scheme for dynamic
distribution of file replicas in a cloud storageuster. This

This section review some related work about segurit scheme periodically updates the number and locatidite

file system and trust in the cloud.
A.  Security in the Cloud

A number of technologies have been employed inrord

to provide security for cloud computing environngenthe
creation and protection of security certificatesissially not
enough to ensure the necessary security levelseirtlbud.
Cryptographic algorithms used with cloud applicasio
usually reduce performance and such reduction rbaest
restricted to acceptable levels [21].

€,

block replicas in the cluster. The number of regdics
updated according to the actual availability ofstin nodes
and the expected file availability. The dynamictrifigition
algorithm for replica placement takes into accoting
storage and computational capacity of the clusteles, as
well as the bandwidth of the communication network.
An implementation of the proposed scheme using @@no
source distributed file system named HDFS (Hadoop
Distributed File System) is discussed. Experimental

sharing a large quantity of distributed resouraastiging to
different organizations. On the other hand, the veture of
the cloud computing paradigm makes security asppdte
more complex. Trust is the main concern of conssrmaed
service providers in a cloud computing environnjéhtThe
inclusion of totally different local systems andcerssof quite

outperforms existing static file distribution algbms.

C. Trust

The concepts of trust, trust models and trust mamagt
have been the object of several recent researdectso
Trust is recognized as an important aspect for si@ti

diverse environments brings special challenges fe t making in distributed and auto-organized applicei§l19]
security of cloud computing. On one hand, security{20]. In spite of that, there is no consensus m ltterature
mechanisms must offer users a high enough level ain the definition of trust and what trust managemmen

guarantees. On the other hand, such mechanismnoube
so complex as to make it difficult for users to thse system.
The openness and computational flexibility of pepul

encompasses. In the computer science literaturestia
among the first to study computational trust. Maf8]
provided a clarification of trust concepts, presentan

commercially available operating systems have beefmplementable formalism for trust, and applied astr

important factors to support the general adoptibreloud
computing. Nevertheless, these same factors ircgatem
complexity, reduce the degree of trust and intredholes
that become threats to security [7].

Huan et al.
vulnerability assessment methods for cloud envirems
Experiments show that more vulnerabilities are ctetk if
vulnerable tools and servers are in the same LANother
word, the hackers can find an easier way to gettahget

information if it is on the same LAN of compromised

systems. Experimental results can be used to anaheg
risk in third party compute clouds.

Popovic et al. [23] discuss security issues, reguents
and challenges that Cloud Service Providers (C3eg f
during cloud engineering. Recommended securitydstiats
and management models to address these are sufgette
for the technical and business community.

B. Filesystem Security

As the number of devices managed by users
continually increasing, there is a growing necgssif
synchronizing several hierarchically distributelé ystems
using ad-hoc connectivity. Uppoor et al. [6] pradsa new
approach for synchronizing of hierarchically distried file
systems. Their approach resembles the advantageseof
to-peer synchronization, storing online mastericagl of

the shared files. The proposed scheme provides da

synchronization in a peer-to-peer network, elimimgtthe

Copyright (c) IARIA, 2011.  ISBN: 978-1-61208-153-3

[22] investigate the different security

model to a distributed artificial intelligence (DAdystem in
order to enable agents to make trust-based desisiblarsh
divided trust into three categoriek: Basic Trust— This is
the level of trust which represents the generalsttru
disposition of agent XJ2 A at time t. 2General Trust —
Given agents X, iﬂA, the general trust Tx(yyepresents
the amount of trust that x has in y at time tSBuational
Trust — Given agents X, )D A, and a situationa, the
situational trust Tx(y)' represents the amount of trust that
x has in y in situatiom at time t.

Beth et al. [20] also proposed a trust model fetritiuted
networks. They derived trust recommendations froractl
trust and gave them formal representations, as agetules
to derive trust relationships and algorithms to pate trust
values. Josang et al. [24] describe a trust modetrev
positive and negative feedback about a specific beeris
accumulated. The model is based on the Bayesiamoriet
model, using the beta probability density functiom

igalculate a member’s expected future behavior.

Trust is considered to be more than the authoriegdre
of security relations between human societies, lwhithieve
stable and healthy operation, to a large extenikhao the
trust relationship between the individuals, grougsd
organizations. Therefore, in a large number of dyicauser-
oriented open network environments, the study eftthst
elationships between the trust-based security arésms to

sure the safe operation of distributed applioatitias
become a fundamental topic. Currently, most schdkave
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reached a consensus that trust should have thigertant
features [25], which are discussed bellow.

Cloud service providers (CSP) should guarantee the
services they offer, without violating users’ pigiyaand

1) Subjectivity (different entities of the same view o confidentiality rights. Li et al. [8] introduced aulti-

things which will be affected by factors such agividual
preferences may vary);

tenancy trusted computing environment model (MTCEM)
This model was designed for the laaS layer withgbal of

2) The expected probability (the degree of trust can bensuring a trustworthy cloud computing environmémt

extracted and formalized as the estimated likeihod a
given event);

users. MTCEM has two hierarchical levels in thensiave
trust model that supports separation of concerrgdmn

3) Relevance (trust is an aspect of things, for specif functionality and security. It has 3 identity flowa) the

content).
In recent works on trust, mainly two distinct metbare
used for subjective trust reasoning: probabiliséasoning

consumers, who hire the CSP cloud computing sesvige
the CSP, that provides the laaS services; c) thitaau
(optional, but recommended), who is responsible for

based on statistical hypothesis testing; and aphesabased verifying whether the infrastructure provided bg tGSP is

on fuzzy theory, expert systems and artificial lligence
techniques. However, these methods do not fullecethe

trustworthy on behalf of users. In MTCEM, the CSfel éhe
users collaborate with each other to build and ta@na

essential nature of trust. Subjective trust, ireess, is based trustworthy cloud computing environment.

on the belief that it has great uncertainty. In shbjective,
objective world, random and fuzzy uncertainties thegetwo
main forms that have become the industry conseff]s
Thus, the axiomatic methods based on probabiligph or
fuzzy set theory do not achieve a comprehensivesasgent
of trust information.

D. Trust inthe Cloud

Trust and security have become crucial to guaratitee

healthy development of cloud platforms, providimfusions
for concerns such as the lack of privacy and ptaecthe
guarantee of security and author rights.

Privacy and security have been shown to be tw

important obstacles concerning the general adopifatie
cloud computing paradigm. In order to solve thasblems
in the laaS service layer, a model of trustworthgud
computing which provides a closed execution envirent
for the confidential execution of virtual machinesms
proposed [5]. This work has shown how the problem loce

solved using a Trusted Platform Module. The prodose

model, called Trusted Cloud Computing Platform (F3C
is supposed to provide higher levels of
availability and security. In this solution, thdeea cluster
node that acts as a Trusted Coordinator (TC). Qtbdes in
the cluster must register with the TC in order ¢atiy and
authenticate its key and measurement list. The &€p& a
list of trusted nodes. When a virtual machine &tsd or a
migration takes place, the TC verifies whether tloee is
trustworthy so that the user of the virtual machinay be
sure that the platform remains trustworthy. A keyd aa
signature are used for identifying the node. In TH@&CP
model, the private certification authority is invet in each
transaction together with the TC [5].

Shen et al. [7] presented a method for building a

trustworthy cloud computing environment by integrgta
Trusted Computing Platform (TCP) to the cloud cotirgu

system. The TCP is used to provide authenticatio

confidentiality and integrity [7]. This scheme deyed
positive results for authentication, rule-basedeascand
data protection in the cloud computing environment.
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reliability

n

Zhimin et al. [12] propose a collaborative trustdabfor
firewalls in cloud computing. The model has three
advantages: a) it uses different security politdedifferent
domains; b) it considers the transaction conteistoric
data of entities and their influence in the dynamic
measurement of the trust value; and c) the trusdeincs
compatible with the firewall and does not breakldsal
control policies. A model of domain trust is empdy Trust
is measured by a trust value that depends on ttig/en
context and historical behavior, and is not fixéte cloud
is divided in a number of autonomous domains aedrtist

6elations among the nodes is divided in intra amgbri

domain trust relations. The intra-domain trusatiens are
based on transactions operated inside the domagah Eode
keeps two tables: a direct trust table and a recemaation
list. If a node needs to calculate the trust vali@another
node, it first checks the direct trust table andsuthat value
if the value corresponding to the desired nodelisady
available. Otherwise, if this value is not locallyailable,
the requesting node checks the recommendatioim letder
to determine a node that has a direct trust tdialeincludes
the desired node. Then it checks the direct taldetof the
recommended node for the trust value of the desiozte.
The process continues until a trust value for tesirdd
node is found in a direct trust table of some ndde inter-
domain trust values are calculated based on theadctions
among the inter-domain nodes. The inter-domairt trakie

is a global value of the nodes direct trust valaed the
recommended trust value from other domains. Twdetab
are maintained in the Trust Agents deployed in each
domain: form of Inter-domain trust relationshipsdathe
weight value table of this domain node.

In [17] a trusted cloud computing platform (TCCH)igh
enables laaS providers to offer a closed box ei@tut
environment that guarantees confidential execubifoguest
virtual machines (VMs) is proposed. This systenovadl a
customer to verify whether its computation will run
securely, before requesting the service to launctiva
TCCP assumes that there is a trusted coordinagtetion a
trustworthy external entity. The TCCP guarantees th
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confidentiality and the integrity of a user's Vihdallows
a user to determine up front whether or not th& laaforces
these properties.

trust value of another node, it first checks theedi trust
table and uses the trust value if the value fomihde exists.
If this value is not available yet, then the reccenated lists

The work [18] evaluates a number of trust models foare checked to find a node that has a direct talationship
distributed cloud systems and P2P networks. It als¥ith the desired node the direct trust value fréws hode’s

proposes a trustworthy cloud architecture (inclgdtrust
delegation and reputation systems for cloud resosites
and datacenters) with guaranteed resources ingudi
datasets for on-demand services.

V. HIGH LEVEL TRUSTMODEL FORFILE SHARING

According to the review and related research [$][T6
[8] [10] [12] [17], it is necessary to employ a @b
computing trust model to ensure the exchange e imong
cloud users in a trustworthy manner. In this sective
introduce a trust model to establish a rankingrasgtivorthy
nodes and enable the secure sharing of files ampeers in a
public cloud.

We propose a trust model where the selection arsd tr
value evaluation that determines whether a node
trustworthy can be performed based on node st@spgee,
link and processing capacity. For example, if aegiclient
has access to a storage space in a public clostil] thias no
selection criterion to determine to which cloud eadwill
send a particular file.

When a node wants to share files with other ustensl|
select trusted nodes to store this file throughftilewing
metrics:
processed by the node, for example, if the nodeisgssing
capacity is 100% utilized, it will take longer tétend any
demands), storage capacity and link (better comeoatioin
links and storage resources imply greater trusieslsince
they increase the node’s capacity of transmittingd a
receiving information). The trust value is estdidid based
on queries sent to nodes in the cloud, considehiegnetrics
previously described.

Node Public Cloud
N Checks
Trust Table
Uses Value
$ Yes— T rrust
No
v
Send Query Exchange of
Files Among
Cloud Users
A
|| Trust Values
Calculated @

Figure 3. Proposed Trust Model.

Each node maintains two trust tables: direct ttabte
and the recommended list. a) If a node needs tuleaé¢ the
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direct trust table is used. If there’s no valuadied, then it
sends a query to its peers requesting informatiortheir

storage space, processing capacity and link. Tis¢ values

are calculated based on queries exchanged betwedes.n
b) The requesting node will assign a greater tvasite to
nodes having greater storage capacity and / oepsirg and
better link.

The trust value of a node indicates its suitabifiby
storage and cloud operations. This value is caiedlaased
on the historical interactions of the node, beiegresented
by T, for a given node. Its value may range from 0.tAd
we have previously stated, the value gfi$ calculated from
queries exchanged between nodes regarding theialbve
system capacities. Figure 3 presents a high leiest the
proposed trust model, where the nodes query thesirspto
I8btain the information needed to build their Idrabt table.

In this model, a trust rank is established, allgvnnode
A to determine whether it is possible to trust alend® to
perform storage operations in a public cloud. ldeorto
determine the trust value of B, node A first hasotgain
basic information on this node. Figure 4 depicis tluery
exchange process used for gathering the necesmasly t
information from a node B by a node A.

processing capacity (the average workload

Send Query (CA, SO, CP, CL)——»
«4—Receive Query (CA, SO, CP, CL)-

Store Data

Node A Node B

Figure 4. Scenario of Information Request

Node A needs to exchange a file in the cloud andtsva
know if the node B can be trusted to store and seadile.
The protocol Trust Model can be described as fdtoim
step 1, A sends a query to B regarding its stocageacity,
operating system, processing capacity and linkstép 2, B
sends a response to he query sent by A, providieg t
requested information. In step 3, node A evaludtes
information received from B and, if the informatids
consistent, it is stored in A’s local trust talle general, the
trust of node A in node B, in the context of a pulgloud
NP, can be represented by:

TP =Vv>

ab ~ VYn
b P 1)
WhereV"pis the trust value of B in the public cloud NP

analyzed by A ande represents the trust of A in B, in the

b
public cloud NP. According to the definition of MuV"P
equals the queries sent and received (interadipA) and B
in the cloud NP.
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The trust information may be stored as individeslards
of interaction with the respective node, being rded in a
local database that contains information aboutbileavior
of each node in the cloud. Thus, the trust of néde node
B in the cloud NP can be represented by:

J
b
Zvnpi
frpp — i=
Ta,Ep —%, forj>0

2
fnp
ab  represents the final trust of A in B in the cldug,
while j represents the number of interactions / rgsie
between nodes A and B in the cloud NP.

A. Trust Calculation

Three aspects canhave an impact on calculating
the direct trust of a node, asshownin the tdbleA
larger storage space and processing capacity asigeg
weight in the choice of more reliable nodes, beedhsse
characteristics ensure the integrity and storage
of files. Thus, to calculate the direct trust of thode, storage
space and processing capacity is assigned with hegeig
of 40% and the links with the remaining 20%.

Knowing that any node can have its trust valueirang
from 0 to 1, and knowing that these values varyirme, it
means that one node can have its storage capacigasing
or decreasing, becoming necessary the behaviectifh of
the Direct Trust be in time. This way, nodes
with characteristics more constant are more
reliable because they have less sway in its baaitffes.

TABLE Il ISSUESAFFECTINGTHE DIRECT TRUST OF ANODE

STORAGE PROCESSING LINK DIRECT TRUST

SPACE CAPACITY CAPACITY

HIGH HIGH HIGH HIGH

HIGH HiGH Low HiGH

HIGH Low HIGH MEDIUM
(ACCORDING TO
THE VALUES OF
STORAGE
AND PROCESSING

HIGH Low Low Low

Low HIGH HIGH MEDIUM
(ACCORDING  TO
THE  VALUES OF
STORAGE
AND PROCESSING

Low HIGH Low Low

Low Low HiGH Low

Low Low HIGH Low

Low Low Low Low

Below is shown the simulation of direct trust amnast
index. To perform the simulation, it was used thethod of
Monte Carlo [28] to generate random or pseudo-rando
numbers for storage, processing and link, due to
the nodes attributes of acloud not having vametiono-
correspondent to deterministic behavior but thectsistic
behaviors. The values of each attribute are nusnizgrging
from 0 to 1 corresponding the percentages to eadke.r-or
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the trust
in the following table.

index, the conditions were established as

TABLE IV. CONDITIONS OF THETRUSTINDEX
Index Situation
fp — Do not trus on the nod
l.p =>0,1
fnp Trust on the noc
|5 <0,1
TABLE V. REFERENCE VALUES FORCONSENSUS INTRUST
Value Description Decision
0 No Trust in the node Cloud Put No opinior
[0, 0.29] Low Trust in the node Cloud Puk | Not trus
[0.4,0.59 Mediun Trust in the node Clou| Not trus
Public
[0.6, 0.8 High Trust in the node Cloud Puk | Trusi
[0.9, 0.99 Very High Trust in the node Clou | Trus!
Public
Direct trust x Storage
12
1
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Figure 5. Direct Trust and Storage
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Figure 7. Direct Trust and Link

With simulation you can see how values influence th

trust index.
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V. CONCLUSION
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